[MS-PCHC]:
Peer Content Caching and Retrieval:
Hosted Cache Protocol Specification

Intellectual Property Rights Notice for Open Specifications Documentation

= Technical Documentation. Microsoft publishes Open Specifications documentation for
protocols, file formats, languages, standards as well as overviews of the interaction among each
of these technologies.

= Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you may make copies of it in order to develop implementations of the
technologies described in the Open Specifications and may distribute portions of it in your
implementations using these technologies or your documentation as necessary to properly
document the implementation. You may also distribute in your implementation, with or without
modification, any schema, IDL’s, or code samples that are included in the documentation. This
permission also applies to any documents that are referenced in the Open Specifications.

= No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

= Patents. Microsoft has patents that may cover your implementations of the technologies
described in the Open Specifications. Neither this notice nor Microsoft's delivery of the
documentation grants any licenses under those or any other Microsoft patents. However, a given
Open Specification may be covered by Microsoft's Open Specification Promise (available here:
http://www.microsoft.com/interop/osp) or the Community Promise (available here:
http://www.microsoft.com/interop/cp/default.mspx). If you would prefer a written license, or if
the technologies described in the Open Specifications are not covered by the Open Specifications
Promise or Community Promise, as applicable, patent licenses are available by contacting
iplg@microsoft.com.

= Trademarks. The names of companies and products contained in this documentation may be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights.

= Fictitious Names. The example companies, organizations, products, domain names, e-mail
addresses, logos, people, places, and events depicted in this documentation are fictitious. No
association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.

Reservation of Rights. All other rights are reserved, and this notice does not grant any rights
other than specifically described above, whether by implication, estoppel, or otherwise.

Tools. The Open Specifications do not require the use of Microsoft programming tools or
programming environments in order for you to develop an implementation. If you have access to
Microsoft programming tools and environments you are free to take advantage of them. Certain
Open Specifications are intended for use in conjunction with publicly available standard
specifications and network programming art, and assumes that the reader either is familiar with the
aforementioned material or has immediate access to it.

1/25

[MS-PCHC] — v20110204
Peer Content Caching and Retrieval: Hosted Cache Protocol Specification

Copyright © 2011 Microsoft Corporation.

Release: Friday, February 4, 2011


http://go.microsoft.com/fwlink/?LinkId=114384
http://www.microsoft.com/interop/cp/default.mspx
mailto:iplg@microsoft.com

Revision Summary

Revision Revision

Date History Class Comments

12/05/2008 0.1 Major Initial Availability

01/16/2009 | 0.2 Minor Updated the technical content.

02/27/2009 0.2.1 Editorial Revised and edited the technical content.

04/10/2009 1.0 Major Updated and revised the technical content.

05/22/2009 1.1 Minor Updated the technical content.

07/02/2009 1.1.1 Editorial Revised and edited the technical content.

08/14/2009 1.2 Minor Updated the technical content.

09/25/2009 1.3 Minor Updated the technical content.

11/06/2009 1.4 Minor Updated the technical content.

12/18/2009 1.5 Minor Updated the technical content.

01/29/2010 1.6 Minor Updated the technical content.

03/12/2010 1.6.1 Editorial Revised and edited the technical content.

04/23/2010 1.6.2 Editorial Revised and edited the technical content.

06/04/2010 1.6.3 Editorial Revised and edited the technical content.

07/16/2010 1.6.3 No change No changes to the meaning, language, or formatting of
the technical content.

08/27/2010 1.6.3 No change No changes to the meaning, language, or formatting of
the technical content.

10/08/2010 1.6.4 Editorial Changed language and formatting in the technical
content.

11/19/2010 1.6.4 No change No changes to the meaning, language, or formatting of
the technical content.

01/07/2011 1.6.4 No change No changes to the meaning, language, or formatting of
the technical content.

02/11/2011 1.6.4 No change No changes to the meaning, language, or formatting of
the technical content.

2/25

[MS-PCHC] — v20110204
Peer Content Caching and Retrieval: Hosted Cache Protocol Specification

Copyright © 2011 Microsoft Corporation.

Release: Friday, February 4, 2011



Contents

B N 1 3 o e Yo LT ot o'oY o R 5
3 A €] [0 111 | oV PP 5
B U= =1 <] Lo PP PP 6

1.2.1 NOIrmative Ref@rENCeS .. civiiiitii i e e e aees 6

1.2.2  INformative RefEIrENCES . vttt e e e 6
G O O 1 7= T 6
1.4 Relationship to Other ProtOCOIS . ..cii it i aaeans 7
1.5 Prerequisites/PrecoOnditions ... ..o.uiiiiiiiii e 7
1.6 Applicability StatemeEnt....c.oiiii i e 7
1.7 Versioning and Capability Negotiation........c.oviiiiiiii e 7
1.8 Vendor-Extensible Fields ... ..o e 8
1.9 Standards ASSIGNMIENTES ...t e 8

7 =TT T 1T 9
0 N I =1 11 oo P 9
2.2 MESSAGE SYNEAX tutiuiitiitiitiit ittt 9

2.2.1 ReEQUESE MESSAGES . uueieiiiitii ittt it ettt e ettt et 9
2.2.1.1 MESSAGE_HEADER ..ottt e e a 10
2.2.1.2 CONNECTION_INFORMATION .....uiuiiieeerereeentanaeeeaeaerereseenaneneneeneaeaeannnns 10
2.2.1.3 INITIAL_OFFER_MESSAGE ......itiiiiiiiinii et a e 11
2.2.1.4 SEGMENT_INFO_MESSAGE ...ttt e s a e e 11

2.2.2 RESPONSE MESSAGES ..t uiutiteeinitite ettt ettt sae e et e aae e st et st et a e e aara e aaaens 13
2.2.2.1 TranSPOrt HEAOE . .ttt et ettt 13
B A == o o 1T o o [ 13

3 Protocol Details . .cuccviiimiririeresranmasssassa s ssa s ssassasssassassasssnsasssnsanssnssnssannnnsansnnnnnnnns 15

3.1 SEIVEr DELAIIS tuititiit it 15
3.1.1 Abstract Data Model .......ooiiiii s 15
0 I 0 1= o= PP 15
3.1.3  INtiAliZation coveie e 15
3.1.4 Higher-Layer Triggered EVENES .....coviiiiiii it 15
3.1.5 Message Processing Events and Sequencing RUIES.......ccocvviiiiiiiiiiiiiiiceieeaeens 15

3.1.5.1 INITIAL_OFFER_MESSAGE Request Received ........ccceieiiiiiniiiniiiiiiiiiiienenenenns 15
3.1.5.2 SEGMENT_INFO_MESSAGE Request Received ......ccoiviiiiiiiiiiiiiiiiiiiiic e 16
3.1.5.3 Other Message RECEIVEA.......ccouiiiiiiiiii e e 16

T G T I 0 1 ol V=T P 16

T A O 1 o = ol o o= | B Y =] o) PP P PP 16

T A O 1 T=T o | ol T = | TP 16
3.2.1 Abstract Data Model ....ccviuiiiiiiiii e 17
T2 I [ o 1= o= PP 17
3.2.3  INtialiZation v 17
3.2.4 Higher-Layer Triggered EVENES .....ciuiiiiiiii i e r e e e 17
3.2.5 Message Processing Events and Sequencing RUlES.........cocoiiiiiiiiiiiiiiincieeens 18

3.2.5.1 INITIAL_OFFER_MESSAGE Response Received ......ccieviiiiiiiiiiiiiiiii i 18

3.2.5.2 SEGMENT_INFO_MESSAGE Response Received .......cccvviiiiiiiiniiiiiiieiieneneenns 18

3.2.5.3 HTTP Status Code 401 Response ReCIVEd.........coviiiiiiiiieieiiiiieieieeeaeaeeeans 18

3.2.5.4 Other Message RECEIVEA.......ccuuiiiiiiiiii i e e e 18

3.2.6  TIMEr BEVENES et e 18

I A O 11 o =Y ol Mo Tor= | B Y=Y o) PP 18
3/25

[MS-PCHC] — v20110204
Peer Content Caching and Retrieval: Hosted Cache Protocol Specification

Copyright © 2011 Microsoft Corporation.

Release: Friday, February 4, 2011



4 Protocol EXamples.....iiieiaiarararerarasassniminiesssesasasassssssasasasasasasasassssssnsasasasasasasasnsnnss 19

4.1 Hosted Cache with NO BIOCK Hashes .......cciviiiiiiii i e 19
4.2 Hosted Cache with Block Hashes and No Data BIOCKS ........cccovviiiiiiiiiiiiiici v 19
4.3 Hosted Cache with Block Hashes and Data BIOCKS ........ccvviiiiiiiiiiiiiii e 20
L =T ol 21
5.1 Security Considerations for IMplementars.....ccoviiiiiiiii e 21
5.2 Index of SeCUrity Parameters .. ..ottt 21
6 Appendix A: Product Behavior......c.ciciiirsirsisssis s s s s sss s s s s s s snmsasnnnas 22
28 1 3 T- 1 4 T« T I - Lol 3 T 23
2 T o T = P 24
4 /25

[MS-PCHC] — v20110204
Peer Content Caching and Retrieval: Hosted Cache Protocol Specification

Copyright © 2011 Microsoft Corporation.

Release: Friday, February 4, 2011



1 Introduction

This is a specification of the Peer Content Caching and Retrieval: Hosted Cache Protocol. It is used
by clients to offer metadata to a hosted cache server.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

Domain Name System (DNS)

Generic Security Services (GSS)

Hypertext Transfer Protocol (HTTP)

Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS)
Simple and Protected GSS API Negotiation Mechanism (SPNEGO)
Transmission Control Protocol (TCP)

Transport Layer Security (TLS)

Uniform Resource Locator (URL)

The following terms are specific to this document:

block: A subdivision of a segment, when divided into units of equal size, such as 64KB. The last
block can be smaller, if the block size is not a multiple of a standard segment size.

block hash: A hash of a content block within a segment.

client: The entity that initiates communication with the hosted cache, to offer it segments of
data.

client-role peer: A peer that is looking for content, either from the server or from other peers
or hosted caches.

content: A file that an application wants to access. Examples of content include web pages and
documents stored on web servers or file servers.

content server: The original source of the content that peers retrieve from each other.
HoD: The hash of the content block hashes of every block in the segment.

HoHoDk: A hash that represents the content-specific label or public identifier that is used to
discover content from other peers or from the hosted cache. This identifier is disclosed
freely in broadcast messages. Knowledge of this identifier does not prove authorization to
access the actual content.

hosted cache: A centralized cache comprised of blocks added by peers.
peer: A node that both accesses the content and serves the content it caches for other peers.

Peer Content Caching and Retrieval: Retrieval Protocol (PCCRR): The Peer Content
Caching and Retrieval: Retrieval Protocol [MS-PCCRR].

segment: A unit of content. Content is divided into segments of equal size, except the last
segment, which can be smaller, if the content size is not a multiple of the standard segment
sizes.

segment hash of data: See HoD.
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segment secret: The content-specific hash that is sent to authorized clients along with the
rest of the content information. It is generated by hashing the concatenation of the HoD and
the server-configured secret.

server-role peer: A peer that listens for incoming block-range requests from client-role
peers and responds to the requests.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[MS-DTYP] Microsoft Corporation, "Windows Data Types", January 2007.

[MS-PCCRC] Microsoft Corporation, "Peer Content Caching and Retrieval: Content Identification",
December 2008.

[MS-PCCRR] Microsoft Corporation, "Peer Content Caching and Retrieval: Retrieval Protocol
Specification", December 2008.

[MS-SPNG] Microsoft Corporation, "Simple and Protected GSS-API Negotiation Mechanism (SPNEGO)
Extension", January 2007.

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.ietf.org/rfc/rfc2119.txt

[RFC2743] Linn, J., "Generic Security Service Application Program Interface Version 2, Update 1",
RFC 2743, January 2000, http://www.ietf.org/rfc/rfc2743.txt

[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.ietf.org/rfc/rfc2818.txt

[RFC4559] Jaganathan, K., Zhu, L., and Brezak, J., "SPNEGO-based Kerberos and NTLM HTTP
Authentication in Microsoft Windows", RFC 4559, June 2006, http://www.ietf.org/rfc/rfc4559.txt

1.2.2 Informative References

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary", March 2007.

[MSDN-BITS] Microsoft Corporation, "Background Intelligent Transfer Service",
http://msdn.microsoft.com/en-us/library/aa362827.aspx

1.3 Overview

The Peer Content Caching and Retrieval: Hosted Cache Protocol provides a mechanism for clients to
inform the hosted cache about segment availability. There are two primary roles:

= Client: The client informs the hosted cache that it has segments it can offer.
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= Hosted cache: The hosted cache gets the range of block hashes associated with the segment
being offered, and then retrieves the blocks within the segment that it actually needs.

1.4 Relationship to Other Protocols

The client’s connection to the hosted cache uses Hypertext Transfer Protocol over Secure
Sockets Layer (HTTPS) ([RFC2818]) as a transport. The content encoding used when the client
offers the segment and associated blocks to the hosted cache follows the format specified in the
Peer Content Caching and Retrieval: Retrieval Protocol (PCCRR) [MS-PCCRR].

The hosted cache uses the PCCRR framework as a client-role peer to retrieve the blocks from the
peer that is offering them.

1.5 Prerequisites/Preconditions
The following are prerequisites for using this protocol:

= The protocol client is required to have a set of blocks within a segment that it can offer to the
hosted cache. Typically, these blocks are retrieved by a higher layer from the content server.
The higher layer then provides these blocks to this protocol to offer to the hosted cache.

= The hosted cache is required to be provisioned with a certificate chain and associated private
key, and the client with the chain’s root certificate, such that both are compatible with HTTPS
Server authentication (see [RFC2818]).

= The client is initialized by explicitly provisioning it with the fully qualified DNS name and the TCP
port number of the hosted cache.

= The hosted cache is initialized by starting to listen for incoming HTTP requests on the URL
specified in section 2.1.

= If the hosted cache is configured to require client authentication, both the client and the hosted
cache are required to support SPNEGO-based HTTP authentication ([RFC4559] and [MS-SPNG])
within the HTTPS transport.

= The client is an actively listening server-role peer, as described in the Peer Content Caching
and Retrieval: Retrieval Protocol (PCCRR) framework [MS-PCCRR]. The port it is listening on is
passed as part of the CONNECTION INFORMATION field in the various request messages from
the client to the hosted cache. This allows the hosted cache to use the PCCRR framework to
connect to the client to retrieve data blocks in the segment.

1.6 Applicability Statement

Enterprise branch offices typically connect to headquarters over low-bandwidth/high-latency wide
area network (WAN) links. As a result, WAN links are generally congested, and application
responsiveness in the branch is poor as well. To increase responsiveness, the hosted cache is placed
in the branch. The hosted cache then caches content, and serves that content to peers in the branch
that request it.

Data gets added to the hosted cache by clients in the branch. Clients check to see if data is available

in the hosted cache; if not, they retrieve data from the content server across the WAN link and
subsequently add it to the hosted cache.<1>

1.7 Versioning and Capability Negotiation

There is no version negotiation or capability negotiation behavior.
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= Supported Transports: This protocol is implemented on top of HTTPS.

= Protocol Versions: The protocol version is 1.0.

= Security and Authentication Methods: A client authenticates the hosted cache using HTTPS, which
provides encryption and data integrity verification for data on the wire. In addition, the hosted
cache can authenticate clients using the mechanisms described in [RFC4559], which are based on
GSS-API [RFC2743].

= Localization: Localization-dependent protocol behavior is specified in sections 2.2 and 3.1.5.

1.8 Vendor-Extensible Fields

There are no vendor-extensible fields.

1.9 Standards Assignments
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Port 443

URL https://: <port number>/C574AC30-5794-4AEE-B1BB-6651C5315029 [RFC2818]
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2 Messages

2.1 Transport

The Peer Content Caching and Retrieval: Hosted Cache Protocol uses a client/server transport built
on top of Hypertext Transfer Protocol (HTTP) over Transport Layer Security (TLS) (HTTPS)
RFC2818].

The client sends a request message as the payload of an HTTP POST request, and the server sends
the response message as payload of the HTTP response.

The URL on which the server MUST listen is https://:<port number>/C574AC30-5794-4AEE-B1BB-
6651C5315029. The port number used SHOULD be 443,<2> but a higher-layer action such as an
administrator MAY specify a different legal port number. In that case, the higher-layer action MUST
provide the client with the correct port number of the hosted cache.

The client MUST be configured with the location, including machine name and port number, of the
hosted cache that it will connect to when it has content to offer.

The hosted cache can be configured to require SPNEGO-based HTTP authentication [RFC4559] of the
client. If so configured, the hosted cache MUST respond to an HTTP request message lacking an

acceptable authorization header with a response indicating a 401 status code. In that case, the
transport MUST pass that status code to the protocol layer.

2.2 Message Syntax

This protocol references commonly used data types as defined in [MS-DTYP].

2.2.1 Request Messages
Request messages consist of a message header, connection information, and a message body.

The general request message structure is shown below.

-
N
w

0|1|{2(3(4|5|/6|7(8|9|/0|1|2(3|4|5|6[7(8|9|0(1(2|3|4|5|6(7|8|9|0(1

MessageHeader

ConnectionInformation

MessageBody (variable)

MessageHeader (8 bytes): A MESSAGE HEADER structure (section 2.2.1.1).
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ConnectionInformation (8 bytes): A CONNECTION INFORMATION structure (section

2.2.1.2).

MessageBody (variable): The message payload, which is specific to the type of message
identified in the MessageHeader field.

2.2.1.1 MESSAGE_HEADER

Request messages use a common header, which consists of the following fields.

6/7(8/9|0(1|2(3|4|5/6|7|8|9|0[1]|2|3|4

Version Type

Padding

Version (2 bytes): The message version, expressed as major and minor values. The version
MUST be "1.0".

Note that the order of the subfields is reversed; the MinorVersion subfield occurs first.

MinorVersion (1 byte): The minor part of the version, which MUST be 0x00.
MajorVersion (1 byte): The major part of the version, which MUST be 0x01.

Type (2 bytes): A 16-bit unsigned integer that specifies the message type.

1 2 3
0{1|2|3(4|5(6|7|8|9|0(1|2[3|4|5(6|7[8|9|0(1|2[3|4]|5 01
MinorVersion MajorVersion

Value Meaning
0x0001 The message is an INITIAL OFFER MESSAGE (section 2.2.1.3).
0x0002 The message is a SEGMENT INFO MESSAGE (section 2.2.1.4).

Padding (4 bytes): The value of this field is indeterminate and MUST be ignored on processing.

2.2.1.2 CONNECTION_INFORMATION

Request messages use a common connection information structure, which describes the information
needed by the hosted cache to use the Peer Content Caching & Retrieval: Retrieval Protocol [MS-

PCCRR] as a client-role peer, to retrieve needed blocks from the client as a server-role peer.
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Port (2 bytes): A 16-bit unsigned integer that MUST be set by the client to the port on which it
is listening as a server-role peer, for use with the retrieval protocol.

Padding (6 bytes): The value of this field is indeterminate and MUST be ignored on processing.

2.2.1.3 INITIAL_OFFER_MESSAGE

An INITIAL_OFFER_MESSAGE is the first message a client sends to the hosted cache. The
INITIAL_OFFER_MESSAGE is a request message that notifies the hosted cache of new content
available on the client.

An INITIAL_OFFER_MESSAGE consists of the following fields.

=
N
w

0(1/2(3|4(5|6|7(8|9(0{1|2|3|4|5|6|7|8|9(0|1(2[3|4|(5|6|7(8|9(0]1

MessageHeader

ConnectionInformation

Hash (variable)

MessageHeader (8 bytes): A MESSAGE HEADER structure (section 2.2.1.1), with the Type
field set to 0x0001.

ConnectionInformation (8 bytes): A CONNECTION INFORMATION structure (section
2.2.1.2).

Hash (variable): The Hash field is a binary byte array that contains the HoHoDk of the
segment that was partly or fully retrieved by the client.

The size of this field is calculated as the total message size minus the sum of the field sizes
that precede the Hash field.

2.2.1.4 SEGMENT_INFO_MESSAGE

A SEGMENT_INFO_MESSAGE is a request message sent by the client to the hosted cache containing
the segment hash of data (HoD) for the previously offered segment, as well as the range of block
hashes in the segment. Whether a SEGMENT_INFO_MESSAGE is sent depends on the hosted cache's
response to the previous INITIAL OFFER MESSAGE containing the same HoHoDk.

A SEGMENT_INFO_MESSAGE consists of the following fields.
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0(1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

MessageHeader

ConnectionInformation

ContentTag

SegmentInformation (variable)

MessageHeader (8 bytes): A MESSAGE HEADER structure (section 2.2.1.1), with the Type
field set to 0x0002.

ConnectionInformation (8 bytes): A CONNECTION INFORMATION structure (section
2.2.1.2).

ContentTag (16 bytes): A structure consisting of 16 bytes of opaque data.

This field contains a tag supplied by a higher protocol layer on the client. The tag is added to
the information being sent by the client to the hosted cache. The data is then passed to the
higher-layer application on the hosted cache.

SegmentInformation (variable): A Content Information data structure ([MS-PCCRC] section
2.3).

This field describes the single segment being offered, with information retrieved from the
content server. The SegmentInformation field also contains the subfields of the segment's
Content Information data structure, SegmentDescription, and SegmentContentBlocks, as
specified in [MS-PCCRC] sections 2.3.1.1 and 2.3.1.2, respectively.

= The Version and dwHashAlgo fields MUST be copied directly from the client’s Content
Information data structure for the content containing the segment being offered.

» The dwOffsetInFirstSegment field MUST be set to the offset in the segment being
offered at which the content range begins.

» The dwReadBytesInLastSegment field MUST be set to the total number of bytes in the
segment being offered.
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= The cSegments field MUST be set to 1.

= The segments field MUST contain the single SegmentDescription ([MS-PCCRC] section
2.3.1.1) in the original Content Information data structure corresponding to the segment
being offered.

= The blocks field MUST contain a single SegmentContentBlocks ([MS-PCCRC] section

2.3.1.2) corresponding to the segment being offered, copied from the blocks field in the
original Content Information data structure.

2.2.2 Response Messages

Response messages are sent in response to the following request messages:

= INITIAL OFFER MESSAGE, section 2.2.1.3

= SEGMENT INFO MESSAGE, section 2.2.1.4

2.2.2.1 Transport Header

The transport adds the following header in front of any response protocol message.

0(1/2(3|4(5|6|7(8|9(0{1|2|3|4|5|6|7|8|9(0|1(2[3|4|(5|6|7(8|9(0]1

Size

Size (4 bytes): Total message size in bytes, excluding this field.

2.2.2.2 Response Code

Each response message contains a response code, as specified below.

-
N
w

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

Transportheader

ResponseCode

Transportheader (4 bytes): A transport header (section 2.2.2.1).

ResponseCode (1 byte): A code that indicates the server response to the client request

message.
Value Meaning
OK The server has sufficient information to retrieve content from the client.
0x00

INTERESTED | The server needs the range of block hashes from the client before it can retrieve
0x01 content from the client.
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In an INITIAL OFFER MESSAGE (section 2.2.1.3), the response code MUST be either OK or
INTERESTED. In a SEGMENT INFO MESSAGE (section 2.2.1.4), the response code MUST be OK.

14 /25

[MS-PCHC] — v20110204
Peer Content Caching and Retrieval: Hosted Cache Protocol Specification

Copyright © 2011 Microsoft Corporation.

Release: Friday, February 4, 2011



3

Protocol Details

There are two roles in the Peer Content Caching and Retrieval: Hosted Cache Protocol, the hosted
cache and the client.

3.1 Server Details

The hosted cache is the server entity that is offered a content segment and then determines if it will
get more information about the block hashes contained in that segment.

3.1.1 Abstract Data Model

The following state is maintained for the operation of the hosted cache:

Content information for the offered segment: This is comprised of the segment HoHoDk,
segment HoD, and a list of block hashes contained within the segment.

Block cache: A cache of data blocks retrieved from clients, together with their corresponding
HoHoDks, segment hashes, block hashes, and the segment secrets. The data blocks are made
available to other client-role peers that attempt to retrieve them using the Peer Content Caching
and Retrieval: Retrieval Protocol (PCCRR) framework [MS-PCCRR].

Note The preceding conceptual data can be implemented using a variety of techniques.

3.1.2 Timers

None.

3.1.3 Initialization

The following initialization of the hosted cache MUST be performed:

The hosted cache MUST be initialized by starting to listen for incoming HTTP requests on the URL
specified in section 2.1.

The hosted cache MUST be provisioned with a certificate chain and associated private key such
that it is compatible with HTTPS server authentication [RFC2818].

3.1.4 Higher-Layer Triggered Events

None.

3.1.5 Message Processing Events and Sequencing Rules

3.1.5.1 INITIAL_OFFER_MESSAGE Request Received

The hosted cache MUST respond with a correctly formatted response message, as specified in
section 2.2.2.

The hosted cache MUST specify a response code of 0 if the hosted cache already has all the block
hashes in the segment.

If the hosted cache does not have all the offered data blocks associated with the block hashes in
the segment, it MUST initiate the Peer Content Caching and Retrieval: Retrieval Protocol (PCCRR)
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framework [MS-PCCRR] as a client-role peer to retrieve the missing blocks from the offering
client.

The hosted cache, acting as a PCCRR client-role peer, MUST connect to the client's IP address
using the port number specified in the CONNECTION_INFORMATION field from the

INITIAL OFFER MESSAGE request, as specified in section 2.2.1.3. The HoHoDk in the
INITIAL_OFFER_MESSAGE request MUST be used to retrieve the corresponding segment hash of
data (HoD), list of block hashes, and the segment secret from the hosted cache's block cache
(section 3.1.1). The segment HoD, list of block hashes, and the segment secret MUST be passed
to the PCCRR client-role peer. The retrieved blocks MUST be added to the hosted cache's block
cache.

The hosted cache MUST specify a response code of 1 if its list of block hashes associated with the
segment is incomplete.

3.1.5.2 SEGMENT_INFO_MESSAGE Request Received

Regardless of whether an INITIAL OFFER MESSAGE has previously been received from this client,
the hosted cache MUST respond with a message formatted as specified in section 2.2.2 and MUST
perform the following actions:

Send a response code of 0.

Initiate the Peer Content Caching and Retrieval: Retrieval Protocol (PCCRR) framework [MS-
PCCRR] as a client-role peer to retrieve the missing blocks from the offering client.

The hosted cache, acting as a PCCRR client-role peer, MUST connect to the client’s IP address
using the port number specified in the CONNECTION_INFORMATION field from the
SEGMENT INFO MESSAGE request, as specified in section 2.2.1.4. The segment hash of data
(HoD), list of block hashes, and the segment secret from the SegmentInformation field
(section 2.2.1.4) MUST be passed to the PCCRR client-role peer. The retrieved blocks MUST be
added to the hosted cache's block cache.

The ContentTag MUST be passed to the higher layer. The ContentTag is described in the
SEGMENT_INFO_MESSAGE request, section 2.2.1.4.

3.1.5.3 Other Message Received

If anything other than a correctly formatted INITIAL OFFER MESSAGE (section 2.2.1.3) or
SEGMENT INFO MESSAGE (section 2.2.1.4) is received, it MUST be dropped and the protocol

sequence aborted.

3.1.6 Timer Events

None.

3.1.7 Other Local Events

None.

3.2 Client Details

The client initiates the use of this protocol once there are new blocks available to offer to the hosted
cache.
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3.2.1 Abstract Data Model
The following state is maintained for the operation of the client:

= Content information for the offered segment: This is comprised of the segment HoHoDk,
segment HoD, and a list of block hashes contained within the segment. The segment HoHoDk is
used in an INITIAL OFFER MESSAGE (section 2.2.1.3). The segment HoD and the list of block
hashes are used in a SEGMENT INFO MESSAGE (section 2.2.1.4).

= Outstanding request messages: A set of pending request messages whose timer has not yet
expired. For the INITIAL_OFFER_MESSAGE, the HoHoDk that is used is stored along with the
request. This allows the client to send the corresponding segment HoD and block hashes in a
subsequent SEGMENT_INFO_MESSAGE.

= Cache: A cache of data blocks associated with the segment/blocks being offered. This cache
includes a mapping between the block hashes/segment hashes and the actual data blocks
themselves. These blocks can later be retrieved by the hosted cache using the Peer Content
Caching and Retrieval: Retrieval Protocol (PCCRR) framework [MS-PCCRR].

= Content tag: The content tag is provided by the higher layer when it initiates the sending of an
INITIAL_OFFER_MESSAGE. It is stored for use in the ContentTag field of a subsequent
SEGMENT_INFO_MESSAGE in case that message is sent. The value of the content tag is
determined by the implementation.<3>

Note The preceding conceptual data can be implemented using a variety of techniques.

3.2.2 Timers

Request Timer: For each request message it sends to the hosted cache, a client sets a request
timer that expires after 5 seconds. This timer is distinct for each request sent.

3.2.3 Initialization
The client initialization MUST explicitly include the following information:
» The fully qualified DNS name and the TCP port of the hosted cache.

= The chain's root certificate such that it is compatible with HTTPS server authentication

RFC2818].

= The client content information associated with the segment, as described in the section 3.2.1.
This content is provided by a higher protocol layer.

3.2.4 Higher-Layer Triggered Events
New blocks available:

When the higher layer has new blocks in a segment to offer the hosted cache, it passes them to this
protocol, along with the segment’s associated content information and the content tag. The client
SHOULD construct an INITIAL OFFER MESSAGE request message (section 2.2.1.3) that contains
the segment HoHoDk, send it to the hosted cache, store it along with the content tag in its set of
outstanding request messages, and start the request timer.

The higher layer SHOULD initiate the use of this protocol only when a sufficient number of new
blocks have been received from the content server. Doing otherwise, such as initiating the protocol
for every new block that becomes available, could lead to poor network performance.<4>
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3.2.5 Message Processing Events and Sequencing Rules

3.2.5.1 INITIAL_OFFER_MESSAGE Response Received

If a message response matches one of its set of outstanding requests, the client MUST delete it from
the set of outstanding requests and cancel the request timer for this request. If the response is
"INTERESTED", the client MUST respond with a SEGMENT INFO MESSAGE request (section 2.2.1.4)
for the associated HoHoDk, which MUST be stored in its set of outstanding request messages. A
request timer must also be set for this message.

If there are no outstanding requests that match with the message response, the client MUST discard
the message.

3.2.5.2 SEGMENT_INFO_MESSAGE Response Received

The client MUST cancel the request timer for the corresponding request and remove it from the
client's set of outstanding request messages.

3.2.5.3 HTTP Status Code 401 Response Received

The client MUST resend the request, indicating to the transport that SPNEGO-based HTTP
authentication should be performed (section 2.1). The request timer for the request must also be
reset to its initial expiration time.

3.2.5.4 Other Message Received

If anything other than a correctly formatted INITIAL OFFER MESSAGE request (section 2.2.1.3) or
SEGMENT INFO MESSAGE request (section 2.2.1.4) response is received on the port the client is
currently using for this protocol, it MUST be dropped and the protocol sequence aborted.

3.2.6 Timer Events

Request timer expires: The related outstanding message request MUST be removed.

3.2.7 Other Local Events

None.
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4 Protocol Examples

4.1 Hosted Cache with No Block Hashes

This section presents an example of a hosted cache that has none of the block hashes associated
with the segment that is offered.

In this sequence, on availability of new blocks for a segment, the client uses the protocol to offer the
associated segment to the hosted cache. The hosted cache determines that it has no block hashes,
and therefore requests that the client send it complete information on the segment, so that the
hosted cache can then use the Peer Content Caching & Retrieval: Retrieval Protocol [MS-PCCRR] to
retrieve the blocks desired.

Higher Layer on

client side Client Hosted Cache

— Mew blocks available -

e [NITLAL _OFFER_MESSAGE e

-] —Response [1 - INTERESTED] — =

— SEGMENT_INFO_MESSAGE —pm

-l — — — Response [0 - OK] - — — — =

Start
receiving blocks
Initiate retreval of needed

4= hlocks [MS-PCCRR]

Figure 1: Hosted cache with no block hashes

4.2 Hosted Cache with Block Hashes and No Data Blocks

This section presents an example of a hosted cache that has the block hashes associated with the
segment but no data blocks.

In this sequence, on availability of new blocks for a segment, the client uses the protocol to offer the
associated segment to the hosted cache. The hosted cache determines that it has the block hashes
for the segment, but does not have any of the data blocks, and thus responds with a code of zero.
At the same time, the hosted cache uses the Peer Content Caching and Retrieval: Retrieval Protocol
MS-PCCRR] to retrieve all blocks of the segment that are available from the offering client.
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] — —— Response [0 - 0K] - — = — =

Start
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Initiate retrieval of needed

* blocks [MS-PCCRR]

Figure 2: Hosted cache with block hashes and no data blocks

4.3 Hosted Cache with Block Hashes and Data Blocks

This section presents an example of a hosted cache that has all the block hashes associated with the
segment and all the data blocks.

In this sequence, on availability of new blocks for a segment, the client uses the protocol to offer the
associated segment to the hosted cache. The hosted cache determines that it already has all blocks
for the segment and responds with a code of 0.

Higher
Layer on Client I-ég?:trf:
client side

i Mew blocks available —ms

—— INITIAL_OFFER_MESSAGE !

f— — - Response [0 -0K] —— —

Figure 3: Hosted cache with block hashes and data blocks
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5 Security

5.1 Security Considerations for Implementers

Peer Content Caching and Retrieval: Hosted Cache Protocol messages are secured using HTTPS.

An HTTPS connection is established by the client with the hosted cache. In addition, the hosted

cache can choose to authenticate clients.<5> This is done using the HTTP authentication mechanism

described in [RFC4559].

5.2 Index of Security Parameters

Security Parameter

Section

HTTPS
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6 Appendix A: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs:

= Windows Vista® operating system

= Windows Server® 2008 operating system

» Windows® 7 operating system

= Windows Server® 2008 R2 operating system

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number
appears with the product version, behavior changed in that service pack or QFE. The new behavior
also applies to subsequent service packs of the product unless otherwise specified. If a product
edition appears with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD
or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product
does not follow the prescription.

<1> Section 1.6: For Windows Vista and Windows Server 2008, support for the client-side elements
of this protocol is available only with the installation of the Background Intelligent Transfer Service
(BITS) in the Windows Management Framework. For more information, see [MSDN-BITS]. Support
for the server-side elements of this protocol is not available for Windows Vista or Windows

Server 2008.

<2> Section 2.1: In a Windows implementation, the hosted cache listens on port 443 by default.

<3> Section 3.2.1: In the Windows implementation, the values of the content tag can be the
following:

= The ASCII string "WinINet".
= The ASCII string "WebIO".
» The ASCII string "BITS-4.0".

= The binary byte array {0x35, 0xDB, 0x04, 0x5D, 0x14, 0x23, 0x45, 0x53, 0xA0, 0x51, 0x0D,
0xC2, OxE1, Ox5E, 0x6C, 0x4C}.

<4> Section 3.2.4: Windows invokes this protocol after 20% of new blocks of a segment have been
received from the content server.

<5> Section 5.1: On Windows, by default, the hosted cache authenticates all clients; however, a
higher layer or administrator action can configure it to stop authenticating clients.
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7 Change Tracking

No table of changes is available. The document is either new or has had no changes since its last
release.
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