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1 Introduction

This document specifies the Group Policy: Wireless/Wired Protocol Extension protocol, hereafter
referred to as the "Wireless/Wired Group Policy Protocol".

The Wireless/Wired Group Policy Protocol depends on the Microsoft Group Policy: Core Protocol, as
specified in [MS-GPOL].

The Wireless/Wired Group Policy Protocol consists of Wireless/Wired Group Policy administrative-
side and client-side plug-ins. The administrative-side plug-in specifies and edits wireless or wired
policy settings through a user interface, and uses the Lightweight Directory Access Protocol
(LDAP) to store the settings to a specific location in a logical structure known as the Group Policy
object. The client-side plug-in uses LDAP to retrieve the Wireless/Wired policy settings from the
specified location and then applies these settings to the client. This document specifies the behavior
of the Wireless/Wired Group Policy administrative-side and client-side plug-ins.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

Active Directory

Advanced Encryption Standard (AES)
binary large object (BLOB)

certification authority (CA) or certification authority
class identifier (CLSID)

directory service (DS)

distinguished name (DN)

domain controller (DC)

Extensible Authentication Protocol (EAP)
Group Policy

Group Policy object (GPO)

Group Policy server

Lightweight Directory Access Protocol (LDAP)
little-endian

local area network (LAN)

service set identifier (SSID)

station (STA)

Transport Layer Security (TLS)
type-length-value (TLV)

Unicode

Wi-Fi Protected Access (WPA)

Wi-Fi Protected Access 2 (WPA2)
wireless Local Area Network (WLAN)
XML

XML schema (XSD)

The following terms are defined in [MS-GPOL]:
directory string
The following terms are specific to this document:

802.11 Access Point (AP): Any entity that has IEEE 802.11 station (STA) functionality and
provides access to the distribution services, via the wireless medium for associated STAs.
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MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[FIPS140] National Institute of Standards and Technology, "Federal Information Processing
Standards Publication 140-2: Security Requirements for Cryptographic Modules", December 2002,
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf

[IANA-ENT] Internet Assigned Numbers Authority, "Private Enterprise Numbers", January 2007,
http://www.iana.org/assignments/enterprise-numbers

[IEEE802.11-2007] Institute of Electrical and Electronics Engineers, "Standard for Information
Technology - Telecommunications and Information Exchange Between Systems - Local and
Metropolitan Area Networks - Specific Requirements - Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) Specifications", ANSI/IEEE Std 802.11-2007,
http://standards.ieee.org/getieee802/download/802.11-2007.pdf

[IEEE802.11i] Institute of Electrical and Electronics Engineers, "IEEE Standards for Information
Technology - Telecommunications and Information Exchange Between Systems - Local and
Metropolitan Area Networks - Specific Requirements - Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) Specifications, Amendment 6: Medium Access Control (MAC)
Security Enhancements", IEEE Std 802.11i, 2004,
http://standards.ieee.org/getieee802/download/802.11i-2004.pdf

[IEEE802.1X] Institute of Electrical and Electronics Engineers, "IEEE Standard for Local and
Metropolitan Area Networks - Port-Based Network Access Control", December 2004,
http://ieeexplore.ieee.org/iel5/9828/30983/01438730.pdf

[MS-ADA2] Microsoft Corporation, "Active Directory Schema Attributes M", June 2007.

[MS-ADSC] Microsoft Corporation, "Active Directory Schema Classes", June 2007.

[MS-ADSO] Microsoft Corporation, "Active Directory System Overview", July 2009.

[MS-ADTS] Microsoft Corporation, "Active Directory Technical Specification", June 2007.

[MS-CHAP] Microsoft Corporation, "Extensible Authentication Protocol Method for Microsoft
Challenge Handshake Authentication Protocol (CHAP) Specification", January 2007.

[MS-GPOL] Microsoft Corporation, "Group Policy: Core Protocol Specification", June 2007.

[MS-PEAP] Microsoft Corporation, "Protected Extensible Authentication Protocol (PEAP)
Specification", January 2007.

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.ietf.org/rfc/rfc2119.txt
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http://go.microsoft.com/fwlink/?LinkId=89866
http://go.microsoft.com/fwlink/?LinkId=89883
http://go.microsoft.com/fwlink/?LinkID=89905
http://go.microsoft.com/fwlink/?LinkId=89906
http://go.microsoft.com/fwlink/?LinkId=89910
%5bMS-ADA2%5d.pdf
%5bMS-ADSC%5d.pdf
%5bMS-ADSO%5d.pdf
%5bMS-ADTS%5d.pdf
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[RFC2251] Wahl, M., Howes, T., and Kille, S., "Lightweight Directory Access Protocol (v3)", RFC
2251, December 1997, http://www.ietf.org/rfc/rfc2251.txt

[RFC2716] Aboba, B., and Simon, D., "PPP EAP TLS Authentication Protocol", RFC 2716, October
1999, http://www.ietf.org/rfc/rfc2716.txt

[RFC3748] Aboba, B., Blunk, L., Vollbrecht, J., et al., "Extensible Authentication Protocol (EAP)",
RFC 3748, June 2004, http://www.ietf.org/rfc/rfc3748.txt

[XMLSCHEMA] World Wide Web Consortium, "XML Schema", September 2005,
http://www.w3.0rg/2001/XMLSchema

.2.2 Informative References

[ECMA-262] ECMA International, "ECMAScript Language Specification" ECMA-262, December 1999,
http://www.ecma-international.org/publications/standards/Ecma-262.htm

[EXP-GPOL] Microsoft Corporation, "Summary of New or Expanded Group Policy Settings",
http://technet2.microsoft.com/WindowsVista/en/library/2b8dc2fd-eafe-4c74-914c-
ec101133feb41033.mspx

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary", March 2007.

[MSFT-EADWNP] Microsoft Corporation, "Add, Edit, or Remove Active Directory-based Wireless
Network Policies", January 2005,
http://technet2.microsoft.com/WindowsServer/en/Library/da6663a2-f4f8-4e85-bfb5-
12b8a46adf121033.mspx

[MSFT-NFLHWV] Microsoft Corporation, "New Networking Features in Windows Server 2008 and
Windows Vista", November 2006, http://technet.microsoft.com/en-us/library/bb726965.aspx

[MSFT-WNPE] Microsoft Corporation, "What Is Wireless Network Policies Extension?", March 2003,
http://technet2.microsoft.com/WindowsServer/en/Library/1f52744d-02d1-421d-bc85-
af90cc0ddb261033.mspx

[WPA] Wi-Fi Alliance, "Wi-Fi Protected Access: Strong, Standards-based, Interoperable Security for
Today's Wi-Fi Networks", April 2003, http://www.wi-fi.org/files/wp 8 WPA%?20Security 4-29-

03.pdf

[WPA2] Wi-Fi Alliance, "Q&A: WPA2", March 2005,
http://www.wifialliance.com/files/kc/kc 11 WPA2 QandA 3-23-05.pdf

.3 Overview

The Wireless/Wired Group Policy Protocol depends on the Group Policy: Core Protocol [MS-GPOL].
Three entities are involved in the Group Policy protocol—the administrative-side plug-in, a generic
data store, and a client-side plug-in. The administrative-side plug-in is used to read protocol-specific
data to and write protocol-specific data from the Group Policy object (GPO). The generic data store
holds the GPO. The client-side plug-in reads the protocol-specific data from and writes the protocol-
specific data to the GPO.

This document specifies the behavior of the Wireless/Wired Group Policy administrative-side and
client-side plug-ins. The administrative-side plug-in is used to specify Wireless/Wired policy settings.
The client-side plug-in is used to retrieve the configuration data from the generic data store and
then apply these settings to the client.
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1.3.1 Wireless/Wired Group Policy Administrative-Side Plug-in

When an administrator uses an administrative tool to create a new wireless or wired Group Policy
within a GPO, the administrative-side plug-in generates the data and saves it in the generic data
store using LDAP, as specified in [MS-GPOL] section 3.3.4.

The following illustration shows this process. Logical Client refers to an administrative tool; Server
refers to the generic data store.

Logical Client Server

\—\@AP Add
H_-_-_H_'_H_""“"'-—-—s

Figure 1: Logical client/server LDAP add communication

When an administrator uses an administrative tool to update an existing wireless or wired Group
Policy within a GPO, the administrative-side plug-in uses LDAP modify functionality to update the
data in the generic data store.

In the following illustration, Logical Client refers to an administrative tool; Server refers to the
generic data store.

Logical Client Server

ED&P Mnal-ﬁfh'_""“'—-—-—-._._________h_

Figure 2: Logical client/server LDAP modify communication

In a similar manner, when an administrator uses an administrative tool to read or delete an existing
wireless or wired Group Policy within a GPO, the administrative-side plug-in uses appropriate LDAP
functionality to read or delete the data in the generic data store. See section 3.1 for further
information on these operations.

1.3.2 Wireless/Wired Group Policy Client-Side Plug-in

When certain client-side events (for example, client restart) take place, the client-side plug-in
fetches the Wireless/Wired Group Policy Protocol data from the generic data store using LDAP search
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functionality. Details on client-side events relevant to Group Policy are specified in [MS-GPOL
section 3.2.4.

The following illustration shows the process of obtaining the configuration data. Logical Client refers
to the client; Server refers to the generic data store.

Local Client Server

—_—
LDAap Search _-_-_'_'_‘_‘—-—-—...

LDAP RESPONER -

Figure 3: Logical client/server LDAP search communication

1.4 Relationship to Other Protocols

The Wireless/Wired Group Policy Protocol depends on the Windows Group Policy Protocol [MS-
GPOL]. The Wireless/Wired Group Policy Protocol is initiated only as part of the Group Policy Protocol
as specified in [MS-GPOL] section 1.4, which specifies invocation of all Group Policy Protocol
extension protocols. The Wireless/Wired Group Policy Protocol also depends on LDAP, and on all of
the protocols on which the Group Policy Protocol depends.

The Wireless/Wired Group Policy administrative-side and client-side plug-ins read and write wireless
or wired networking configuration data using LDAP.

The following figure shows the relationship between the Wireless/Wired Group Policy Protocol and
the Windows Group Policy Protocol [MS-GPOL]. In general, the Windows Group Policy Protocol can
use either LDAP or SMB (as shown in the figure). However, the Wireless/Wired Group Policy protocol
always uses LDAP as transport and never uses SMB.

Group Policy: Wireless/Wired
Protocol Extension

MS-GPOL

=) =)

Figure 4: Relationship of the Wireless/Wired Group Policy Protocol to underlying
protocols
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1.5 Prerequisites/Preconditions

The prerequisites for this protocol are the same as those for the Group Policy Protocol, as specified

in [MS-GPOL] section 1.5.

1.6 Applicability Statement

The Wireless/Wired Group Policy Protocol depends on the Windows Group Policy Protocol, as
specified in [MS-GPOL]. The Wireless/Wired Group Policy Protocol is applicable only within the Group
Policy framework.

The Wireless/Wired Group Policy Protocol may be used to configure and deploy wireless local area
network (WLAN) (802.11) and wired local area network (LAN) (802.3) settings to Group Policy-
managed clients. Configuration settings include, but are not limited to, networking authentication,
encryption, and security settings.

The Wireless/Wired Group Policy Protocol is appropriate only for use when the same settings are
relevant to many clients. To configure individual clients with custom settings, the client network
configuration UI should be used instead. For more information on networking in Windows Vista®
operating system and Windows Server® 2008 operating system, see [MSFT-NFLHWV].

1.7 Versioning and Capability Negotiation

1.7.1 Wireless Group Policy Versioning and Capability Negotiation

The wireless Group Policy provides versioning capability using protocol-specific configuration data
stored in the generic data store.

The administrative-side plug-in generates versioning data that reflects the wireless Group Policy
format type and wireless network security settings. There are two format types: binary large
object (BLOB)-based and XML-based.

In the BLOB-based format, the wireless connectivity and security settings are saved in a binary
format, as described in section 2.2.1.1. The BLOB contains at least one sub-BLOB and may contain
multiple sub-BLOBs. Each sub-BLOB contains a version number and version-specific policy settings.
Three sub-BLOBs are currently defined:

= Version 1 supports wireless security standards up to Wired Equivalent Privacy (WEP). For more
details about WEP, see [IEEE802.11-2007].

= Version 2 supports all the security standards version 1 supports plus Wi-Fi Protected Access
(WPA). For more information about WPA, see [WPA].

= Version 3 supports all the security standards version 2 supports plus Wi-Fi Protected Access 2
(WPA2). For more information, see [WPA2].

In the XML-based format, the wireless connectivity and security settings are saved in XML. The XML-
based format for the wireless Group Policy does not provide versioning or capability negotiations.
Currently only one version of the XML format is defined. However, as described in section 6.1, the
XML schema (XSD) namespace contains versioning information so that versioning or capability
negotiations can be added if necessary. For more information about the XML-based wireless Group
Policy, see section 2.2.1.2.

An XML-based wireless Group Policy takes precedence over a BLOB-based one. Within a format
type, higher version numbers take precedence. The wireless Group Policy client-side plug-in fetches
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the version with highest precedence that it can interpret from those available in the generic data
store.

1.7.2 Wired Group Policy Versioning and Capability Negotiation
The XML-based format for the wired Group Policy does not provide versioning or capability
negotiations. Currently, only one version of the XML format is defined. However, as described in
section 6.2, the XML schema (XSD) namespace contains versioning information so that versioning or

capability negotiations can be added if necessary. For more information about the XML-based wired
Group Policy, see section 2.2.2.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments

The following table shows the Wireless/Wired Group Policy class identifiers.

Parameter GUID value Reference

Wireless administrative-side {2DA6AA7F-8C88-4194-A558- MS-GPOL] section

plug-in OD36E7FD3E64} 1.8

Wireless client-side plug-in {0ACDD40C-75AC-47ab-BAAO- [MS-GPOL], section
BF6DE7E7FEG3} 1.8

Wired administrative-side plug-in {06993B16-A5C7-47EB-B61C- [MS-GPOL], section
B1CB7EE600AC}H 1.8

Wired client-side plug-in {B587E2B1-4D59-4e7e-AED9- [MS-GPOL], section
22B9DF11D053} 1.8
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2 Messages

2.1 Transport

The Wireless/Wired Group Policy Protocol uses the LDAP protocol [RFC2251] to read and write data
to the remote Active Directory data store. The client-side and administrative-side plug-ins MUST
use the LDAP bind mechanism in Active Directory to perform authentication (as specified in [MS-
ADTS] section 5.1.1) and SHOULD use the LDAP message security layer to provide message
integrity and confidentiality protection services that are negotiated as part of the authentication (as
specified in [MS-ADTS] section 5.1.2.1).

2.2 Message Syntax

The Wireless/Wired Group Policy MUST be read from and written to the generic data store using

LDAP [RFC2251].

The administrative-side plug-in and the client-side plug-in for the Wireless/Wired Group Policy
Protocol MUST interact with the generic data store as described in sections 1.3.1 and 1.3.2,
respectively.

The following class names are used while constructing various LDAP messages:

= BLOB-based wireless Group Policy is stored as an Active Directory object that MUST be an
instance of class msieee80211-Policy.

= BLOB-based wired Group Policy is not supported.

= XML-based wireless Group Policy is stored as an Active Directory object that MUST be an instance
of class ms-net-ieee-80211-GroupPolicy.

= XML-based wired Group Policy is stored as an Active Directory object that MUST be an instance of
class ms-net-ieee-8023-GroupPolicy.

2.2.1 Message Syntax for Wireless Group Policy

2.2.1.1 Message Syntax for BLOB-Based Wireless Group Policy

For more information about BLOB-based policy, see section 1.7.1. The wireless policy data is
specified in section 2.2.1.1.2. The format of the profile data of wireless policy data is specified in
section 2.2.1.1.3.

The BLOB-based group policy MUST consist of an array of one or more (up to three) wireless policy
sub-BLOBs. There is no ordering requirement for the wireless policy sub-BLOBs.

Multiple-byte fields (16-bit, 32-bit, and 64-bit fields) MUST be transmitted in little-endian byte
order, unless otherwise specified.

2.2.1.1.1 Wireless Policy Sub-BLOB
Each wireless policy sub-BLOB MUST consist of the following 4-tuple:
= MajorVersion

= MinorVersion
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= WirelessPolicyDataLength
= WirelessPolicyData

This format of the sub-BLOB MUST be as follows.

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

MajorVersion MinorVersion

WirelessPolicyDatalLength

WirelessPolicyData (variable)

MajorVersion (2 bytes): A 2-byte unsigned integer that specifies the version of the Wireless
Policy Sub-BLOB.<1>

Value Meaning
1 Version 1
2 Version 2
3 Version 3

MinorVersion (2 bytes): A 2-byte unsigned integer specifying the minor version of the
Wireless Policy Sub-BLOB for a specific major version. If the MajorVersion is 1, 2, or 3, the
MinorVersion MUST be 0.

WirelessPolicyDatalLength (4 bytes): A 4-byte unsigned integer specifying the total length in
bytes of WirelessPolicyData.

WirelessPolicyData (variable): A BLOB of a length in bytes equal to the value of
WirelessPolicyDatalLength.

2.2.1.1.2 Wireless Policy Data

Wireless policy data contains wireless Group Policy settings as shown here. Among other fields, it
contains an array of wireless profile settings. The format of the wireless profile settings depends on
the value of the MajorVersion field in the wireless policy sub-BLOB, as specified in section
2.2.1.1.1. Currently, the format is defined for three values of the MajorVersionfield: 1, 2, and 3.
These formats are specified in sections 2.2.1.1.4 and 2.2.1.1.5.

—
N
w

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

PollingInterval

DisableZeroConf
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NetworkToAccess

ConnectToNonPreferredNtwks

NumberOfWirelessProfileSettings

WirelessProfileSetting (variable)

PollingInterval (4 bytes): A 4-byte unsigned integer specifying the interval, in minutes, after
which domain clients MAY check for changes in the BLOB-based wireless policy.<2> This value
MUST be greater than 0.

DisableZeroConf (4 bytes): A 4-byte unsigned integer. If this value is zero, the domain clients
use the wireless connection component in the operating system for managing wireless
connectivity; if nonzero, domain clients do not use the wireless connection component in the
operating system for managing wireless connectivity.

NetworkToAccess (4 bytes): A 4-byte unsigned integer specifying the types of wireless
networks with which the domain client is to associate.

Definitions of these network types are as specified in [IEEE802.1X]. This field MUST be one of
the following values.

Value | Meaning

1 Any available network, with access point (infrastructure) networks preferred over
computer-to-computer (ad hoc) networks.

2 Access point (infrastructure) networks only.

3 Computer-to-computer (ad hoc) networks only.

ConnectToNonPreferredNtwks (4 bytes): A 4-byte unsigned integer. A nonzero value
specifies that the wireless connection component in the operating system on the domain client
should permit automatic connections to wireless networks that are not configured as preferred
networks. A 0 value specifies that the implementation's wireless connection component on the
domain client should not permit automatic connections to wireless networks that are not
configured as preferred networks.<3>

NumberOfWirelessProfileSettings (4 bytes): A 4-byte unsigned integer specifying the
number of WirelessProfileSetting fields that follow.

WirelessProfileSetting (variable): A wireless profile setting corresponding to a wireless
network. This field is repeated in the Wireless Policy Data packet a number of times equal to
the value of NumberOfWirelessProfileSettings, and each repetition MUST specify a
different wireless network. The order of the wireless profile settings defines the relative
preference of these wireless networks. Higher preference networks MUST be listed before
lower preference networks.

A wireless profile setting consists of the following fields.

16 /112

[MS-GPWL] — v20110204
Group Policy: Wireless/Wired Protocol Extension

Copyright © 2011 Microsoft Corporation.

Release: Friday, February 4, 2011


http://go.microsoft.com/fwlink/?LinkId=89910

1 2 3
0(1(2|3|4|5(6|7|8|9(0|1|2|3(4|5|6|7(8[9|0|1(2[3|4|5|6(7|8|9|0(1

WirelessProfileSettingsLength

WirelessProfileSettingsData (variable)

WirelessProfileSettingsLength (4 bytes): A 4-byte unsigned integer specifying the
length in bytes of the corresponding WirelessProfileSettingsData BLOB plus 4.

WirelessProfileSettingsData (variable): A BLOB of data specifying settings for a
wireless network to which domain clients may attempt to connect.

2.2.1.1.3 Format of Wireless Profile Settings Data
Profile setting data has two possible formats:
= Wireless profile setting version A
= Wireless profile setting version B

Wireless profile setting version A MUST be used in wireless policy sub-BLOB version 1 and version 2.
Wireless profile setting version B MUST be used in wireless policy sub-BLOB version 3.

2.2.1.1.4 Wireless Profile Settings Version A

This section specifies the profile settings data format for BLOB version 1 and version 2.

SSID

(SSID cont'd for 8 rows)
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SSIDLength

802.11Encryption

ProfileIndex

802.11Authentication

AutomaticKeyProvision

NetworkType

Enable8021x

8021xSupplicantMode

EAPType

EAPDatalLen

EAPData (variable)

MachineAuthentication

MachineAuthenticationType

GuestAuthentication

802.1XMaxStart

802.1XStartPeriod

802.1XAuthPeriod

802.1XHeldPeriod

DescriptionLen

Description (variable)
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SSID (64 bytes): An array of 32 Unicode characters specifying the wireless LAN network name,
also known as the service set identifier (SSID) as specified in [IEEE802.11-2007]. If the
actual SSID length is less than 32 Unicode characters, the remaining bytes MUST be set to O.

SSIDLength (4 bytes): A 4-byte unsigned integer specifying the number of Unicode characters
in the SSID. The value MUST be within the range of 0 and 32.

802.11Encryption (4 bytes): An unsigned integer specifying the type of 802.11 encryption
method to be used by domain clients for connecting to this WLAN.

For wireless policy sub-BLOB version 1, this value MUST be one of the following.

Value Meaning
0 Encryption Disabled
1 WEP

For wireless policy sub-BLOB version 2, this value MUST be one of the following.

Value | Meaning

0 Encryption Disabled

1 WEP

2 Temporal Key Integrity Protocol (TKIP)

3 Advanced Encryption Standard (AES) encryption method is as specified in
[IEEE802.1X] and [IEEE802.11i].

ProfileIndex (4 bytes): A 4-byte unsigned integer specifying the index of this wireless profile
setting in the array of wireless profiles contained in the WirelessProfileSettingsData field of
the Wireless Policy Data packet. The value MUST be within the range of 0 to
(NumberOfWirelessProfileSettings-1).

802.11Authentication (4 bytes): An unsigned integer indicating the type of 802.11
authentication the domain clients use for connecting to the WLAN.

For wireless policy sub-BLOB version 1, this value MUST be one of the following.

Value Meaning
0 Open 802.11 authentication
1 Shared 802.11 authentication

For wireless policy sub-BLOB version 2, this value MUST be one of the following.

Value Meaning
0 Open 802.11 authentication
1 Shared 802.11 authentication
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Value Meaning

3 WPA-Enterprise 802.11 authentication

4 WPA-Personal 802.11 authentication

For more information on WPA-based authentication, see [WPA], [IEEE802.11-2007], and as
specified in [IEEE802.1X].

AutomaticKeyProvision (4 bytes): A 4-byte unsigned integer. If nonzero, the domain client
must be provided with a WEP encryption key through some means other than manual
configuration, such as a key provided on the network adapter or through IEEE 802.1X
authentication. If 0, the domain client must be provided with a WEP encryption key through
manual configuration.

NetworkType (4 bytes): A 4-byte unsigned integer specifying the type of network represented
by this wireless profile setting. It MUST be one of the following values.

Value Meaning
1 Ad hoc WLAN
2 Infrastructure (access point-based) WLAN

Enable8021x (4 bytes): A 4-byte unsigned integer; a nonzero value specifies that the domain
client uses the IEEE 802.1X authentication protocol [IEEE802.1X] to authenticate with the
WLAN. A 0 value specifies that the domain client does not use the IEEE 802.1X authentication
protocol.

8021xSupplicantMode (4 bytes): A 4-byte unsigned integer; specifies the transmission
behavior of the EAPOL-Start message for domain clients when they authenticate to a WLAN
using IEEE 802.1X. This value MUST be one of the following.

Value | Meaning

1 Specifies that EAPOL-Start messages are not sent.

2 Client determines when to send EAPOL-Start messages based on network capability and, if
needed, sends an EAPOL-Start message.

3 Transmit per IEEE 802.1X. Sends an EAPOL-Start message upon association to initiate the
IEEE 802.1X authentication process.

EAPType (4 bytes): A 4-byte unsigned integer; specifies the Extensible Authentication Protocol
(EAP) method to be used by the domain clients while using IEEE 802.1X authentication to
connect to a WLAN. The value for this field MUST be a legal EAP method type, as specified in

RFC3748] section 6.2.

EAPDatalLen (4 bytes): A 4-byte unsigned integer specifying the length of the EAPData field.
EAPData (variable): A BLOB specifying EAP configuration settings to use while performing IEEE

802.1X authentication. The format of the BLOB is implementation-specific; if Microsoft EAP
methods are used by the clients, the formats specified in section 2.2.3.1 MUST be used.
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MachineAuthentication (4 bytes): A 4-byte unsigned integer; a nonzero value specifies that
the domain client uses machine credentials to perform IEEE 802.1X authentication.

MachineAuthenticationType (4 bytes): A 4-byte unsigned integer. This value specifies the
way in which the domain client is to use machine or user credentials while performing IEEE
802.1X authentication. This value MUST be one of the following.

Value | Meaning

0 With user authentication. When users are not logged on to the domain computer, IEEE
802.1X authentication is performed using the computer credentials. After a user logs on to
the computer, authentication is maintained with the computer credentials. If a user failed
to connect to the network previously, IEEE 802.1X authentication is performed using the
user credentials.

1 With user re-authentication. When users are not logged on to the domain computer, IEEE
802.1X authentication is performed using the computer credentials. After a user logs on to
the computer, authentication is performed using the user credentials. When a user logs off
the computer, authentication is performed with the computer credentials.

2 Computer-only authentication. Authentication is performed using the computer
credentials. User authentication is not performed.

GuestAuthentication (4 bytes): A 4-byte unsigned integer; a nonzero value specifies that the
domain client performs IEEE 802.1X authentication with guest credentials when either user or
computer credentials are not available.

802.1XMaxStart (4 bytes): A 4-byte unsigned integer; the value MUST be defined in
accordance with the MaxStart parameter, as specified in [IEEE802.1X].

802.1XStartPeriod (4 bytes): A 4-byte unsigned integer, defined in accordance with the
StartPeriod parameter, as specified in [IEEE802.1X].

802.1XAuthPeriod (4 bytes): A 4-byte unsigned integer; the value MUST be defined in
accordance with the AuthPeriod parameter, as specified in [IEEE802.1X].

802.1XHeldPeriod (4 bytes): A 4-byte unsigned integer; the value MUST be defined in
accordance with the HeldPeriod parameter, as specified in [IEEE802.1X].

DescriptionLen (4 bytes): A 4-byte unsigned integer specifying the length of a Unicode text
string describing the wireless network associated with the wireless profile Setting.

Description (variable): A Unicode string specifying a human-readable description for the
wireless network associated with the wireless profile setting.

2.2.1.1.5 Wireless Profile Settings Version B

This section specifies the profile Settings Data format for BLOB version 3.

SSID
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(SSID cont'd for 8 rows)

SSIDLength

802.11 Encryption

ProfileIndex

802.11 Authentication

AutomaticKeyProvision

NetworkType

Enable8021x

8021xSupplicantMode

EAPType

EAPDatalLen

EAPData (variable)

MachineAuthentication

MachineAuthenticationType

GuestAuthentication

802.1XMaxStart
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802.1XStartPeriod

802.1XAuthPeriod

802.1XHeldPeriod

DescriptionL