"core"

"LANMAN1.0"

handle).

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

_ _

BYTE.

smb_ smb_ smb_ smb_ smb_ smb_ _ smb_ _ smb_

_ " "

"Send.No.Ack"

"opportunisticly" "grants"

"oplock" " X" and " " _ " " protocol).

"oplock" " " and " " _ " " protocol).

smb_

_ " " _

" "

" "

_ _ TREE_ _SRV_

_ _ processes). " "

cess.

" " " " " " processes.

" " (no "fork"

_ _

_ _ smb_ _ smb_ _ smb_

"." and ".." "." ".."

".." " "

in "core" _ _

"reserved fields".

_ _ zero).

"core"

" "

READ WRITE SEEK

negotiated.

SESS_ _CONNandX) TREE_

FIND_ FIND_ READ_BLOCK_ READ_BLOCK_ WRITE_BLOCK_ WRITE_BLOCK_ GET_E_FILE_ SET_E_FILE_

COPY_ MOVE_

"and_X"

smb_

TREE_

"X"

_ separately.

_ _ _ _ _

_ " " _ _

document.

A " "

"netname" "tree" ("full" access

A " "

smb_ "tree"

" " or " "

_tid

" "

_

_ TREE_ _SRV_

_ " mode"

_ "fork" protocol _

_ " ".

lems.

freed.

"fork"

_ _

" ".

" " " "

others.

" "

mechanism.

Examples:

\dir1\src "bonzo" "bonzo" "dir1\src" " " RO \work "flipper" RW \

Examples:

\\Server1\src "bonzo" name "src" "bonzo" \dir1\src " ".

\\Server1\c

\\Server1\work "flipper"

" \bin\foo.bat" " " \work\foo.tmp).

_

" "

user.

" " protocol.

" "

_ " "

" " " "

_

" " " "

"consu- "

"logon" "trusted" offered.

" "

" "

" " missions.

directory.

implementation:

"hidden" file

"busy"

TID PID FID

"additional" aborted.

"timeout" time. " "

" "

"switch"

_ _ _ zero).

"core"

_ _ _

_ _ _ _

_ _srv_ _srv_ _srv_ _ _ _ _

_ " "

LANMAN1.0

" " or " "

_ protocol). _ "request-response" _ _

_ _

bits:

where:

bits:

where:

< >

ERRerror < >

< >

_ _ _ _

_ _ _new_

_ _ _ _ Service: _ _new_ _ _new_

_ _ _ _

_ _err.

_

_

smb_ bits:

where:

ERRbadfile ERRbadpath ERRfileexists ERRnoaccess ERRnofiles ERRbadshare < >

ERRerror ERRinvnid ERRnosupport ERRaccess < >

< >

_ _ _ _

_ _ _ _

Service:

_reverb. _

_

consumer server consumer server consumer server

consumer server

< >

ERRerror ERRnosupport < >

< >

_ _ _ _ _ _ _ _ " " _ " " _

_ _ _ _ _ _

_ _buf_ _ _buf_ _buf_ _buf_ _buf_ _buf_

_ _

_ _ _ _

Service:

"Find ", " " and " " "Search"

"Search"

"resume_key" _ "Find" through "Find close" " "

"first" _

" "

_ " " _ _ _

" " in "?" "*" or "null"

".". "?" "??x" "abx" "abcx" or "ax" "?" "x??"

"xab", "xa" and "x" "xabc" "?"

"?"s

"*" or "null" "*.abc" or ".abc" of "abc". "*.*", "*" or "null"

_ _

bits:

where:

bits:

where:

ERRnofiles ERRbadpath ERRnoaccess ERRbadaccess ERRbadshare < >

ERRerror ERRaccess ERRinvnid < >

< >

" " form) _ _ _ _ _ _ _ _ _ " " _

_ _ _ _ _

_ _

_

_ _ _

Service: _

resume_ "read" "closes"

"Find", "Find Unique" and " " "Search"

_ " " or " "

ERRbadfid < >

ERRerror ERRinvnid < >

< >

" " form) _ _ _ _ _ _ _ _ " "

_ _ _ _ _ _

_ _buf_ _ _buf_ _buf_ _buf_ _buf_ _buf_

_ _

_

_ _ _

Service:

"Find ", " " and " " "Search"

"Search"

closed.

"resume_key"

_

"wild cards" "?" "*" or "null"

".". "?" "??x" "abx" "abcx" or "ax" "?" "x??"

"xab", "xa" and "x" "xabc" "?"

"?"s

"*" or "null" "*.abc" or ".abc" of "abc". "*.*", "*" or "null"

_ _

search.

bits:

where:

bits:

where:

ERRnofiles ERRbadpath ERRnoaccess ERRbadaccess ERRbadshare < >

ERRerror ERRaccess ERRinvnid < >

< >

_ _ _

_ _ _ _ _ _ _ _ _ _ _ _

_

_

"hidden" file

_ _

bits:

where:

bits:

where:

ERRbadfile ERRbadfid < >

ERRerror ERRinvnid < >

< >

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

_ _

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ Service:

_fid.

_ _ _

_ _ bytes. _ _

_ _ _ _ _ _ "packets"

_ _

"packet" _ _tdrcnt).

_tprcnt _ _ _

_ _

_ _droff) _ _ _ _ "packets"

" ".

_ _ _ _ _ _tdscnt).

_ _tdrcnt _ _ _ smb_tdrcnt).

consumer server consumer server consumer server consumer server consumer server

consumer server consumer server

consumer server

consumer server

consumer server

consumer server

consumer server

consumer server

consumer server

ERRbadfile ERRbadfid ERRbaddata < >

ERRerror ERRinvnid < >

< >

_ _ _ _ _ _

_ _ _ _ _ _ _ _ Service: " " "safe"

> > > > _

ERRnoaccess ERRbadfid ERRlock ERRbadaccess

ERRerror ERRinvdevice ERRinvnid < >

< >

_ _ _ _ @smb_ _ _

_ _ _ _ _ _ _ _

_ _ "owning" _ _

_ _ "owning" _ _

_ _ _ _ @smb_ _

_ _ _ _ _ _ _

_ none).

_ " " smb_ " " _

_

_ smb_ _ READ

A " " " " "oppor- " " " "oplock"

"oplock"

"oplocked" "opbatch" _

"opbatch" " " _ "oplock" _

"oplock" "oplock" "oplocked"

"oplock"

"oplock"

"FFSMB" _ "oplock" "oplock"

"oplock" "oplock"

"Oplock"

ERRbadfile ERRbadfid ERRlock < >

ERRerror ERRinvdevice ERRinvnid < >

< >

_ _ _ _

_ _ _new_

_ _ _ _ Service: _ _new_ _ _ _new_

_ _ _ _

_ _err.

_

smb_ bits:

where:

ERRbadfile ERRbadpath ERRfileexists ERRnoaccess ERRnofiles ERRbadshare < >

ERRerror ERRinvnid ERRnosupport ERRaccess < >

< >

_ _ _ _ @smb_ _

_ _ _ _ _ _ "create" or "truncate" */ _ _ _ _

_ _ _ _ @smb_ _ _ _ _ _ _ _ _ _ _ _ _

_

READ IOCTL The "mode"

smb_ bits:

where:

The " "

smb_ bits:

where:

smb_ _

The " "

smb_ bits:

where:

_ _ _

"hidden" file

_

_

_state)

where: > > > > > > > >

A " " " " "oppor- " " " "oplock"

"oplock"

"oplocked" "opbatch" _

"opbatch" " " _ "oplock" _

"oplock"

"oplock" "oplocked"

"oplock"

"oplock"

"FFSMB" _ "oplock" "oplock"

"oplock" "oplock"

"Oplock"

ERRbadfile ERRnofids ERRnoaccess ERRshare ERRbadaccess < >

ERRerror ERRaccess ERRinvnid < >

< >

_ _ _ _ @smb_ _ _ _ _ _ _ _

_ _ _ _ @smb_ _ _ _ _ _ _ _ _ _ _ _ Service:

_ CLOSE _

_ _ _

_ _ _

_

_

ERRnoaccess ERRbadfid ERRlock ERRbadaccess

ERRerror ERRinvnid ERRtimeout < >

< >

_ _ _ _ _ _ _ _

_ _ _ _ _ _ _ _ _ _ _

Service:

_ _

smb_ "packet" _tcount).

_tcount)

_ _ "packets"

_

_ " "

_

" sent"

consumer server consumer server consumer server

consumer server

_

"core"

ERRnoaccess ERRbadfid ERRlock ERRbadaccess < >

ERRerror ERRinvnid ERRnoresource ERRusestd ERRtimeout < >

< >

_ _ _ _ _ _ _ _

Service:

" ").

" "

" "

" sent"

" " protocol.

is: consumer server consumer server

consumer server consumer server consumer server consumer server

consumer server consumer server consumer standard" server consumer server

consumer server consumer server

"core"

_ _ _ _ @smb_ _ _ _vc_ _ _vc_ _ _ _ _ _ _ _

_ _ _ _ @smb_ _ _

" " " " " mode" _ _ _

smb_ _ _ _ _

_ _

_ _ _ "ERRtoomanyuids"

" " server.

_ _ _ "request-response" _ _

_ _

_

_ _ _vc_

_vc_ _

_

_ X:

FIND

TRANSACTION

< >

ERRerror ERRbadpw ERRinvnetname ERRtoomanyuids < >

< >

_ _ _ _ _ _ _ _ _ _

_ _

unchanged.

bits:

where:

bits:

where:

ERRbadfile ERRbadfid ERRnoaccess < >

ERRerror ERRinvnid ERRaccess < >

< >

_ _ _ _ _ _ _ _ _ _tid _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

_ _

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

_ _ _ _ _ _ _ _ _ _ _ _ _ _ # _ _ _ _ _ _ _ _ Service:

_

" "

_ _ _

_ _ bytes. _ _

_ _ _ _ _ _ "packets"

_ _ "packet" _ _tdrcnt).

_tprcnt _ _ _

_ _

_ _droff) _ _ _ _ "packets"

" "

_ _ _ _ _ _tdscnt).

_ _tdrcnt _ _ _ smb_tdrcnt).

" "

smb_ _ _ _ consumer server consumer server consumer server consumer server

consumer server

consumer server consumer server

consumer server

is: consumer server

consumer server

consumer server

consumer server

ERRnoaccess ERRbadaccess

ERRerror ERRinvnid ERRaccess ERRmoredata < >

< >

"\MAILSLOT\<name>" <name>

" " reliable " "

When " " _

_ _ _ _ _ _ _ _ _tid _ _ _ _ _ _ _ _ _ _ _ _ _ "\MAILSLOT\<name>0" */ _ _ _

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _

"\MAILSLOT\LANMAN" Manager.

"LANGROUP".

"security" _ _

_ _ _ _ _ _ _ _ _

_ _ _ _ _ _ _ _ _ _ _ _ _ _ "\MAILSLOT\LANMAN" _ _ _ _

_

_ _ _

_ _

" > > > close"

"standard"

"\PIPE\<name>" <name>

"\PIPE\LANMAN"

_ _ _ _ _ _ _ _ _tid _ _ _ _ _ _ _ _ _

"raw" "raw" _ _ _ "\PIPE\<name>0" */ _ _ _ _ _ _

_ (smb_databytes). _ _drcnt. _ _ _

_ _ attempt. _

_

_ _

_ "peek’ed" _ _ _prcnt _ "peek". _ _ "peek’ed" _ _ smb_ _

_ _ _ _ _ _

where: > > > > > > > >

_ _ _ smb_ _ _ pipe.

where: > > > >

_ _ _ _ _

\\ \\NodeName

(TBD)

_ dle.

_

_ " " should _ _ _ _ " ". _ _ " " _ _ _ smb_

_ " " _ _ " " smb_ _ _ " "

_ _ _ _ @smb_ _ _ _ _ _ _ _ _ _

_ _ _ _ @smb_ _ _

smb_ _ _ _

" " _

_

_

FIND

TRANSACTION

< >

ERRerror ERRbadpw ERRinvnetname < >

< >

_ _ _ _ _ _ _ _ _ _ _ _

_ _ _ Service:

_ _ "core" _ "core" "core" "core" "extended WriteandUnlock" and "LockandRead"

_ "extended" _ the "extended" "extended" "extended"

"spin"

ERRnoaccess ERRbadfid ERRlock ERRbadfiletype ERRbadaccess

ERRerror ERRinvnid < >

< >

_ _ _ _ _ _ _ _ _ _

_ _ _ Service:

"safe"

> > > > _

ERRnoaccess ERRbadfid ERRlock ERRbadaccess

ERRerror ERRinvdevice ERRinvnid < >

< >

_ _ _ _ @smb_ _ _ _ _ _

_ _ _ _ _ _ _ _

_ _ _ _ @smb_ _ _ _ _ Service:

_ "Write" file.

_

READ

LOCKREAD CLOSE _

_

_

_ "forever"

" ").

"spin" "X" _

ERRnoaccess ERRbadfid ERRlock ERRbadfiletype ERRbadaccess

ERRerror ERRinvnid ERRtimeout < >

< >

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

_ _ _ _

_ _ _ _ _ _ _ _ _ _ _

_ _ _ _

Service:

" ").

smb_

"write behind"

of " " _

_ _ _ _ "packets"

_ " "

_ _

consumer server consumer server consumer server consumer server

consumer server consumer server

" "

_

"core"

ERRbadfid ERRnoaccess ERRlock ERRbadfiletype ERRbadaccess < >

ERRerror ERRinvnid ERRnoresource ERRusestd ERRtimeout < >

< >

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

_ _ _ _

_ _ _ _

Service:

" ").

smb_

"write behind"

" " protocol. _ " "

_ _

consumer server consumer server consumer server consumer server

_

"send " or " " response.

"core"

denied.

_

ERRbadfid ERRnoaccess ERRlock ERRbadfiletype ERRbadaccess < >

ERRerror ERRinvnid ERRnoresource ERRtimeout ERRusempx ERRusestd < >

< >

"core" # # # # # # # # # # # # # # # # # # # # # # # # # # # # # # # # # # # #

# # # # # # # # # # # # # # # # # # # # # # # # # # # # #

"SMB" format.

"core"

[EMFILE]

teria.

[EDEADLOCK]