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1 The Tweak

The permutation Psgy in the original TinyJAMBU is used to process the nonce
and associated data. In the new TinyJAMBU (version 2), the permutation Pssg
is used to replace Ps3g4 with more rounds. There is no change to the processing
of plaintext blocks.

The tweak to TinyJAMBU is identical to the “Planned Tweak Propos-
als” specified in the “TinyJAMBU Update”, which was submitted to NIST
on September 18, 2020.

2 Reason for the Tweak

The reason for the tweak is to provide larger security margin for the protection
of nonce and associated data against differential forgery attack.

In [I], Saha et al. analyzed the security margin of the nonce and associated
data of TinyJAMBU against the differential forgery attack. In the original Tiny-
JAMBU design, our analysis shows that the differential forgery attack against
nonce and associated data succeeds with probability at most 2773, In [1], it is
shown that some NAND gates in the differential trail are not independent, so
the forgery attack against nonce and associated data succeeds with probability
277064 The MILP code being used in the analysis is available online [2].

In TinyJAMBU v2, we increased the round number of the permutation being
used to process nonce and associated data. It is shown in [I] that around
338 rounds are needed to resist the differential forgery attack on nonce and
associated data. The permutation Pgyg in TinyJAMBU v2 has 302 more rounds
than 338 rounds, so the security margin is large.

In our security analysis, we take into account the related NAND gates, as
analysed in [I]. The differential analysis of TinyJAMBU v2 is much simpler than
that of the original TinyJAMBU, because Pgy itself is a strong permutation for
protecting 32-bit data blocks against differential forgery attack.
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