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Abstract. Spix is an authenticated encryption algorithm that supports both messages and associated
data (AD) and a round 2 candidate of the NIST lightweight cryptography standardization competition
[3]. On the top level, Spix adopts the monkey duplex construction which operates on two instances of
the 256-bit sLISCP-light permutation. In this report, we provide updates on Spix since its selection as
a round 2 candidate. In particular, we report third party cryptanalysis on its underlying permutation
sLISCP-light and new implementation results. We also highlight the target applications and our plans
for future tweaks.

1 Security Analysis

Spix uses a 128-bit key and utilizes sLISCP-light with state size 256 bits. An in-depth security analysis of
Spix has already been provided in [1, 2]. Spix offers 128-bit security against attacks targeting confidentiality
and integrity while the prescribed data limit is of 20 bits in a nonce-respecting setting [1, Table 2.1].

At the time of the writing of this report, we are not aware of any third party attacks on Spix. However,
there have been some presented distinguishers on reduced round variants of its underlying sLISCP-light
permutation and results on its leakage resistance which we briefly discuss below.

1.1 Distinguishers on round-reduced sLiSCP-light-256 permutation

Hosoyamada et al. have analyzed sLISCP-light against limited-birthday distinguishers (LBD) which can cover
up to 16 out of 18 rounds of the permutation [7]. The LBDs complexities are 2146 (time) and 24%-3 (memory)
for sL1ISCP-light-256. Although this work improves the existing distinguishers on sL1ISCP-light-256 [2] by 2
rounds, they do not pose a direct threat to Spix. This is because the available degrees of freedom are 64 bits,
i.e., rate width, per permutation call, while the proposed LBD requires much higher time complexity.

Kravela et al. have presented a differential path for 6 out of 18 rounds for sLISCP-light-256 with proba-
bility 27106-14 [8]. We emphasize that a similar analysis of differential trails has been investigated in detail
by us in [2, 10]. More precisely, using MILP, we have presented differential trails with six active sboxes
and bounded (not tight) its maximum expected differential characteristic probability by (271%-9)6 = 27954,
We have also mentioned that we expect that a tighter bound for sLISCP-light-256 exists because given the
iterated nature of the employed sbox, long trails are preserved. Accordingly, the long trail strategy offers a
better security argument than simply counting the minimum number of active sboxes [5]. To this end, the
presented distinguisher in [8] strengthens our security claims.

The same authors further mentioned that “the bits rc5™™ and rc} are equal ... ”. We would like to point
out this is a property of a primitive polynomial of LFSR and as such it does not add anything new to
the security. The constants were chosen so that: 1) they can be generated by a single LFSR, and 2) the
pair of round constants and step constants at each round and step are distinct. See [1, Section
3.1.4] for further analysis.

1.2 Leakage resistance of Spix

Bellizia et al. have analyzed the leakage-resistance of NIST LWC round 2 candidates [4]. Spix has been
identified as CIML2 and CCAmL1 secure where CIML2 refers to “ciphertext integrity with misuse-resistance
(i.e., no constraint on nonces) and leakage in encryption and decryption”, while CCAmL1 denotes “chosen
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ciphertext security with nonce misuse-resilience (i.e., fresh challenge nonce) and leakage in encryption only”.
Further details are found in [4].

In summary, the third party cryptanalysis results on sLISCP-light-256 do not affect the security claims
of Spix.

2 Implementation Results

2.1 Software

The codes for the bitslice implementation of Spix and the C implementation of sLISCP-light-
256 using SSE2 and AVX2 instruction sets are available publicly on https://uwaterloo.ca/
communications-security-lab/lwc/spix.

Implementation and benchmarking by Weatherley [11]. Spix is included in Rhy’s Weatherley soft-
ware benchmarking framework where the performance of round 2 candidates is evaluated on 8-bit and 32-bit
microcontrollers. Further, a masked implementation of Spix for up to 6 shares has been incorporated in the
same framework. For the details on the performance, the reader is referred to [11].

2.2 Hardware

We have provided the implementation of Spix in two technologies: ST Micro 65 nm and IBM 130 nm. The
codes are available at https://uwaterloo.ca/communications-security-lab/lwc/spix. Note that our
codes currently do not follow the LWC API framework of [9] and the API compliant hardware codes will be
available shortly.

3 Features

Applications and use cases. Given that Spix is a hardware-oriented lightweight authenticated cipher
that is primarily designed to achieve low area, power and energy, it fits the requirements of RFID and sensor
network applications. Moreover, we have investigated Spix when used to implement the key derivation function
(KDF) and generate the message integrity check (MIC) in IEEE 802.11X [6] and CoAP [13] handshake
mutual authentication and key establishment protocols for IoT applications [12]. Given that the majority of
IoT devices are quipped with microcontrollers, we provide performance evaluation of Spix for KDF and MIC
functionalities and handshaking and data protection protocols on microcontrollers. Our experimental results
show that Spix take about 3,176, 2,912, and 2,831 ms to complete the IEEE802.11X authentication protocol
using ATmegal28, MSP430F2370, and Cortex-M3, respectively. For the data protection protocol, Spix achieves
a throughput of 9, 22 and 109 Kbits/s on ATmegal28, MSP430F2370, and Cortex-M3, respectively to encrypt
and authenticate a plaintext of 1024 bits and an associated data of 128 bits. More details can be found in
[12].

Comparison with AES-GCM. A fair comparison of Spix with AES-GCM is hard unless both ciphers are
implemented in the same technology. However, in ASICs, we believe that Spix outperforms AES-GCM in area.
This is because AES-GCM requires a 128-bit finite field multiplier which is generally expensive in ASICs.

4 Proposed Tweaks

We do not plan to propose any tweaks in the design of Spix.
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