Public Comments on SP 800-185

Public Comments on SP 800-185, SHA-3 Derived Functions: cSHAKE, KMAC, TupleHash, and
ParallelHash

Comment period: July 27, 2023 — October 27, 2023
On July 27, NIST’s Crypto Publication Review Board initiated a review of NIST Special Publication

800-185, SHA-3 Derived Functions: cSHAKE, KMAC, TupleHash, and ParallelHash, 2015. The
public comments that NIST received are collected below.

More information about this review is available from NIST’s Crypto Publication Review Project
site.

LIST OF COMMENTS

1. Comments from John Preu® Mattsson (Ericsson), October 24, 2023 .........c..oeiecciiieeeiieeeeieeeeeee e eeeee e seveee e 2
2. Comments from The Keccak Team, October 25, 2023 ........uuuuuuuuiuruiiriiniiiireiereierererererererereer..........——————————————. 8
3. Comments from Arne Padmos, OCtODEr 27, 2023 .......uuuuuuuurreiereiiiiiurirsrsrsrererererersrereeeee......—.......—.—.—.—.—.—.——————. 9


https://csrc.nist.gov/news/2023/nist-requests-comments-on-fips-202-and-sp-800-185
https://csrc.nist.gov/pubs/sp/800/185/final
https://csrc.nist.gov/Projects/crypto-publication-review-project
https://csrc.nist.gov/Projects/crypto-publication-review-project

Public Comments on SP 800-185

1. Comments from John PreuR Mattsson (Ericsson), October 24, 2023

Dear NIST,

Thanks for your continuous efforts to produce well-written open-access security documents. Please find
attached our comments on FIPS 202 and SP 800-185.

Best Regards,
John PreulRR Mattsson,
Expert Cryptographic Algorithms and Security Protocols



ERICSSON Date: October 24, 2023

Ericsson AB

Group Function Technology
SE-164 80 Stockholm
SWEDEN

Comments on FIPS 202 "SHA-3 Standard" and SP 800-185 "SHA-3
Derived Functions"

Dear NIST,

Thanks for your continuous efforts to produce well-written open-access security documents. We
think Keccak is a very useful primitive to build cryptographic algorithms. It is already used in e.g.,
TUAK [1], Ed448 [2], as well as ML-KEM, ML-DSA, and SLH-DSA [3] and it will likely be used in
many future algorithms.

Please find below our comments on FIPS 202 and SP 800-185:

—  "A random function whose output length is d bits cannot provide more than d/2 bits of security
against collision attacks and d bits of security against preimage and second preimage attacks”

We think the document should also discuss that similar considerations apply to the variable-
length input message M. A random function whose input length is len(M) bits cannot provide
more than len(M) security against preimage attacks. The preimage security is bounded by the
Shannon entropy of the message M. If the message length is known or likely to be short, the
preimage security is less than suggested in Table 4.

— We think Table 4 should be augmented with the strength against length-extension attacks. It is
often claimed that security agencies from different countries participate in standardization and
development of security products with the explicit goal of sabotaging security to enhance their
surveillance capabilities. It is unfortunately very common that people design their own insecure
"keyed hash functions” with SHA-2 by just hashing the key and the message as H(K || M). New
examples pop up almost every year in the IETF and it likely happens very often in software
projects. While we trust SHA-2 and think that it is a recommended set of hash functions, we
think itis in NIST's interest to be as open as possible about the limitations of SHA-2. This would
increase the trust in NIST as a global SDO for cryptography. As stated by NIST in [4], length-
extension is considered a serious attack on a hash function.
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We think the specifications should describe that SHA-3 is designed to provide indifferentiability
from a random oracle [5]. This is a property that modern hash functions should provide and
from which pre-image, collision, and length-extension resistance follow automatically. It is also
a property that many people incorrectly believe all hash functions have and a property that is
required for many important uses of hash functions. The security properties listed in FIPS 202
are not enough for uses cases such as PRNGs, PRFs, asymmetric encryption padding, key
derivation functions, and signature schemes that require a function producing a “random-
looking” output [6]. One example is the use of SHAKE256 as a PRF in ML-KEM [7]. To use the
words of John Kelsey [8], we think NIST specifications should align a bit more with the crypto
community’s proof-oriented worldview instead of the traditional attack-oriented worldview.

Hardware and software APIs that only support SHA3-224, SHA3-256, SHA3-384, SHA3-512,
SHAKE128, and SHAKE256 are very limiting for innovation and might significantly decrease
performance (or security) of future standards. One example is ML-KEM, where the use KECCAK-
p[1600, 12] would significantly increase performance. We suggest that NIST strongly
recommends implementations to support KECCAK-p[b, n,.]. Implementations of KECCAK-p[b,
n,.] should be possible to test for conformance under the auspices of the Cryptographic
Algorithm Validation Program (CAVP) [9], the same applies to the AES round function.

We think NIST should add TurboSHAKE128, TurboSHAKE256, and KangarooTwelve [10—11]
to FIPS 202 and SP 800-185. TurboSHAKE and KangarooTwelve are modes of operation of the
KECCAK-p[1600, 12] permutation. We agree with [11] that 12 rounds give significantly
increased performance without compromising security. We think TurboSHAKE is a very useful
building block for MACs, encryption schemes, KEMs, and signature algorithms. A suggested
outcome of the NIST workshop on encryption schemes [12] was that NIST should standardize
TurboSHAKE and Rijndael with 256-bit blocks as building blocks for future encryption schemes.

It would be good if the differences between an extendable-output function (XOF) and a
variable-length hash function are explained clearly. If we understand NIST's terminology
correctly, the output length of a XOF does not affect the bits that it produces, while the output
length of a variable-length hash function do affect the bits that it produces.

We think FIPS 202 should mention that the fixed-length SHA-3 functions offer meaninglessly
high pre-image security significantly hurting their performance. The suggestion from NIST that
"preimages need only be as hard to find as collisions” is as correct today as it was then [13]. We
think the decision [14] to stick to the original requirements [4] was a mistake. The adoption of
SHA-3 was hurt by the perception that it is slow, not the lack of trust [15]. As we can see, the
fast SHAKE functions are much more used than the slow fixed-length SHA-3 functions. We
think FIPS 202 should recommend modes of (Turbo)SHAKE and write that related outputs in
XOFs can be avoided by including the length in the context. We agree with Langley that
KangarooTwelve (K12) is the future. KangarooTwelve is extremely fast [16—18] with .51
cycles/byte on x86 and 0.75 cycles/byte on ARM. The slow fixed-length SHA-3 functions are
mainly for legacy use and could be moved to an appendix.
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— Mentioning of SHA-1, 160-bit digest lengths, Triple DES, and 112-bit keys should be removed
from FIPS 202 as they are or will be deprecated. We think SHA3-224 should be deprecated
together with Triple DES [19], which is the intended use case for SHA3-224.

— It would be good if FIPS 202 refers to SP 800-185 in the introduction and in Appendix A. An
overview of all the functions with their high-level properties (fixed length, variable length, XOF,
hash-function, PRF/MAC, etc.) would be nice.

Best Regards,
John PreuR Mattsson,
Expert Cryptographic Algorithms and Security Protocols
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2. Comments from The Keccak Team, October 25, 2023

Dear NIST,
Thanks for giving the opportunity to submit comments on these documents!

We think that FIPS 202 (or SP 800-185) should define and approve the use
of TurboSHAKE128 and TurboSHAKE256. On top of these, a parallelizable
mode like KangarooTwelve would be a welcome addition to SP 800-185.

With their nominal 24 rounds, the XOFs standardized in FIPS 202 and SP
800-185, such as (c)SHAKE128 and (c)SHAKE256, nicely come with a very
thick safety margin; e.g., the best collision attack reaches only 6

rounds. At the same time, however, an excessive safety margin hinders
their full potential.

There has been sustained cryptanalysis on Keccak over the years and an
amazing number of publications on this subject by the crypto community
(more than on SHA-256/SHA-512). With the explicit goal of building upon
this invaluable asset, we proposed in [1] the TurboSHAKE extendable
output functions (XOFs) based on Keccak-p[1600] with 12 rounds. There is
ample evidence that these provide a comfortable security margin, please
refer to [1] for more details. Therefore, TurboSHAKE128 and
TurboSHAKE256 can be seen as fast companions to their SHAKE
counterparts, and we believe they provide a better combination of
performance and safety margin, with the added benefit of a lower energy
consumption per bit.

Another comment is about parallelizable modes. SP 800-185 provides
parallelizable XOFs called ParallelHash128 and ParallelHash256. An
alternative based on TurboSHAKE would yield extremely efficient XOFs on
platforms that support vector instructions. An example of this is the
KangarooTwelve (K12) proposal [2]. Next to the reduced number of rounds,
K12 has another advantage over ParallelHash128: it does not incur a cost
for short messages, thanks to the "kangaroo hopping" technique.

Kind regards,
Guido, Joan, Seth, Michaél, Gilles, Ronny and Benoit, authors of TurboSHAKE

[1] G. Bertoni, J. Daemen, S. Hoffert, M. Peeters, G. Van Assche, R. Van
Keer and B. Viguier, TurboSHAKE, https://eprint.iacr.org/2023/342

[2] G. Bertoni, J. Daemen, M. Peeters, G. Van Assche, R. Van Keer and B.
Viguier, KangarooTwelve: fast hashing based on Keccak-p, https://eprint.iacr.org/2016/770
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3. Comments from Arne Padmos, October 27, 2023

Dear NIST team,

Please find my comments on the FIPS 202 and SP 800-185 standards and
related considerations below. My main point is that NIST should consider
standardising a SHAKE-based AEAD mode of operation that supports
sessions, is fully committing, and retains integrity protection on nonce
misuse. The process to select such a standard should be structured to
ensure sufficient assurance, and should consider expected problems in
real-world usage in addition to traditional cryptanalysis.

Regards,
Arne

Feedback on FIPS 202 and SP 800-185

On the general question regarding the usefulness of different algorithms
in the FIPS 202 and SP 800-185 standards, | deem the SHAKE variants to
be more useful than the SHA-3 variants. As to the utility of TurboSHAKE,
| don't see how the benefit of a 2x increase in speed outweighs issues
around compatibility with existing implementations and the increased
complexity of offering yet another toggle. A more critical aspect that

is missing from the SHAKE family is an AEAD mode of operation, or more
specifically: one mode that is strongly committing as well as offering
support for sessions while retaining integrity protection even when
nonces are misused, and one SIV-based mode that retains confidentiality
protection even when nonces are misused (excluding the case of equal
plaintext inputs leading to equal ciphertext outputs). Of these, | deem
the former to be most critical. (Note that in exploring such a mode,
applicability to Ascon-p could also be considered.)

We were promised a SHAKE-based AEAD mode back in 2014, but this hasn't
happened yet. On the bright side, important lessons from the previous
decade can now be considered. Specifically, the ways that AES-GCM
continues to fail in practice, the sorry state of protocol design, and

the insights from the recent Permutation-Based Cryptography workshop
[PBC23] and the NIST Workshop on Block Cipher Modes of Operation
[BCM23]. Some developments to highlight include the WASI-Crypto API
[Den23], flexible AE [MLH+23], and ODWrap [DMAZ23]. Also consider the
point made in the feedback on the GCM standard that 'a recent trend to
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put less responsibility on implementers of cryptographic protocols and
designs seems to be gaining momentum' [NIS21] and note early work in the
area of usability studies applied to cryptographic primitives [Pad23al:

as a community, let's stop blaming the developer and let's stop giving
them chainsaws when they need scissors. It is time for a SHAKE-based
AEAD mode of operation with characteristics identified as useful in the
recent modes workshop, e.g. support for sessions. Remember that such a
permutation-based approach -- over fixing the rough edges / knife edges
of e.g. GCM, which is also necessary -- would align with the trends
described in the Challenges in Authenticated Encryption report from back
in 2017 [ABB+17].

I'd like to emphasise that I'm not advocating for a specific algorithm.
Experience with development processes has highlighted the importance of
the process used for driving assurance. There are also many related
questions that are not of a technical but more of a strategic policy

nature. These should be formalised in a revision of NISTIR 7977 and a
process taking the lessons from how standards have failed in practice
should inform the development of standards going forward (see below).

Although competition dynamics are an open area of research with little
work done to date -- see [Ber23] for an opinionated survey of the field
and [Pad23b] for the outcomes of a related hackathon at this year's
Workshop on the Economics of Information Security -- the contrast
between the fates of DCM [DGWO01] and OCB2 [IIMP19] highlights the
importance of having development processes that offer sufficient
assurance on both the design approach and sufficient adversariality in
the review process (note, not in how communication happens on the forum
but in whether competitors are sufficiently motivated to break other
candidates). Of course, even during a competition, key
implementation-related issues might not have been considered and only
published years later [Ber05], or issues in leading implementations

might only be found after a decade [MC23]. Also, the assurance provided
by competitions in newer research areas is inherently lower, as
highlighted by the attacks on F-FCSR-H [HJ08], Rainbow [Beu22], and SIKE
[CD22]. Building innovative modes on top of permutations is also not
without risks (e.g. see the attack on Kravatte [CFG+18]). Note that

these comments apply equally to protocol design (e.g. see EES [Bla94],
WEP [BHLO6], SSL/TLS [MS13], TETRA [MBW23], etc.).

Even outside of competitions, there are valuable lessons to be taken
from implementation problems (e.g. see the failure of early NESTOR
prototypes [Boa73] and Samsung's TEE implementation [SRW22]). This

10
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highlights potential gaps in NISTIR 7977 and CMVP, namely formalised
post-market surveillance and reporting obligations on module
manufacturers. Such insights can feed back into the standardisation
process (such as how and when competitions are run). In additional, note
that neither the informal reflection [Smi21] nor the formal evaluation
[Mou21] of the AES standard asks the question of whether -- let alone
how -- the cache-timing problem could have been caught during the
standardisation process, and these retrospectives also don't critically
reflect on the modes of operation efforts in the decades that followed
the AES process. The Crypto Publication Review Project is great, but
from what | can see there isn't (yet) an explicit link back to the

formal standardisation process as described in NISTIR 7977.

I'd like to close with a specific example: For TETRA, SHAKE is (or was?)
being considered for their new protocol suite. This effort got a helpful
impetus after the TAA1, TEA1, TEA2, and TEA3 algorithms were reverse
engineered and protocol-level problems were found [MBW23]. There are
likely many other systems that are (re)inventing an AEAD scheme on top
of SHAKE. | think it would be wise to prevent the situation we have with
CBC+HMAC through standardising one or more AEAD modes of operation
supporting sessions on top of SHAKE (and possibly also on top of
Ascon-p).
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