INFORMATIONSECURITYAND PRIVACYADVISORYBOARD

Established by the Computer Security Act of 1987
[Amended by the Federal Information Security Modernization Act of 2014]

MEETING AGENDA
November 6-7 , 2024
Virtual Zoom

*Please note: Speakers/times are subject to change without notice.

Wednesday, November 6, 2024

10:00 AM. - 10:15AM. Welcome and Opening Remarks
Board Introductions and Member Updates on Recent Activity
Review of Schedule and Discussion of Potential Issue Areas

Steve Lipner, Chair, ISPAB
Executive Director, SAFECode

Board Members
10:45 AM. ITL Update

10:15 AM.

Kevin Stine
Director of Information Technology Laboratory (ITL)
NIST

10:45AM. . = 1L:00AM.  Bogrd Questions for NIST ITL Director

11:00 AM. — 11:15AM. Break
11:15AM. — 11:45PM. NIST Small Business Cybersecurity Program

Daniel Eliot
NIST Lead for Small Business Engagement
ITL, NIST
11:45 AM. - 12:00P.M. Board Questions for Small Business Cybersecurity
12:00 PM. - 1:00 P.M. Lunch

1:00PM. — 1:45PM. Panel Brief on NIST Frameworks

Introduction and Overview, Rodney Petersen, ACD, NIST

» Risk Management Framework, Victoria Pillitteri, CSD, NIST

= (Cybersecurity Framework, Stephen Quinn, CSD, NIST

* Privacy Framework, Dylan Gilbert, ACD, NIST

»  Workforce Framework for Cybersecurity, Karen Wetzel, ACD, NIST

1:45PM. — 2:00PM  Board Questions on NIST Frameworks
2:.00PM. - 2:30P.M.  Software Metrics: Impossible, but Doable

Paul E. Black
Computer Scientist, Software Quality Group
ITL, NIST

2:30PM. - 2:45PM.  Board Questions for FISMA Metrics
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How to Measure and Communicate What Matters in Cybersecurity Risk

Richard Seiersen, Chief Technology Risk Officer, and Co-Author: How to
Measure Anything in Cybersecurity Risk
Qualys

3:30 PM.

3:45 PM.

Board Questions for TBD
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*Please note: Speakers/times are subject to change without notice.

Thursday, November 7, 2024

10:00 A.M.

10:30 AM.
10:45 AM.

11:15 AM.
11:30 AM.

12:00 P.M.

12:15 PM.
1:15P.M.

1:45 P.M.
2:00 PM.
2:15P.M.

2:45 PM.

3:00 P.M.
3:30 P.M.

10:30 A M.

10:45 AM

11:15 AM.

11:30 AM.
12:00 P.M.

12:15 P.M.

1:15 P.M.
1:45 P.M.

2:00 PM.
2:15PM.
2:45 P.M.

3:00 P.M.

3:30 PM

Face Recognition Verification Test Program

Patrick Grother
Chief, Information Access Division, ITL,
NIST

Board Q& A/Discussion on Face Recognition
NIST Cybersecurity and Privacy Update

Matthew Scholl

Division Chief, Computer Security Division (CSD), NIST
Julie Chua

Division Chief, Applied Cybersecurity Division (ACD), NIST
Board Q& A/Discussion on FISMA Metrics

Secure By Design Pledge Metrics and CISA Advisory Report

Matthew Kehoe
Director, Information Security
Apple, Inc.

Board Q& A/Discussion on SBD Pledge Report
Lunch

Use of CWEs by Industry
Kent Landfield

CVE Board
Board Q& A/Discussion on CWE

Break
Overview of NIST SP 800-55 Performance Metrics Guide

Katherine Schroeder

Cyber Risk Analytics and Measurement

NIST

Board Q& A/Discussion on NIST Performance Metrics Guide

Board Work; Recommendations; Next Meeting Planning

Meeting Adjourned



