Subject: Fwd: 3.8.5 discrepancy
Date: Tuesday, January 30, 2024 12:24:19 PM
Attachments: 3.8.5 mistake.png

—————————— Forwarded message ---------

From: Ryan Bonner

Date: Thursday, November 16, 2023 at 7:49:20 AM UTC-5
Subject: 3.8.5 discrepancy

To: 800-171comments@list.nist.gov <800-171comments@list.nist.gov>
Cc: Joe Scholefield Becky Steck—
Hi all,

The 800-171A ipd contains an "extra" assessment objective for requirement 3.8.5.
Requirement sub-part "c" doesn't exist in 800-171r3fpd.

Extra....or Missing?

3.8.5. Media Transport

REQUIREMENT: 03.08.05
a. Protect and control system media containing CUI during transport outside of controlled areas.
b. Maintain accountability of system media containing CUI during transport outside of controlled

areas.

c? .
A.03.08.05.a[01]: system media that contain CUI are protected during transport outside of
controlled areas.

A.03.08.05.a[02]: system media that contain CUI are controlled during transport outside of
controlled areas.

A.03.08.05.b: the accountability of system media that contain CUI is maintained during transport
outside of controlled areas.

A.03.08.05.c: cryptographic mechanisms are implemented to prevent the unauthorized disclosure
of CUI stored on digital media during transport.

Should we plan to see an encryption requirement in 800-171r3 final, or will the extra
assessment procedure/objective be removed from 800-171A?

Ryan Bonner
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