From: 800-171comments@list.nist.gov on behalf of_

To: 800-171comments@list.nist.gov
Subject: [800-171 Comments] NIST SP 800-171 R3 FPD comments
Date: Sunday, December 3, 2023 4:30:45 PM

Attachments: sp800-171r3-fpd-complianceforge.xlsx

Ron / Victoria,

Good afternoon! Attached are several comments on the NIST SP 800-171 R3 FPD release.

Respectfully,

Tom Cornelius, CISSP, CISA, CRISC, CDPSE, CIPP/US, PCIP, MCITP, MBA
Senior Partner
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Submit comments to 800-171comments@list.nist.gov

Comment Template for Final Public Draft
by January 12, 2024

NIST SP 800-171, Revision 3

Type Source
Comment | Submitted B icati Starting | Startin Comment (include
y (G?nel_'all (publlcat_lon, 4 . 4 ' ( Suggested Change*
# (Name/Org):* | Editorial / | analysis, |Page# *| Line #* rationale)*

Technical) overlay)

Keep 3.7.1 in the final version of NIST

1|ComplianceForge |General NIST SP 800-17 34 34(3.7.1 should not be recategorijSP 800-171 R3
Keep 3.13.2 in the final version of NIST
2|ComplianceForge |General NIST SP 800-17 48 48(3.13.2 should not be recatego{SP 800-171 R3

Restate 3.16.3.b to “Provide
compensating controls to mitigate risk
or alternative sources for continued
support for unsupported components if

3|[ComplianceForge |General NIST SP 800-17 58 58|3.16.3.b. states “provide optiolcomponents cannot be replaced.”

Change 3.5.7.a to require organizations
to "Enforce password length and
complexity requirements to prevent
the use of commonly-used, expected,
or compromised passwords." This is
something enforceable with Active

4[ComplianceForge |Technical |NIST SP 800-17 30 30]3.5.7.a. requires organizations|Directory that is achievable.

* indicate required fields https://csrc.nist.gov/publications/detail/sp/800-171/rev-3/draft





