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Comment regarding Initial Public Draft of NIST SP 800-171, Revision 3 
 

3.5.2 – Page 27, Line 1011 
Within 3.5.2 of NIST SP 800-171 Rev 2, the requirement states that we are to Authenticate 
(or verify) the identities of users, processes, OR devices as a prerequisite to allowing 
access to organizational systems. The "OR" is understood to be an indicator of choice 
where organizations could choose which way to achieve compliance with this 
requirement.  
 
Within 3.5.2 of NIST SP 800-171 Rev 3 IDP, the requirement states we are to uniquely 
identify and authenticate organizational devices and/or types of devices before 
establishing a system or network connection.  
 
This requirement is radically different than the control in Rev 2 and would be impossible to 
achieve for external users. If an organizational entity contracts with a government 
customer and needs to allow them (the government customer) access into resources 
offered (by the organizational entity) via contract or other means, that organizational entity 
has absolutely no control over government endpoints (or those who control government 
endpoints) and has no method in which to enforce access into a resource offered by the 
organizational entity. Though some government endpoints may use static IP addresses 
vice DHCP, the mechanism that would identify and authenticate based on that information 
does not exist (at least as a specific offering by Microsoft in Government Community 
Cloud High) which is where our resources exist that are offered to the Government.  
 
We have already complied with 3.5.2 in NIST SP 800-171 Rev 2 specifically where we are 
able to authenticate the identities of external users as a prerequisite to allowing access to 
organization systems. Enabling 3.5.2 in Rev 3 as written severely impacts our offering to 
the government. 
 
 
Thank you for your consideration. 
 
Respectfully, 
Andrew Berry 
Compliance Team 
PSA Inc 
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1 Andrew Berry/PSA, Inc. Technical Publication 27 1011

Within 3.5.2 of NIST SP 800-171 Rev 2, the requirement states that we are 
to Authenicate (or verify) the identities of users, processes, OR devices as a 
prerequite to allowing access to organizational systems. The "OR" is 
understood to be an indictor of choice where organizations could choose 
which way to achieve compliance with this requirement. 
Within 3.5.2 of NIST SP 800-171 Rev 3 IDP, the requirement states we are 
to uniquely identify and authenticate organizational devices and/or types 
of devices before establishing a system or network connection. This 
requirement is radically different than the control in Rev 2 and would be 
impossible to achieve for external users. If an organizational entity 
contracts with a government customer and needs to allow them (the 
government customer) access into resources offered (by the organizational 
entity) via contract or other means, that organizational entity has 
absolutely no control over government endpoints (or those who control 
government endpoints) and has no method in which to enforce access into 
a resource offered by the organizational entity. Though some government 
endpoints may use static IP addresses vice DHCP, the mechanism that 
would identify and authenticate based on that information does not exist 
(at least as a specific offering by Microsoft in Government Community 
Cloud High) which is where our resources exist that are offered to the 
Government. We have already complied with 3.5.2 in NIST SP 800-171 Rev 
2 specifically where we are able to authenticate the identities of external 
users as a prerequisite to allowing access to organization systems. Enabling 
3.5.2 in Rev 3 as written severely impacts our offering to the government.
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