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3.1.20 — Verify and control/limit connections to and use of external systems.

[c] connections to external systems are verified;

[d] the use of external systems is verified,

The above assessment objectives for this practice are widely misunderstood in relation to AC-
20(1), which I believe was the source of the word “verify”. Clarification should be added to
the description, or to the practice itself, which makes it clear that the organization should
verify that external systems meet their internally identified security requirements prior to
allowing connections or use.

Potential re-write could be:

3.1.20 — Verify external systems meet organizationally defined requirements for cybersecurity
and control/limit connections to and use of external systems.

[a] security requirements for external systems which have persistent connectivity to internal
systems are identified;

[b] security requirements for external systems used to store, process, or transmit Controlled
Unclassified Information are identified;

[c] security requirements are verified prior to allowing persistent connections to an external
system;

[d] security requirements are verified prior to allowing the use of external systems;
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