NIST Cryptography Standards

The NIST Cryptographic Technology Group (CTG)

develops Internationally renowned crypto standards.
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Open calls. NIST has several approaches to develop

cryptography standards. One involves issuing timed open

calls for contributions, followed by intense public analysis.

This poster lists some calls (past, recent, soon) that

resulted / intend to result in new standards/guidelines.

Past Calls — Recent/Soon Calls

Advanced Encryption Standard (AES)

» Block ciphers allow confidential communication
« AES is standardized in FIPS 197, since 2001

» Rijndael selected after o-year analysis of 15 designs

« AES superseeded the Data Encryption Standard
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Post-Quantum Cryptography (PQC)

« PQC intends to resist quantum attacks (which break
existing public-key crypto in FIPS 186, SP 800-56 A /B)

» PQC Call (2016): PKE/KEMs, digital signatures

RO R1 R2
« PQC rounds (R): 82 — 69 —> 26 —> 7+8

e 2022: Round 3 chose 4 algorithms for standardization:

CRYSTALS-{Kyber, Dilithium}, Falcon, SPHINCS+

e 2024: The first PQC standards expected (FIPS)

Secure Hash Algorithm 3 (SHA3)

» Hash functions are essential for authentication
« SHAS is standardized in FIPS 202, since 2015
« Keccak selected by NIST hash function competition

» The Int’'l competition received 51 candidates in 2008
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Lightweight Cryptography (LWC)

 Lightweight primitives are important for constrained
environments (e.g., low energy, power, latency)

« LWC Call (2018): Authenticated Encryption with
Associated Data (AEAD), with optional hashing

RO R1 R?2
« LWC rounds (R): 57 —> 56 —> 32 —> 10

« Round 3 started in 2021 with 10 finalists

» Announcement of “winner(s)” expected for late 2022

Multi-party Threshold Crypto (MPTC)

» Threshold crypto allows operations on distributed key
« 2023: Upcoming Call for Threshold Schemes

 Scope: thresholdize primitives needed for signing, en-

cryption/decryption, key-agreement, key-generation

e Aims at future guidelines and recommendations,
highlighting best practices and sound approaches



