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ITU-T Recommendation Q.1238.5

Interface Recommendation for intelligent network 
capability set 3: SDF-SDF interface

1
Scope

This Recommendation belongs to the Q.1238.x series of ITU-T Recommendations for IN Capability Set 3. It specifies the protocol on the SDF‑SDF interface and provides a description of the aspects of the SDF and SDF Functional Entities which are involved in the realization of this interface.
2
References

All ITU-T Recommendations and other references are identified in ITU-T Q.1238.1.

3
Abbreviations and acronyms

All abbreviations and acronyms used in this text are defined in ITU-T Q.1238.1.

4
Introduction
4.1
SDF-SDF relationship

This SDF-SDF relationship is used for messages between two SDFs in the public network. The relationship supports both access to service data, which can be for intra-network or inter-network purposes.

The SDF-SDF relationship supports messages for services when no call is actually taking place (call unrelated) as well as during call processing. For the most part, the call unrelated actions are to support the registration, authentication, encryption and handover procedures for terminal and personal mobility.

The SDF-SDF relationship is also one of a limited set of relationships to support inter-networking. As such it provides a point of interconnection to the network, effectively hiding the specific structure of the network and providing access security to the network from other public networks.

The SDF-SDF relationship is used for various purposes. Each of the purposes can apply to the intra‑network, or inter-network cases. Specifically, the relationship is used for the following:

a)
Secured Data Acquisition: between SDFs. In this case a SDF requires data which is not stored within the SDF to complete a request for service data by another SDF. A crucial aspect of this relationship is security necessary to support network isolation and internetworking.

b)
Secured Copying of Service Data: between SDFs. In this case a SDF copies a portion of service data which is controlled by another SDF. A crucial aspect of this relationship is the keeping of the original security and access information relation to the service data once the data has been copied and ensuring that copies of data are deleted when no longer required.

4.2
Introduction to the IN X.500 DSP and DISP Subset

The purpose of the SDF-SDF interface is to allow the transfer of copies of service profiles from one SDF to another and to manage the copies within the database network. The X.500 functionalities cover more than the functionalities needed to fulfil the IN CS-3 requirements. This clause tries to indicate which aspects of the DSP and DISP should be considered and supported and which should be left out or ignored. Profiling is used as a means to present the status of the different parameters.

It is important to mention that the number of parameters carried in a message should be minimized, to reduce the load on the signalling traffic and processing time. This is the reason why the parameters are removed unless they are absolutely necessary when they are sent. On reception removed parameters should not be treated but should be understood by the receiving entity. This allows the extension of the profile in the future according to its actual description in the 1997 edition of the Directory.

For convenience and clarity this profile is defined using ASN.1 subtyping facilities however these definitions do not form a protocol specification. This simply indicates which parameters an implementation should not send. It does not change the behaviour of the receiving entity which shall still be capable of decoding values which conform to the original definition of the DSP and DISP. Nevertheless elements that are excluded by subtyping should be understood but not treated.
Several assumptions were used to design the DSP and DISP for IN CS-3. They are as follows:

Assumption 1: The agreements between network operators concerning the transfer of data are defined off-line (e.g. management operations). The establishOperationalBinding operation is only used to activate an agreement.

Assumption 2: The agreements cannot be modified by an online operation.

Assumption 3: The terminateOperationalBinding operation is used to end an agreement between two network operators. This means that the copy held by the shadow-consumer is no longer maintained. It should not be used and should be deleted. However the agreement could be required for future associations between the two networks, therefore this information should be retained.

Assumption 4: The shadow updates are initiated by the shadow supplier who holds the master copy. Therefore modifications of the copies are not performed on the shadowed copies but only on the master copy. The modification requests are passed to the master copy by using a chained operation. Copies are updated on changes.

Assumption 5: Only direct references are used in DSAs. Operations can only be chained once. If the operation cannot be fulfilled after one chaining, a referral should be sent back.

Assumption 6: It is not possible to make a copy of a copy. One should refer to the master copy to get a copy.

Assumption 7: The shadowing mechanism is initiated by a specific DAP operation or by a management operation. The management operation is for further study.

Assumption 8: The time when a shadowing agreement is terminated depends on the type of service. In most cases it will be based on the number of copies. Once the maximum number of copies is reached for a part of a DIT, then the oldest copy has to be deleted and its agreement deactivated. The maximum number of copies can be equal to one.

Assumption 9: An SDF-SDF operation cannot be abandoned. If an operation takes too much time, its timer expires and there is no need to abandon it.

4.3
Versions and the rules for extensibility

The Directory may be distributed and more than two Directory Application Entities may interoperate to service a request. The Directory AEs may be implemented conforming to different editions of the Directory specification of the Directory service which may or may not be represented by different protocol version numbers. The version number is negotiated to the highest common version number between two directly binding Directory AEs.

4.3.1
Version negotiation

When accepting an association, i.e. binding, utilizing the DSP or DISP, the version negotiated shall only affect the point to point aspects of the protocol exchanged between the initiating SDF and the responding SDF to which it is connected. Subsequent requests or responses on the dialogue shall be constrained by the version negotiated.

4.3.2
Initiating SDF side

4.3.2.1
Request and response processing at the initiating SDF side

The initiating SDF may initiate requests using the highest edition of the specification of that request it supports. If one or more elements of the request are critical, it shall indicate the extension number(s) in the critical Extensions parameter.

NOTE 1 – If the information the extension replaced in a CHOICE, ENUMERATED or INTEGER (used as ENUMERATED) type would be essential for proper operation in a responding SDF implemented according to an earlier edition of the Specification, it is recommended that the extension be marked critical.

When processing a response, an initiating SDF shall:

a)
ignore all unknown bit name assignments within a bit string; and

b)
ignore all unknown named numbers in an ENUMERATED type or INTEGER type that is being used in the enumerated style, provided the number occurs as an optional element of a SET or SEQUENCE; and 

c)
ignore all unknown elements in SETs, at the end of SEQUENCEs, or in CHOICEs where the CHOICE is itself an optional element of a SET or SEQUENCE.

NOTE 2 – Implementations may as a local option ignore certain additional elements in a Directory PDU. In particular, some unknown named numbers and unknown CHOICEs in mandatory elements of SETs and SEQUENCEs can be ignored without invalidating the operation. The identification of such elements is for further study.

d)
not consider the receipt of unknown attribute types and attribute values as a protocol violation; and

e)
optionally report the unknown attribute types and attribute values to the user.

4.3.2.2
Extensibility rules for error handling at the initiating SDF side

When processing a known error type with unknown indicated problems and parameters, an initiating SDF shall:

a)
not consider the receipt of unknown indicated problems and parameters as a protocol violation (i.e. it shall not issue a TC-U-REJECT or abort the dialogue); and

b)
optionally report the additional error information to the user.

When processing an unknown error type, an initiating SDF shall:

a)
not consider the receipt of unknown error type as a protocol violation (i.e. it shall not issue a TC-U-REJECT or abort the application association); and

b)
optionally report the error to the user.

4.3.3
Request processing at the responding SDF side

If any responding SDF performing an operation detects an element criticalExtensions whose semantic is unknown, it shall return an unavailableCriticalExtension indication as a serviceError.

NOTE 1 – If a criticalExtensions string with one or more zero values is received, this indicates either that the extensions corresponding to the values are not present or are not critical. The presence of a zero value in a criticalExtensions string shall not be inferred as either the presence or absence of the corresponding extension in the APDU.

Otherwise, when processing a request from an initiating SDF, a responding SDF shall:

a)
ignore all unknown bit name assignments within a bit string; and

b)
ignore all unknown named numbers in an ENUMERATED type or INTEGER type that is being used in the enumerated style, provided the number occurs as an optional element of a SET or SEQUENCE; and

c)
ignore all unknown elements in SETs, at the end of SEQUENCEs, or in CHOICEs where the CHOICE is itself an optional element of a SET or SEQUENCE.

NOTE 2 – Implementations may as a local option ignore certain additional elements in a Directory PDU. In particular, some unknown named numbers and unknown CHOICEs in mandatory elements of SETs and SEQUENCEs can be ignored without invalidating the operation. The identification of such elements is for further study.
5
FSM for SDF
5.1
Overview
The SDSM-ChI and SDSM-ChT handle the interactions between SDFs for chaining initiation and termination. The SDSM-ShSSi and SDSM-ShCSi handle the interactions between SDFs for shadowing supplier and consumer initiated by supplier respectively. The SDSM-ShSCi and SDSM‑ShCCi handle the same as above initiated by consumer. The SDSM-FSM handles the interaction between the SDF and the SDF management functions.

The structure of the SDF FSMs is illustrated in Figure 1. The Service Data Function (SDF) contains and manages data associated with the service logic processing programs (SLPs), and accessed during the execution of the SLP instances (SLPs). The SDF also includes functional entity access management and security management.

The SDME-FSM handles the interaction between the SDF and the SDF management functions.

The management functions related to the execution of operations received from the SCF or cooperating SDF are executed by the SDF Management Entity (SDME). The SDME is comprised of an SDME control, traffic control (TFC), and several instances of SDME FSMs. The SDME control interfaces the different SDF FSMs (e.g. SDSM-SCF) and SDME-FSMs respectively as well as the Functional Entity Access Manager (FEAM).

The FEAM provides the low level interface maintenance functions. 

The SDME Control maintains the associations with the SCF and cooperating SDFs on behalf of all instances of the SDF FSMs (e.g. SDSM-SCF, SDSM-ChI). These instances of the SDF FSMs occur concurrently and asynchronously as SDF related events occur, which explains the need for a single entity that performs the task of creation, invocation and maintenance of the SDF FSMs. In particular, the SDME Control performs the following tasks:

1)
interprets the input messages from other FEs and translates them into corresponding SDF FSM events;

2)
translates the SDF FSM outputs into corresponding messages to other FEs;

3)
captures asynchronous activities related to management or supervisory functions in the SDF and creates an instance of an SDME-FSM. For example, management invocation of a shadowing procedure between network operators. In this case, the SDME Control will create an instance of the SDME-FSM to handle this management related operation.
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Figure 1/Q.1238.5 ( SDF interfaces
5.2
SDME-FSM
SDME-FSM has TFC Initiator finite state model and TFC Respondor finite state model.

5.2.1
State transition model for TFC Initiator related states

The TFC Initiator finite state model (FSM) which is located in SDME-FSM is depicted in Figure 2.
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Figure 2/Q.1238.5 ( State model for TFC initiator
Each state is discussed in one of the following subclauses.

General rules applicable to more than one state are as follows:

In any state, if the dialogue with the Respondor is terminated, then the TFC Initiator FSM returns to Idle state after ensuring that any resources allocated to the dialogue have been deallocated. 

5.2.1.1
State 1: "Idle"

This state is the initial state for the FSM after it has been created by the FE message management. The only event accepted in this state is:

–
(e1) Bind: On receipt of this event the FSM constructs a TFCBind operation. This event causes a transition out of this state to State 2, Wait for TFC. 

5.2.1.2
State 2: "Wait for TFC"

In this state, a Bind request has been received from the Application and a TFCBind operation has been constructed, but not sent. Three events are considered in this state:

–
(e2) TFC: This event causes a TrafficFlowControl operation to be constructed. The TFCBind and TrafficFlowControl operations are sent to the remote TFC Respondor FSM and the event causes a transition out of this state to State 3, Wait for BindResult;

–
(e3) delimiter: This event causes the constructed TFCBind operation to be sent to the remote TFC Respondor FSM and the event causes a transition out of this state to State 3, Wait for BindResult; and

–
(e6) Unbind: This event causes the constructed TFCBind operation to be discarded and causes a transition out of this state to State 1, Idle.

5.2.1.3
State 3: "Wait for BindResult"

The following events are considered in this state:

–
(e2) TFC: This event causes the FSM to save the event to be processed after a transition to another state occurs. The FSM remains in the same state;

–
(E4) TFCBindError: This event causes the FSM to notify the Application that the association establishment failed and causes a transition out of this state to State 1, Idle;

–
(E5) TFCBindResult: This event causes the FSM to notify the Application that the association establishment succeeded and transitions out of this state to State 4, Active; and

–
(e6) Unbind: This event causes the FSM to construct and send an IN-Unbind to the remote TFC Respondor FSM and causes a transition out of this state to State 1, Idle.

5.2.1.4
State 4: "Active"

The following events are considered in this state:

–
(e2) TFC: This event causes a TrafficFlowControl operation to be constructed and sent to the remote TFC Respondor FSM. The FSM remains in the same state; and

–
(e6) Unbind: This event causes the FSM to construct and send an IN-Unbind to the remote TFC Respondor FSM and causes a transition out of this state to State 1, Idle.
5.2.2
State transition model for TFC Respondor related states 
The TFC Respondor finite state model (FSM) is depicted in Figure 3.
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Figure 3/Q.1238.5 ( State model for TFC respondor
Each state is discussed in one of the following subclauses.

General rules applicable to more than one state are as follows:

In any state, if the dialogue with the Respondor is terminated, then the TFC Respondor FSM returns to Idle state after ensuring that any resources allocated to the dialogue have been deallocated. 

5.2.2.1
State 1: "Idle"

This state is the initial state for the FSM after it has been created by the FE message management. The only event accepted in this state is:

–
(E1) TFCBind: This event causes the FSM to notify the Application that a TFC association has been requested by a remote TFC Initiator FSM and causes a transition out of this state to State 2, Bind Pending.

5.2.2.2
State 2: "Bind Pending"

The following events are considered in this state:

–
(E2) TFC: This event causes the FSM to save the event to be processed after a transition to another state occurs. The FSM remains in the same state;

–
(e3) BindError: This event causes the FSM to construct a tfcBindError error message and sends it to the remote TFC Initiator FSM and causes a transition out of this state to State 1, Idle;

–
(e4) BindResult: This event causes the FSM to construct a tfcBindResult message and sends it to the remote TFC Initiator FSM and causes a transition out of this state to State 3, Active;

–
(E5) TFCUnbind: This event causes the FSM to notify the Application that the association has been terminated by an IN-Unbind operation from the remote TFC Initiator FSM and causes a transition out of this state to State 1, Idle.

5.2.2.3
State 3: "Active"

The following events are considered in this state:

–
(E2) TFC: This event causes the FSM to notify the Application of the need to process a new traffic flow control request from the remote TFC Initiator FSM. The FSM remains in the same state; and

–
(E5) TFCUnbind: This event causes the FSM to notify the Application that the association has been terminated by an IN-Unbind operation from the remote TFC Initiator FSM and causes a transition out of this state to State 1, Idle.

5.3
SDF state transition model for SDF related states

The SDF's job relating to interactions with other SDFs is to act upon shadowing and chaining operations. States related to SDF/SDF interactions for shadowing are given in 5.3.1. States related to SDF/SDF interactions for chaining are given in 5.3.2.

5.3.1
SDF state transition models for shadowing

As for the shadowing procedure, an SDF can play the role of a copy supplier and a copy consumer. Moreover, the shadowing procedure can be initiated by a copy consumer as well as a copy supplier. Therefore, there can be four FSMs in total as described below.

The four different SDF FSMs could be gathered into one more complex FSM, but to clearly show the different roles played by an SDF, it was thought better to have four separate FSMs.

In the following FSMs, the possibility of sending the IN-DSAShadowBind operation together with other DISP operations in one TC message is taken into consideration.

5.3.1.1
Shadow supplier-initiated supplier state machine (SDSM-ShSSi)
The SDF Finite State Machine for a shadow supplier in case of supplier-initiated (SDSM-ShSSi) is depicted in Figure 4.
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Figure 4/Q.1238.5 ( SDF FSM for a shadow supplier in case of supplier-initiated 
(SDSM-ShSSi)

State 1: "Idle"

There is only one event accepted in this state:

(
(e1) Bind_to_Consumer: This is an internal event caused by the request to execute an IN‑DSAShadowBind operation. This causes a transition out of this state to State 2, Wait for Subsequent Requests.

State 2: "Wait for Subsequent Requests"

In this state, an IN-CoordinateShadowUpdate operation to be sent with the IN-DSAShadowBind operation (in the same message) to the consumer is expected. The following two events are considered in this state:

(
(e2) Shadow_Coordinate_to_Consumer: This is an internal event caused by the reception of an IN-CoordinateShadowUpdate operation. The operation is buffered until the reception of a delimiter (or a timer expiration). This event causes a transition out of this state to State 3, Bind with Coordinate Shadow;

(
(e3) Send_Bind: This is an internal event caused by the reception of a delimiter, that indicates the reception of the last operation to be sent or the expiration of a timer. Once the internal event is received, a TCAP message containing the IN-DSAShadowBind operation is sent to the consumer SDF. This event causes a transition out of this state to State 7, Wait for Bind Result.

State 3: "Bind with Coordinate Shadow"

In this state, an IN-UpdateShadow operation to be sent with the IN-DSAShadowBind and IN‑CoordinateShadowUpdate operations, or a delimiter is expected. Two events are considered in this state:

(
(e4) Update_to_Consumer: This is an internal event, caused by the reception of an IN‑UpdateShadow. This event causes a TCAP message containing the IN-DSAShadowBind, IN-CoordinateShadowUpdate and IN-UpdateShadow operations to be sent to the consumer SDF. This event causes a transition out of this state to State 5, Bind with Coordinate Shadow and Update;

(
(e5) Send_Bind_with_CoordinateShadow: This is an internal event, caused by the reception of a delimiter that indicates the reception of the last operation to be sent or the expiration of a timer. Once the internal event is received, a TCAP message containing the IN‑DSAShadowBind and IN-CoordinateShadowUpdate operations is sent to the consumer SDF. This event causes a transition out of this state to State 4, Bind with Coordinate Shadow Only.

State 4: "Bind with Coordinate Shadow Only"

In this state, an IN-DSAShadowBind result is expected from the consumer SDF. Two events are considered in this state:

(
(E6) SDF_Bind_Error: This is an external event, caused by the failure of the IN‑DSAShadowBind operation previously issued to the consumer SDF. An IN‑DSAShadowBind error has been returned. This event causes a transition out of this state to State 1, Idle;

(
(E7) SDF_Bind_Success: This is an external event, caused by the reception of an IN‑DSAShadowBind result. This indicates a successful completion of the IN‑DSAShadowBind operation previously issued to the consumer SDF. This event causes a transition out of this state to State 9, Wait for Coordination Result.

State 5: "Bind with Coordinate Shadow and Update"

In this state, an IN-DSAShadowBind result is expected from the consumer SDF. Two events are considered in this state:

(
(E8) SDF_Bind_Error: This is an external event, caused by the failure of the IN‑DSAShadowBind operation previously issued to the consumer SDF. An IN‑DSAShadowBind error has been returned. This event causes a transition out of this state to State 1, Idle;

(
(E9) SDF_Bind_Success: This is an external event, caused by the reception of an IN‑DSAShadowBind result. This indicates a successful completion of the IN‑DSAShadowBind operation previously issued to the consumer SDF. This event causes a transition out of this state to State 6, Bound with Coordinate Shadow Sent.

State 6: "Bound with Coordinate Shadow Sent"

In this state, an IN-CoordinateShadowUpdate result is expected from the consumer SDF. Three events are considered in this state:

(
(E10) Shadow_Coordinate_Confirmed: This is an external event, caused by the reception of an IN-CoordinateShadowUpdate result. This indicates the successful completion of the IN-CoordinateShadowUpdate operation previously issued to the consumer SDF. This event causes a transition out of this state to State 11, Wait for Update Confirmation;

(
(E11) Coordinate_Failure: This is an external event, caused by the reception of an error to the previously issued IN-CoordinateShadowUpdate operation. This event causes a transition out of this state to State 8, SDF Bound;

(
(e12) SDF_Unbind: This is an internal event, caused by the need to cancel the "authenticated association" established between the two SDFs (e.g. during a user's release procedure). This event causes a transition out of this state to State 1, Idle.
State 7: "Wait for Bind Result"

In this state, an IN-DSAShadowBind result is expected from the consumer. Two events are considered in this state:

(
(E13) SDF_Bind_Error: This is an external event, caused by the failure of the IN‑DSAShadowBind operation previously issued to the consumer SDF. An IN‑DSAShadowBind error has been returned. This event causes a transition out of this state to State 1, Idle;

(
(E14) SDF_Bind_Success: This is an external event, caused by the successful completion of the IN-DSAShadowBind operation previously issued to the consumer SDF. This event causes a transition out of this state to State 8, SDF Bound.

State 8: "SDF Bound"

In this state, the SDF has established an "authenticated association" to the consumer and is ready to send an IN-CoordinateShadowUpdate operation to it. Two events are considered in this state:

(
(e15) SDF_Unbind: This is an internal event, caused by the need to cancel the "authenticated association" established between the two SDFs (e.g. during a user's release procedure) or causing the issuing of the IN-Unbind operation. This event causes a transition out of this state to State 1, Idle;

(
(e16) Shadow_Coordinate_to_Consumer: This is an internal event, that causes the sending of a request to a consumer SDF to coordinate the shadow to have it later updated. This event causes a transition out of this state to State 9, Wait for Coordination Result.

State 9: "Wait for Coordination Result"

In this state, the supplier SDF has sent an IN-CoordinateShadowUpdate request and waits for the answer from the consumer SDF. Three events are considered in this state:

(
(e17) SDF_Unbind: This is an internal event, caused by the need to cancel the "authenticated association" established between the two SDFs (e.g. during a user's release procedure). This event causes a transition out of this state to State 1, Idle;

(
(E18) Shadow_Coordinate_Confirmed: This is an external event, caused by the reception of the response to the previously issued IN-CoordinateShadowUpdate operation. This event causes a transition out of this state to State 10, Wait for Update;

(
(E19) Coordinate_Failure: This is an external event caused by the reception of an error to the previously issued IN-CoordinateShadowUpdate request operation. This event causes a transition back to State 8, SDF Bound.

State 10: "Wait for Update"

In this state, the supplier SDF has received a confirmation to the previously issued IN-Coordinate ShadowUpdate request and is ready to send an IN-UpdateShadow request to the consumer SDF. Two events are considered in this state:

(
(e20) SDF_Unbind: This is an internal event, caused by the need to cancel the "authenticated association" established between the two SDFs (e.g. during a user's release procedure). This event causes a transition out of this state to State 1, Idle;

(
(e21) Shadow_Update_to_Consumer: This is an internal event, that causes the sending of a request to the consumer SDF to update the shadow. This event causes a transition out of this state to State 11, Wait for Update Confirmation.

State 11: "Wait for Update Confirmation"

In this state, the supplier SDF has sent an IN-UpdateShadow request and waits for the answer from the consumer SDF. Two events are considered in this state:

(
(e22) SDF_Unbind: This is an internal event, caused by the need to cancel the "authenticated association" established between the two SDFs (e.g. during a user's release procedure). This event causes a transition out of this state to State 1, Idle;

(
(E23) Shadow_Update_Confirmed: This is an external event caused by the reception of the response to the previously issued IN-UpdateShadow operation. This event causes a transition out of this state to State 8, SDF Bound.

5.3.1.2
Shadow consumer-initiated supplier state machine (SDSM-ShSCi)
The SDF Finite State Machine for a shadow supplier in case of consumer-initiated (SDSM-ShSCi) is depicted in Figure 5.
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Figure 5/Q.1238.5 ( SDF FSM for a shadow supplier in case of consumer-initiated 
(SDSM-ShSCi)

State 1: "Idle"

The only event accepted in this state is:
(
(E1) Bind_from_Consumer: This is an external event caused by the reception of an IN‑DSAShadowBind operation. This causes a transition out of this state to State 2, Wait for Bind Result.

State 2: "Wait for Bind Result"

In this state, an IN-DSAShadowBind operation is being performed. Three events are considered in this state:

(
(E3) Request_from_Consumer: This is an external event, caused by the reception of an IN‑RequestShadowUpdate operation before the result from the IN-DSAShadowBind operation is determined. This occurs when the IN-RequestShadowUpdate is sent in the same TCAP message as the bind request. The IN-RequestShadowUpdate message is stored and a transition occurs to the same state. When a transition occurs to the next state, the IN-RequestShadowUpdate is re-examined as if it occurred in that state;

(
(e4) SDF_Bind_Error: This is an internal event, caused by the failure of the IN-DSAShadowBind operation previously issued from the consumer. An IN-DSAShadowBind error is returned. This event causes a transition out of this state to State 1, Idle;

(
(e5) SDF_Bind_Success: This is an internal event, caused by the successful completion of the IN-DSAShadowBind operation previously issued from the consumer. This event causes an IN-DSAShadowBind result to be returned, and a transition out of this state to State 3, SDF Bound.

State 3: "SDF Bound"

In this state, the supplier SDF is expecting an IN-RequestShadowUpdate operation from the consumer SDF. Two events are considered in this state:

(
(E6) SDF_Unbind: This is an external event, caused by the cancellation of the "authenticated association" established between the two SDFs (e.g. during a user's release procedure) or by the reception of the IN-Unbind operation. This event causes a transition out of this state to State 1, Idle;

(
(E7) Request_for_Shadow_from_Consumer: This is an external event, caused by the reception of an IN-RequestShadowUpdate operation from the consumer SDF. This event causes a transition out of this state to State 4, Wait for RequestShadow Result.

State 4: "Wait for RequestShadow Result"

In this state, the supplier SDF has received an IN-RequestShadowUpdate operation from the consumer SDF. Four events are considered in this state:

(
(E8) SDF_Unbind: This is an external event, caused by the cancellation of the "authenticated association" established between the two SDFs (e.g. during a user's release procedure). This event causes a transition out of this state to State 1, Idle;

(
(e9) Shadow_Request_Confirmed: This is an internal event, that signals that the update agreement is acceptable. This causes the sending of a response to the previously received IN-RequestShadowUpdate operation by the supplier SDF. This event causes a transition out of this state to State 5, Wait for Update;

(
(e10) Shadow_Update_to_Consumer: This is an internal event, that signals that the update agreement is acceptable, and an IN-UpdateShadow message is ready to be sent. This causes the sending of both an IN-RequestShadowUpdate result and an IN-UpdateShadow operation in the same TCAP message. This event causes a transition out of this state to State 6, Wait for Update Confirmation;

(
(e11) Failed_Shadow_Request: This is an internal event, caused by the sending of an error to a previously received RequestShadowUpdate operation. This event causes a transition out of this state to State 3, SDF Bound.

State 5: "Wait for Update"

In this state, the supplier SDF has sent a response to the previously received IN-RequestShadowUpdate operation and is ready to send an IN-UpdateShadow operation to the consumer SDF. Two events are considered in this state:

(
(E12) SDF_Unbind: This is an external event, caused by the cancellation of the "authenticated association" established between the two SDFs (e.g. during a user's release procedure). This event causes a transition out of this state to State 1, Idle;

(
(e13) Shadow_Update_to_Consumer: This is an internal event that causes the sending of a request to the consumer SDF to update the shadow. This event causes a transition out of this state to State 6, Wait for Update Confirmation.

State 6: "Wait for Update Confirmation"

In this state, the supplier SDF has sent an IN-UpdateShadow request and waits for the answer from the consumer SDF. Two events are considered in this state:

(
(E14) Shadow_Update_Confirmed: This is an external event caused by the reception of the response to the previously issued IN-UpdateShadow operation. This event causes a transition out of this state to State 3, SDF Bound;
(
(E15) SDF_Unbind: This is an external event, caused by the cancellation of the "authenticated association" established between the two SDFs (e.g. during a user's release procedure). This event causes a transition out of this state to State 1, Idle.
5.3.1.3
Shadow supplier-initiated consumer state machine (SDSM-ShCSi)

The SDF Finite State Machine for a shadow consumer in case of supplier-initiated (SDSM-ShCSi) is depicted in Figure 6.
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Figure 6/Q.1238.5 ( SDF FSM for a shadow consumer in case of supplier-initiated 
(SDSM-ShCSi)

State 1: "Idle"

The only event accepted in this state is:

(
(E1) Bind_from_Supplier: This is an external event caused by the reception of an IN‑DSAShadowBind operation. This causes a transition out of this state to State 2, Wait for Bind Result.

State 2: "Wait for Bind Result"

In this state, the consumer has received an IN-DSAShadowBind operation and is answering that operation. Three events are considered in this state:

(
(E3) Request_from_Supplier: This is an external event, caused by the reception of operations before the result from the IN-DSAShadowBind operation is determined. This occurs when the IN-CoordinateShadowUpdate or IN-UpdateShadow are sent in the same TCAP message as the bind request. These operations are stored and a transition occurs to the same state. When a transition occurs to the following states, these operations are re‑examined as if they occurred in that state;

(
(e4) SDF_Bind_Error: This is an internal event, caused by the failure of the IN-DSAShadowBind operation previously issued from the supplier SDF. An IN-DSAShadowBind error is returned. This event causes a transition out of this state to State 1, Idle;

(
(e5) SDF_Bind_Success: This is an internal event, caused by the successful completion of the IN-DSAShadowBind operation previously issued from the supplier SDF. This event causes a transition out of this state to State 3, SDF Bound.

State 3: "SDF Bound"

In this state, the consumer SDF is expecting an IN-CoordinateShadowUpdate operation from the supplier SDF. Two events are considered in this state:

(
(E6) SDF_Unbind: This is an external event, caused by the cancellation of the "authenticated association" established between the two SDFs (e.g. during a user's release procedure) or by the reception of the IN-Unbind operation. This event causes a transition out of this state to State 1, Idle;

(
(E7) Shadow_Coordinate_from_Supplier: This is an external event, caused by the reception of an IN-CoordinateShadowUpdate operation from the supplier SDF. This event causes a transition out of this state to State 4, Wait for Coordination Result;

State 4: "Wait for Coordination Result"

In this state, the consumer SDF has received an IN-CoordinateShadowUpdate operation from the supplier SDF and is processing it. Four events are considered in this state:

(
(E9) SDF_Unbind: This is an external event, caused by the cancellation of the "authenticated association" established between the two SDFs (e.g. during a user's release procedure). This event causes a transition out of this state to State 1, Idle;

(
(e10) Shadow_Coordinate_Confirmed: This is an internal event, caused by the successful completion of an IN-CoordinateShadowUpdate operation from the supplier SDF. This event causes a transition out of this state to State 5, Wait for Update;

(
(e11) Coordinate_Failure: This is an internal event, caused by the sending of an error to a previously received IN-CoordinateShadowUpdate operation. This event causes a transition out of this state to State 3, SDF Bound;

(
(E16) Shadow_Update_from_Supplier: This is an external event, caused by the reception of an IN-UpdateShadow operation in the same TCAP message as an IN-CoordinateShadowBind and IN-CoordinateShadowUpdate. The IN-UpdateShadow 

message is stored and a transition occurs to the same state. When a transition occurs to the next state, the IN-UpdateShadow is re-examined as if it had occurred in that state.

State 5: "Wait for Update"

In this state, the SDF is expecting an IN-UpdateShadow operation. Two events are considered in this state:

(
(E12) SDF_Unbind: This is an external event, caused by the cancellation of the "authenticated association" established between the two SDFs (e.g. during a user's release procedure). This event causes a transition out of this state to State 1, Idle;

(
(E13) Shadow_Update_from_Supplier: This is an external event, caused by the reception of the IN-UpdateShadow operation issued from the supplier SDF. This event causes a transition out of this state to State 6, Wait for Update Confirmation.

State 6: "Wait for Update Confirmation"

In this state, the consumer SDF has received an IN-UpdateShadow operation from the supplier SDF and processes to update the copy. Two events are considered in this state:

(
(E14) SDF_Unbind: This is an external event, caused by the cancellation of the "authenticated association" established between the two SDFs (e.g. during a user's release procedure). This event causes a transition out of this state to State 1, Idle;

(
(e15) Shadow_Updated: This is an internal event, caused by the completion of an IN‑UpdateShadow operation and the sending of the response to it. This event causes a transition out of this state to State 3, SDF Bound.

5.3.1.4
Shadow consumer-initiated consumer state machine (SDSM-ShCCi)

The SDF Finite State Machine for a shadow consumer in case of consumer-initiated (SDSM‑ShCCi) is depicted in Figure 7.
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Figure 7/Q.1238.5 ( SDF FSM for a shadow consumer in case of consumer-initiated 
(SDSM-ShCCi)
State 1: "Idle"

There is only one event accepted in this state:

(
(e1) Bind_to_Supplier: This is an internal event caused by the request to execute an IN‑DSAShadowBind operation. This event causes a transition out of this state to State 2, Wait for Subsequent Requests.

State 2: "Wait for Subsequent Requests"

In this state, an IN-RequestShadowUpdate operation to be sent with the IN-DSAShadowBind operation (in the same message) to the supplier is expected. The following two events are considered in this state:

(
(e2) Request_to_Supplier: This is an internal event caused by the reception of an IN-RequestShadowUpdate operation. This event causes a TCAP message containing the IN‑DSAShadowBind and IN-RequestShadowUpdate operations to be sent to the supplier SDF. This event causes a transition out of this state to State 3 Bind with RequestShadow;

(
(e3) Send_Bind: This is an internal event caused by the reception of a delimiter that indicates the reception of the last operation to be sent or the expiration of a timer. Once the internal event is received, a TCAP message containing the IN-DSAShadowBind operation is sent to the supplier SDF. This event causes a transition out of this state to State 4, Wait for Bind Result.

State 3: "Bind with RequestShadow"

In this state, an IN-DSAShadowBind result is expected from the supplier SDF. Two events are considered in this state:

(
(E4) SDF_Bind_Error: This is an external event, caused by the failure of the IN-DSAShadowBind operation previously issued to the supplier SDF. An IN-DSAShadowBind error has been returned. This event causes a transition out of this state to State 1, Idle;

(
(E5) SDF_Bind_Success: This is an external event, caused by the reception of an IN‑DSAShadowBind result. This indicates a successful completion of the IN-DSAShadowBind operation previously issued to the supplier SDF. This event causes a transition out of this state to State 6, Wait for RequestShadow Result.

State 4: "Wait for Bind Result"

In this state, an IN-DSAShadowBind result is expected from the supplier SDF. Two events are considered in this state:

(
(E6) SDF_Bind_Error: This is an external event, caused by the failure of the IN-DSAShadowBind operation previously issued to the supplier SDF. An IN-DSAShadowBind error has been returned. This event causes a transition out of this state to State 1, Idle;

(
(E7) SDF_Bind_Success: This is an external event, caused by the successful completion of the IN-DSAShadowBind operation previously issued to the supplier SDF. This event causes a transition out of this state to State 5, SDF Bound.

State 5: "SDF Bound"

In this state, the consumer SDF is ready to send an IN-RequestShadowUpdate operation to the supplier SDF. Two events are considered in this state:

(
(e8) SDF_Unbind: This is an internal event, caused by the need to cancel the "authenticated association" established between the two SDFs (e.g. during a user's release procedure) or causing the issuing of the IN-Unbind operation. This event causes a transition out of this state to State 1, Idle;

(
(e9) Shadow_Request_to_Supplier: This is an internal event, caused by the sending of an IN-RequestShadowUpdate operation to the supplier SDF. This event causes a transition out of this state to State 6, Wait for RequestShadow Result.

State 6: "Wait for RequestShadow Result"

In this state, the consumer SDF has sent an IN-RequestShadowUpdate operation and waits for the answer from the supplier SDF. Three events are considered in this state:

(
(e10) SDF_Unbind: This is an internal event, caused by the need to cancel the "authenticated association" established between the two SDFs (e.g. during a user's release procedure). This event causes a transition out of this state to State 1, Idle;

(
(E11) Failed_Shadow_Request: This is an external event, caused by the reception of an error to the previously issued IN-RequestShadowUpdate operation. This event causes a transition out of this state to State 5, SDF Bound;

(
(E12) Request_Shadow_Result: This is an external event, caused by the reception of the response to the previously issued IN-RequestShadowUpdate operation from the supplier SDF. This event causes a transition out of this state to State 7, Wait for Update.

State 7: "Wait for Update"

In this state, the consumer SDF has received an IN-RequestShadowUpdate result and waits for an IN-UpdateShadow operation from the supplier SDF. Two events are considered in this state:

(
(e13) SDF_Unbind: This is an internal event, caused by the need to cancel the "authenticated association" established between the two SDFs (e.g. during a user's release procedure). This event causes a transition out of this state to State 1, Idle;

(
(E14) Shadow_Update_from_Supplier: This is an external event caused by the reception of an IN-UpdateShadow operation issued from the supplier SDF. This event causes a transition out of this state to State 8, Wait for Update Confirmation.

State 8: "Wait for Update Confirmation"

In this state, the consumer SDF has received an IN-UpdateShadow operation from the supplier SDF and processes to update the copy. Two events are considered in this state:

(
(e15) SDF_Unbind: This is an internal event, caused by the need to cancel the "authenticated association" established between the two SDFs (e.g. during a user's release procedure). This event causes a transition out of this state to State 1, Idle;

–
(e16) Shadow_Updated: This is an internal event, caused by the completion of an IN-UpdateShadow operation and the sending of the response to it. This event causes a transition out of this state to State 5, SDF Bound.
5.3.2
SDF state transition models for chaining

As for the chaining procedure, an SDF can act as a chaining initiator and as a chaining terminator. Therefore, there are two FSMs as described below.

In the following FSMs, the possibility of sending the IN-DSABind operation together with other DSP operations in one TC message is taken into consideration.

5.3.2.1
SDF state transition models for chaining initiation (SDSM-ChI)

The Finite State Machine for an SDFs interaction with another SDF when acting as a chaining initiator is depicted in Figure 8.
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Figure 8/Q.1238.5 ( SDF/SDF chaining initiator finite state machine (SDSM-ChI)
State 1: "Idle"

The only event accepted in this state is:

(
(e1) DSABind_to_SDF: This is an internal event causing the sending of the IN-DSABind operation to the SDSM-ChT. This event causes a transition out of this state to State 2, Wait for Subsequent Requests.

State 2: "Wait for Subsequent Requests"

In this state, subsequent operations to be sent with the IN-DSABind operation (in the same message) to the SDSM-ChT are expected. The following two events are considered in this state:

(
(e2) Request_to_SDF: This is an internal event causing the sending of an operation. It involves one of the following operations: 

•
IN-ChainedSearch;

•
IN-ChainedAddEntry;

•
IN-ChainedRemoveEntry;

•
IN-ChainedModifyEntry;

•
ChainedExecute.


The operation is buffered until the reception of a delimiter (or a timer expiration). This event causes a transition to the same state;

(
(e3) Send_Bind_with_Requests: This is an internal event caused by the reception of a delimiter, that indicates the reception of the last operation to be sent. Once the delimiter is received, a message containing those arguments of the IN-DSABind operation and other operations, if any, are sent to the SDSM-ChT. This event causes a transition out of this state to State 3, Wait for Bind Result.

State 3: "Wait for Bind Result"

In this state, an IN-DSABind request has been sent to the SDSM-ChT. The SDSM-ChT is performing the SDF access control procedures associated with the IN-DSABind operation (e.g. access authentication). Two events are considered in this state:

(
(E4) DSABind_Error: This is an external event caused by the failure of the IN-DSABind operation previously issued to the SDSM-ChT. This event causes a transition out of this state to State 1, Idle;

(
(E5) DSABind_Successful: This is an external event caused by the reception of the IN-DSABind confirmation for the IN-DSABind operation previously issued to the SDSM-ChT. This event causes a transition out of this state to State 4, SDF Bound.

State 4: "SDF Bound"

In this state, the access of the SDSM-ChI to the SDSM-ChT was authorized, chained operations can be sent to the SDSM-ChT, and results of chained operations coming from the SDSM-ChT are accepted. Three events are considered in this state:

(
(e6) DSAUnbind_to_SDF: This is an internal event, causing the sending of the IN-Unbind operation to the SDSM-ChT. The SDF/SDF association is ended and all associated resources are released. This event causes a transition out of this state to State 1, Idle;

(
(E7) Response_from_SDF: This is an external event, caused either by the reception results of the operations previously issued by the SDSM-ChI or reception of a referral from the SDSM-ChT. The SDSM-ChI remains in the same state;

(
(e8) Request_to_SDF: This is an internal event, causing the sending of a chained operation to the SDSM-ChT.


It involves one of the following operations: 

•
IN-ChainedSearch;

•
IN-ChainedAddEntry;

•
IN-ChainedRemoveEntry;

•
IN-ChainedModifyEntry;

•
ChainedExecute.


The SDSM-ChI remains in the same state.

5.3.2.2
SDF state transition models for chaining termination (SDSM-ChT)

The Finite State Machine for an SDFs interaction with another SDF when acting as a chaining terminator is depicted in Figure 9.
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Figure 9/Q.1238.5 ( SDF/SDF chaining terminator finite state machine (SDSM-ChT)
State 1: "Idle"

The only event accepted in this state is:

(
(E1) DSABind_from_SDF: This is an external event caused by the reception of the IN-DSABind operation from an SDSM-ChI. This event causes a transition out of this state to State 2, Bind Pending.

State 2: "Bind Pending"

In this state, an IN-DSABind request has been received from the SDSM-ChI. The SDSM-ChT is performing the SDF access control procedures associated with the IN-DSABind operation (e.g. access authentication). Three events are considered in this state:

(
(e2) DSABind_Error: This is an internal event caused by the failure of the IN-DSABind operation previously issued from the SDSM-ChI. This event causes a transition out of this state to State 1 Idle, and a Bind error is returned to the SDSM-ChI;

(
(E3) Request_from_SDF: This is an external event, caused by the reception of operations before the result from the IN-DSABind operation is determined. 


It involves one of the following operations: 

•
IN-ChainedSearch;

•
IN-ChainedAddEntry;

•
IN-ChainedRemoveEntry;

•
IN-ChainedModifyEntry;

•
ChainedExecute.


The operations are stored and the SDSM-ChT remains in the same state. When a transition occurs to another state, the operations are re-examined as if they had occurred in that state; and

(
(e4) DSABind_Successful: This is an internal event caused by the successful completion of the IN-DSABind operation previously issued from the SDSM-ChI. This event causes a transition out of this state to State 3, SDF Bound.

State 3: "SDF Bound"

In this state, the access of the SDSM-ChI to the SDSM-ChT was authorized and chained operations coming from the SDSM-ChI are accepted. Besides waiting for requests from the SDSM-ChI, the SDSM-ChT can send in this state responses to previously issued operations. Three events are considered in this state:

(
(E5) DSAUnbind_from_SDF: This is an external event, caused by the reception of the IN-Unbind operation from the SDSM-ChI. The SDF/SDF association is ended and all associated resources are released. This event causes a transition out of this state to State 1, Idle;

(
(e6) Response_to_SDF: This is an internal event, caused either by the completion of operations previously issued by the SDSM-ChI or generation of a referral to the SDSM-ChI. Responses/referrals are sent to the SDSM-ChI. The SDSM-ChT remains in the same state;

(
(E7) Request_from_SDF: This is an external event, caused by the reception of a request from the SDSM-ChI. 


It involves one of the following operations: 

•
IN-ChainedSearch;

•
IN-ChainedAddEntry;

•
IN-ChainedRemoveEntry;

•
IN-ChainedModifyEntry;

•
ChainedExecute.


The SDSM-ChT remains in the same state.
6
Detailed Operation Procedure

6.1
ChainedExecute procedure

6.1.1
General description

This operation is used to request remote processing of an Execute operation on behalf of an end user. For a full description of the operation chaining mechanism, refer to ITU-T X.518.

6.1.2
Parameters
6.1.2.1
Argument parameters

The operation argument consists of the following parameters, which are defined in clause 7:
–
in-chainedArgument:
•
originator;

•
targetObject;

•
operationProgress;

•
traceInformation;
•
referenceType;

•
securityParameters;

•
entryOnly;

•
uniqueIdentifier;

•
authenticationLevel;

•
exclusions;

•
operationIdentifier.
–
argument.
This parameter contains the argument parameters of Execute operation which is defined in ITU‑T Q.1238.4.

6.1.2.2
Result parameters

The operation result consists of the following parameters, which are defined in clause 7.

–
in-chainedResult:
•
securityParameters;

•
alreadySearched.
–
result.
This parameter contains the result parameters of Execute operation which is defined in ITU‑T Q.1238.4.

6.1.3
Invoking entity (SDF)

6.1.3.1
Normal procedure

SDF Preconditions

1)
The invoking SDF has received a request to perform a "ChainedExecute" operation for an end user which requires the operation to be chained to a responding SDF for processing.

2)
SDSM-ChI: "SDF Bound" or "Wait for Subsequent Requests".

SDF Postconditions

1)
SDSM-ChI: "SDF Bound".

2)
A response to the request to perform an "ChainedExecute" operation has been received by the invoking SDF.

When the SDSM-ChI is in the state "Wait for Subsequent Requests", this operation causes a transition to the same state. The operation is not sent until the application process indicates with a delimitor. When the delimiter received, the operation is sent to the responding SDF in a message containing a Bind argument. The SDSM-ChI waits for the response from the responding SDF. The reception of the response to the IN-DSABind operation causes a transition of the SDF to the state "SDF Bound" or to the state "Idle". When the SDSM-ChI has moved to state "Idle", the "ChainedExecute" operation was discarded. In the State "SDF Bound", the response of the ChainedExecute operation causes a transition of the SDF to the same state. It may be either the result of the ChainedExecute operation or an error.

When the SDSM-ChI is in the state "SDF Bound", this operation causes a transition to the same state "SDF Bound". The reception of the response to the operation causes a transition of the invoking SDF to the same state "SDF Bound".

6.1.3.2
Error handling

Generic error handling for the operation related errors is described in clause 8 and ITU-T X.518 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.1.4
Responding entity (SDF)

6.1.4.1
Normal procedure

SDF Preconditions

1)
SDSM-ChT: "SDF Bound" or "Bind Pending".

SDF Postconditions

1)
SDSM-ChT "SDF Bound".

When the responding SDF is in the state "Bind Pending", the responding SDF does not proceed with processing the operation until the "IN-DSABind" operation has been successfully executed. It remains in the same state. If the "IN-DSABind" fails then the operation is discarded. If the "IN-DSABind" operation succeeds then the operation is processed by the responding SDF.

When the responding SDF is in the state "SDF Bound", the SDF may process the operation in one of two ways:

1)
if the invoking SDF is located in another network then the responding SDF may "chain" the operation to another SDF within the same network as the responding SDF;

2)
the operation is processed according to the actions described in the above procedure.

After the responding SDF has finished processing the operation, any results or errors from the operation are returned to the invoking SDF.

6.1.4.2
Error handling

Generic error handling for the operation related errors is described in clause 8 and ITU-T X.518 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.2
IN-ChainedAddEntry procedure

6.2.1
General description

This operation is used to request remote processing of an IN-AddEntry operation on behalf of an end user. For a full description of the operation chaining mechanism, refer to ITU-T X.518.

6.2.2
Parameters
6.2.2.1
Argument parameters

The operation argument consists of the following parameters, which are defined in clause 7.

–
in-chainedArgument.

–
argument.
This parameter contains the argument parameters of IN-AddEntry operation which is defined in ITU-T Q.1238.4.

6.2.2.2
Result parameters

The operation result consists of the following parameters, which are defined in clause 7.

–
in-chainedResult.

–
result.
This parameter contains the result parameters of IN-AddEntry operation which is defined in ITU‑T Q.1238.4. 
6.2.3
Invoking entity (SDF)

6.2.3.1
Normal procedure

Refer to the normal procedure of Invoking entity (SDF) in ChainedExecute procedure.

6.2.3.2
Error handling

Generic error handling for the operation related errors is described in clause 8 and ITU-T X.518 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.2.4
Responding entity (SDF)

6.2.4.1
Normal procedure

Refer to the normal procedure of Responding entity (SDF) in ChainedExecute procedure.

6.2.4.2
Error handling

Generic error handling for the operation related errors is described in clause 8 and ITU-T X.518 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.3
IN-ChainedModifyEntry procedure

6.3.1
General description

This operation is used to request remote processing of an IN-ModifyEntry operation on behalf of an end user. For a full description of the operation chaining mechanism, refer to ITU-T X.518.

6.3.2
Parameters
6.3.2.1
Argument parameters

The operation argument consists of the following parameters, which are defined in clause 7.

–
in-chainedArgument.

–
argument.
This parameter contains the argument parameters of IN-ModifyEntry operation which is defined in ITU-T Q.1238.4.

6.3.2.2
Result parameters

The operation result consists of the following parameters, which are defined in clause 7.

–
in-chainedResult.

–
result.
This parameter contains the result parameters of IN-ModifyEntry operation which is defined in ITU‑T Q.1238.4.

6.3.3
Invoking entity (SDF)

6.3.3.1
Normal procedure

Refer to the normal procedure of Invoking entity (SDF) in ChainedExecute procedure.
6.3.3.2
Error handling

Generic error handling for the operation related errors is described in clause 8 and ITU-T X.518 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.3.4
Responding entity (SDF)

6.3.4.1
Normal procedure

Refer to the normal procedure of Responding entity (SDF) in ChainedExecute procedure.

6.3.4.2
Error handling

Generic error handling for the operation related errors is described in clause 8 and ITU-T X.518 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.4
IN-ChainedRemoveEntry procedure

6.4.1
General description

This operation is used to request remote processing of an IN-RemoveEntry operation on behalf of an end user. For a full description of the operation chaining mechanism, refer to ITU-T X.518.

6.4.2
Parameters
6.4.2.1
Argument parameters

The operation argument consists of the following parameters, which are defined in clause 7.

–
in-chainedArgument.

–
argument.
This parameter contains the argument parameters of IN-RemoveEntry operation which is defined in ITU-T Q.1238.4.

The operation result consists of the following parameters, which are defined in clause 7.

–
in-chainedResult.

–
result.
This parameter contains the result parameters of IN-RemoveEntry operation which is defined in ITU-T Q.1238.4. 

6.4.3
Invoking entity (SDF)

6.4.3.1
Normal procedure

Refer to the normal procedure of Invoking entity (SDF) in ChainedExecute procedure.

6.4.3.2
Error handling

Generic error handling for the operation related errors is described in clause 8 and ITU-T X.518 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.4.4
Responding entity (SDF)

6.4.4.1
Normal procedure

Refer to the normal procedure of Responding entity (SDF) in ChainedExecute procedure.
6.4.4.2
Error handling

Generic error handling for the operation related errors is described in clause 8 and ITU-T X.518 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.5
IN-ChainedSearch procedure

6.5.1
General description

This operation is used to request remote processing of an IN-Search operation on behalf of an end user. For a full description of the operation chaining mechanism, refer to ITU-T X.518.

6.5.2
Parameters
6.5.2.1
Argument parameters

The operation argument consists of the following parameters, which are defined in clause 7.

–
in-chainedArgument.

–
argument.
This parameter contains the argument parameters of IN-Search operation which is defined in ITU‑T Q.1238.4.
6.5.2.2
Result parameters

The operation result consists of the following parameters, which are defined in clause 7.

–
in-chainedResult.

–
result.
This parameter contains the result parameters of IN-Search operation which is defined in ITU‑T Q.1238.4.

6.5.3
Invoking entity (SDF)

6.5.3.1
Normal procedure

Refer to the normal procedure of Invoking entity (SDF) in ChainedExecute procedure.

6.5.3.2
Error handling

Generic error handling for the operation related errors is described in clause 8 and ITU-T X.518 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.5.4
Responding entity (SDF)

6.5.4.1
Normal procedure

Refer to the normal procedure of Responding entity (SDF) in ChainedExecute procedure.

6.5.4.2
Error handling

Generic error handling for the operation related errors is described in clause 8 and ITU-T X.518 and the TCAP services that are used for reporting operating errors are described in clause 10.
6.6
IN-CoordinateShadowUpdate procedure

6.6.1
General description

The X.500 "shadowing" operations allow information to be copied between two SDFs. The shadowing operations are also used to maintain this copied information. For each shadowing agreement between a pair of SDFs, one SDF is designated as the supplier of copied information and the other SDF is the consumer. This operation is used by a shadow supplier to indicate the shadowing agreement for which it intends to send updates. For a full description of the "shadowing" operations, refer to ITU-T X.525. 

6.6.2
Parameters
6.6.2.1
Argument parameters

The operation argument consists of the following parameters, which are defined in clause 7.

–
agreementID.

–
lastUpdate.

–
updateStrategy:

•
standard; or
•
other.

–
securityParameters.

6.6.2.2
Result parameters

The operation result consists of the following alternatives, which are defined in clause 7.

–
null; or 
–
information:

•
agreementID;

•
lastUpdate;

•
CommonResults.

6.6.3
Supplier entity (SDF)

6.6.3.1
Normal Procedure 

6.6.3.1.1
CoordinateShadowUpdate sent by itself

SDF Preconditions

1)
SDSM-ShSSi: "SDF Bound".

SDF Postconditions

1)
SDSM-ShSSi: "Wait for Update" in case of success.

2)
SDSM-ShSSi: "SDF Bound" in case of failure.

When the SDSM-ShSSi is in the state "SDF Bound", an internal event causes a transition to the state "Wait for Coordination Result" The reception of the response causes a transition to the state "Wait for Update" if the result of the "IN-CoordinateShadowUpdate" operation is positive. Otherwise the reception of an moves back the SDSM-ShSSi to the state "SDF Bound".

6.6.3.1.2
CordinateShadowUpdate sent with DSAShadowBind 

SDF Preconditions

1)
SDSM-ShSSi: "Wait for Subsequent Requests".

SDF Postconditions

1)
SDSM-ShSSi: "Wait for Update" in case of success.

2)
SDSM-ShSSi: "SDF Bound" in case of failure.

When the SDSM-ShSSi is in the state "Wait for Subsequent Requests", an internal event causes a transition to the state "Bind with Coordinate Shadow". The reception of the delimiter causes a transition to the state "Bind with CoordinateShadow Only". The reception of the response causes a transition to the state "Wait for Coordination Result". If the result of the "IN-CoordinateShadowUpdate" operation is positive, the event causes a transition to the state "Wait for Update". Otherwise the reception of an error moves back the SDSM-ShSSi to the state "SDF Bound".

6.6.3.1.3
CoordinateShadowUpdate sent with DSAShadowBind and UpdateShadow 

SDF Preconditions

1)
SDSM-ShSSi: "Wait for Subsequent Requests".

SDF Postconditions

1)
SDSM-ShSSi: "Wait for Update Confirmation" in case of success.

2)
SDSM-ShSSi: "SDF Bound" in case of failure.

When the SDSM-ShSSi is in the state "Wait for Subsequent Requests ", an internal event causes a transition to the state "Bind with Coordinate Shadow". The subsequent reception of an "IN-UpdateShadow" operation causes a transition to the state "Bind with CoordinateShadow and Update" The reception of the response causes a transition to the state "Bound with Coordinate Shadow Sent". If the result of the "IN-CoordinateShadowUpdate" operation is positive the event causes a transition to the state "Wait for Update Confirmation". Otherwise the reception of an error moves back the SDSM-ShSSi to the state "SDF Bound".

6.6.3.2
Error handling

Generic error handling for the shadowing operations related errors are described in ITU-T X.525 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.6.4
Consumer entity (SDF) 

6.6.4.1
Normal Procedure 

6.6.4.1.1
CoordinateShadowUpdate received by itself

SDF Preconditions

1)
SDSM-ShCSi: "SDF Bound".

SDF Postconditions

1)
SDSM-ShCSi: "Wait for Update" in case of success.

2)
SDSM-ShCSi: "SDF Bound" in case of failure.

The SDF is initially in the state "SDF Bound". After accepting the external event caused by the reception of an "IN-CoordinateShadowUpdate" operation from the supplier SDF, the SDF transits to the state "Wait for Coordination Result". The SDF performs the "IN-CoordinateShadowUpdate" operation according to the contents of the "IN-CoordinateShadowUpdate" argument. Once the SDF has completed the "IN-CoordinateShadowUpdate" operation, the result or error indication is returned 

to the supplier SDF. The SDF returns to the state "SDF Bound" if the IN-CoordinateShadowUpdate fails or to the state "Wait for Update" if the IN-CoordinateShadowUpdate is successful.

6.6.4.1.2
CoordinateShadowUpdate received with DSAShadowBind or DSAShadowBind and UpdateShadow

SDF Preconditions

1)
SDSM-ShCSi: "Wait for Bind Result".

SDF Postconditions

1)
SDSM-ShCSi: "Wait for Update" in case of success.

2)
SDSM-ShCSi: "SDF Bound" in case of failure.

The SDF is initially in the state "Wait for Bind Result" waiting for other operations to be received than the "IN-DSAShadowBind" operation. When receiving the "IN-CoordinateShadowUpdate" operation, a transition to the same state occurs. If the "IN-UpdateShadow" operation is also received, the same transition occurs. The SDF performs the "IN-DSAShadowBind" operation and a transition to the state "SDF Bound" occurs. Since the "IN-CoordinateShadowUpdate" operation has already been received, a transition to the state "Wait for Coordination Result" occurs. Then, the SDF performs the "IN-CoordinateShadowUpdate" operation according to the contents of the "IN-CoordinateShadowUpdate" argument. Once the SDF has completed the "IN-CoordinateShadowUpdate" operation, the result or error indication is returned to the supplier SDF. The SDF returns to the state "SDF Bound" if the "IN-CoordinateShadowUpdate" fails or to the state "Wait for Update" if the "IN-CoordinateShadowUpdate" is successful.

6.6.4.2
Error handling

Generic error handling for the shadowing operations related errors are described in ITU-T X.525 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.7
IN-DSABind procedure

6.7.1
General description

This operation is used by the invoking SDF to create an authenticated association between an invoking SDF and an responding SDF to enable distributed processing of operations on behalf of the end user. It carries the authentication information of the end user if any. For a full description of the X.500 dSABind operation, refer to 11.1/X.518. A full description of distributed operation procedures can be found in ITU-T X.518.

6.7.2
Parameters
6.7.2.1
Argument parameters

The operation argument consists of the following parameters, which are defined in clause 7.

–
Credentials:

•
simple; or

•
strong; or 

•
externalProcedure; or

•
spkm.

–
versions.

6.7.2.2
Result parameters

The operation result consists of the following parameters, which are defined in clause 7.

–
Credentials:

•
simple; or

•
strong; or 

•
externalProcedure; or

•
spkm.

–
versions.

6.7.3
Invoking Entity (SDF)

6.7.3.1
Normal procedure

SDF Preconditions

1)
A request for data access operation from an end user has arrived which needs to be "chained" to a remote SDF for processing and no chaining association exists between the SDFs for the originating end user.

2)
SDSM-ChI: "Idle".

SDF Postconditions

1)
SDSM-ChI: "SDF Bound" in case of success.

2)
SDSM-ChI: "Idle" in case of failure.

3)
A chaining association exists between the invoking SDF and the responding SDF for the end user.

When the SCSM-ChI is in the state "Idle", the SLP can request to send an IN-DSABind operation. This causes a transition to the state "Wait for Subsequent Requests" and other operations are awaited. The SDSM-ChI remains in the state "Wait for Subsequent Requests" and the operation is not sent until the application process indicates with a delimitor. The reception of the delimitor causes a transition to the state "Wait for Bind result". The operation is sent to the responding SDF. The SDSM-SDF waits for the response from the responding SDF. The reception of the response to the IN-DSABind operation previously issued to the responding SDF causes a transition of the invoking SDF to the state "SDF Bound" if the result of the IN-DSABind operation is positive. Otherwise the reception of an error moves back the SDSM-SDF to the state "Idle".

6.7.3.2
Error handling

Generic error handling for the operation related errors is described in clause 8 and ITU-T X.518 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.7.4
Responding Entity (SDF)

6.7.4.1
Normal procedure

SDF Preconditions

1)
SDSM-ChT: "Idle".

SDF Postconditions

1)
SDSM-ChT: "SDF Bound" (success).

2)
SDSM-ChT: "Idle" (failure).

The SDSM-ChT is initially in the state "Idle", an 'IN-DSABind' operation from the invoking SDF is received and a transition to state "Bind Pending" occurs. The responding SDF performs the operation according to the contents of the argument. Once the responding SDF has completed the operation, the result or error indication is returned to the invoking SDF. The responding SDF returns to the state "Idle" if the IN-DSABind fails or to the state "SDF Bound" if the IN-DSABind is successful. Should the IN-DSABind request succeed, the result returned may consist of credentials of the dSABindResult. These credentials allow the user to establish the identity of the Directory. They allow information identifying the responding SDF (that is directly providing the Directory service) to be conveyed to the invoking SDF. The credentials are of the same form as those supplied by the user.

6.7.4.2
Error handling

Generic error handling for the operation related errors is described in clause 8 and ITU-T X.518 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.8
IN-DSAShadowBind procedure

6.8.1
General description

The X.500 "shadowing" operations allow information to be copied between two SDFs. The shadowing operations are also used to maintain this copied information. For each shadowing agreement between a pair of SDFs, one SDF is designated as the supplier of copied information and the other SDF is the consumer. 

These operations are used by cooperating SDFs at the beginning of a particular period of providing copies. For a full description of the "shadowing" operations, refer to ITU-T X.525. 

6.8.2
Parameters
6.8.2.1
Argument parameters

The operation argument consists of the following parameters, which are defined in clause 7.

–
Credentials:

•
simple; or

•
strong; or 

•
externalProcedure or

•
spkm.

–
versions.

6.8.2.2
Result parameters

The operation result consists of the following parameters, which are defined in clause 7.

–
Credentials:

•
simple; or

•
strong; or 

•
externalProcedure; or

•
spkm.

–
versions.

6.8.3
Supplier entity (SDF)

6.8.3.1
Normal procedure 

6.8.3.1.1
Supplier-initiated DSAShadowBind

6.8.3.1.1.1
DSAShadowBind sent by itself

SDF Preconditions

1)
SDSM-ShSSi: "Idle".

SDF Postconditions

1)
SDSM-ShSSi: "SDF Bound" in case of success.

2)
SDSM-ShSSi: "Idle" in case of failure.

When the SDSM-ShSSi is in the state "Idle", an internal event causes a transition to the state "Wait for Subsequent Requests" and other operations are awaited. The sending of the IN-DSAShadowBind is delayed, to allow these subsequent operations to be sent at the same time as the IN-DSAShadowBind. The SDSM-ShSSi remains in the state "Wait for Subsequent Requests" and the operation is not sent until the application process indicates with a delimiter. The reception of the delimiter causes a transition to the state "Wait for Bind Result". The operation is then sent to another SDF (consumer SDF). The reception of the response to the "IN-DSAShadowBind" operation causes a transition to the state "SDF Bound" if the result of the "IN-DSAShadowBind" operation is positive. Otherwise the reception of an error moves back the SDSM-ShSSi to the state "Idle".

6.8.3.1.1.2
DSAShadowBind sent with CoordinateShadowUpdate

SDF Preconditions

1)
SDSM-ShSSi: "Idle".

SDF Postconditions

1)
SDSM-ShSSi: "Wait For Coordination Result" in case of success.

2)
SDSM-ShSSi: "Idle" in case of failure.

When the SDSM-ShSSi is in the state "Idle", an internal event causes a transition to the state "Wait for Subsequent Requests" and other operations are awaited. The sending of the IN-DSAShadowBind is delayed, to allow subsequent operations to be sent at the same time as the IN-DSAShadowBind. The reception of an IN-CoordinateShadowUpdate operation in the "Wait for Subsequent Requests" state causes a transition to the state "Bind with Coordinate Shadow". 

The reception of the delimiter in the "Bind with Coordinate Shadow" state causes a transition to the state "Bind with CoordinateShadow Only". This causes the two operations to be sent simultaneously to another SDF (consumer SDF). The reception of the response to the "IN-DSAShadowBind" operation previously issued to the consumer SDF causes a transition to the state "Wait for Coordination Result" if the result of the "IN-DSAShadowBind" operation is positive. Otherwise the reception of an error moves back the SDSM-ShSSi to the state "Idle".

6.8.3.1.1.3
DSAShadowBind sent with CoordinateShadowUpdate and UpdateShadow

SDF Preconditions

1)
SDSM-ShSSi: "Idle".

SDF Postconditions

1)
SDSM-ShSSi: "Bound with CoordinateShadow Sent" in case of success.

2)
SDSM-ShSSi: "Idle" in case of failure.

When the SDSM-ShSSi is in the state "Idle", an internal event causes a transition to the state "Wait for Subsequent Requests" and other operations are awaited. The sending of the IN-DSAShadowBind is delayed, to allow subsequent operations to be sent at the same time as the IN-DSAShadowBind. The reception of an IN-CoordinateShadowUpdate operation in the "Wait for Subsequent Requests" state causes a transition to the state "Bind with Coordinate Shadow". 

The subsequent reception of an "IN-UpdateShadow" operation causes a transition to the state "Bind with CoordinateShadow and Update". This causes the three operations to be sent simultaneously to another SDF (consumer SDF). The reception of the response to the "IN-DSAShadowBind" operation causes a transition to the state "Bound with Coordinate Shadow Sent" if the result of the "IN-DSAShadowBind" operation is positive. Otherwise the reception of an error moves back the SDSM-ShSCi to the state "Idle".

6.8.3.1.2
Consumer-initiated DSAShadowBind

SDF Preconditions

1)
SDSM-ShSCi: "Idle".

SDF Postconditions

1)
SDSM-ShSCi: "SDF Bound" in case of success.

2)
SDSM-ShSCi: "Idle" in case of failure.

The SDF is initially in the state "Idle" an "IN-DSAShadowBind" operation from the SDF (consumer SDF) is received and a transition to the state "Wait for Bind Result" occurs. The IN-DSAShadowBind operation may be received at the same time as the IN-RequestShadowUpdate operation. In this case, a transition to the same state occurs. The SDF performs the "IN-DSAShadowBind" operation according to the contents of the "IN-DSAShadowBind" argument. Once the SDF has completed the "IN-DSAShadowBind" operation, the result or error indication is returned to the consumer SDF. The SDF returns to the state "Idle" if the "IN-DSAShadowBind" fails or to the state "SDF Bound" if the "IN-DSAShadowBind" is successful.

6.8.3.2
Error handling

Generic error handling for the shadowing operations related errors are described in clause 8 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.8.4
Consumer entity (SDF)

6.8.4.1
Normal procedure 

6.8.4.1.1
Supplier-initiated DSAShadowBind

SDF Preconditions

1)
SDSM-ShCCi: "Idle".

SDF Postconditions

1)
SDSM-ShCCi: "SDF Bound" in case of success.

2)
SDSM-ShCCi: "Idle" in case of failure.

The SDF is initially in the state "Idle", an "IN-DSAShadowBind" operation from the SDF (supplier SDF) is received and a transition to the state "Wait for Bind Result" occurs. The IN-DSAShadowBind operation may be received at the same time as the IN-CoordinateShadowUpdate operation or the IN-CoordinateShadowUpdate and the IN-UpdateShadow operations. In these cases, a transition to the same state occurs once or twice. The SDF performs the "IN-DSAShadowBind" operation according to the contents of the "IN-DSAShadowBind" argument. Once the SDF has completed the "IN-DSAShadowBind" operation, the result or error indication is returned to the 

supplier SDF. The SDF returns to the state "Idle" if the "IN-DSAShadowBind" fails or to the state "SDF Bound" if the "IN-DSAShadowBind" is successful.

6.8.4.1.2
Consumer-initiated DSAShadowBind

6.8.4.1.2.1
DSAShadowBind sent by itself

SDF Preconditions

1)
SDSM-ShCCi: "Idle".

SDF Postconditions

1)
SDSM-ShCCi: "SDF Bound" in case of success.

2)
SDSM-ShCCi: "Idle" in case of failure.

When the SDSM-ShCCi is in the state "Idle" an internal event causes a transition to the state "Wait for Subsequent Requests" and other operations are awaited. The sending of the IN-DSAShadowBind is delayed, to allow these subsequent operations to be sent at the same time as the IN-DSAShadowBind. The SDSM-ShCCi remains in the state "Wait for Subsequent Requests" and the operation is not sent until the application process indicate with a delimiter. The reception of the delimiter causes a transition to the state "Wait for Bind Result". The operation is then sent to another SDF (supplier SDF). The SDSM-ShCCi waits for the response from the supplier SDF. The reception of the response to the "IN-DSAShadowBind" operation causes a transition to the state "SDF Bound" if the result of the "IN-DSAShadowBind" operation is positive. Otherwise the reception of an error moves back the SDSM-ShCCi to the state "Idle".

6.8.4.1.2.2
DSAShadowBind sent with RequestShadowUpdate

SDF Preconditions

1)
SDSM-ShCCi: "Idle".

SDF Postconditions

1)
SDSM-ShCCi: "Wait for RequestShadow Result" in case of success.

2)
SDSM-ShCCi: "Idle" in case of failure.

When the SDSM-ShCCi is in the state "Idle", an internal event causes a transition to the state "Wait for Subsequent Requests" and other operations are awaited. The sending of the IN-DSAShadowBind is delayed, to allow these subsequent operations to be sent at the same time as the IN-DSAShadowBind. The reception of the IN-RequestShadowUpdate in the "Wait for Subsequent Requests" causes a transition to the state "Bind with RequestShadow". The two operations are then sent to another SDF (supplier SDF). The SDSM-ShCCi waits for the response from the supplier SDF. The reception of the response to the "IN-DSAShadowBind" operation previously issued to the supplier SDF causes a transition to the state "Wait for RequestShadow Result" if the result of the "IN-DSAShadowBind" operation is positive. Otherwise the reception of an error moves back the SDSM-ShCCi to the state "Idle".

6.8.4.2
Error handling

Generic error handling for the shadowing operations related errors are described in clause 8 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.9
IN-RequestShadowUpdate procedure

6.9.1
General description

The X.500 "shadowing" operations allow information to be copied between two SDFs. The shadowing operations are also used to maintain this copied information. For each shadowing 

agreement between a pair of SDFs, one SDF is designated as the supplier of copied information and the other SDF is the consumer.

This operation is used by the shadow consumer to request updates from the shadow supplier. For a full description of the "shadowing" operations, refer to ITU-T X.525.

6.9.2
Parameters
6.9.2.1
Argument parameters

The operation argument consists of the following parameters, which are defined in clause 7.

–
agreementID.

–
lastUpdate.

–
requestedStrategy:

•
standard; 
•
other.

–
securityParameters.

6.9.2.2
Result parameters

The operation result consists of the following parameters, which are defined in clause 7.

–
null; or 
–
information:

•
agreementID;

•
lastUpdate;

•
CommonResults.

6.9.3
Supplier entity (SDF)

6.9.3.1
Normal procedure

6.9.3.1.1
RequestShadowUpdate received by itself

SDF Preconditions

1)
SDSM-ShSCi: "SDF Bound".

SDF Postconditions

1)
SDSM-ShSCi: "Wait for Update" in case of success.

2)
SDSM-ShSCi: "SDF Bound" in case of failure.

The SDF is initially in the state "SDF Bound". When an "IN-RequestShadowUpdate" operation from the consumer SDF is received, a transition to the state "Wait for RequestShadow Result" occurs. The SDF performs the "IN-RequestShadowUpdate" operation according to the contents of the "IN-RequestShadowUpdate" argument. Once the SDF has completed the "IN-RequestShadowUpdate" operation, the result or error indication is returned to the consumer SDF. The SDF returns to the state "SDF Bound" if the "IN-RequestShadowUpdate" fails or to the state "Wait for Update" if the "IN-RequestShadowUpdate" is successful.

6.9.3.1.2
RequestShadowUpdate received with DSAShadowBind

SDF Preconditions

1)
SDSM-ShSCi: "Wait for Bind Result".

SDF Postconditions

1)
SDSM-ShSCi: "Wait for Update" in case of success.

2)
SDSM-ShSCi: "SDF Bound" in case of failure.

The SDF is initially in the state "Wait for Bind Result". When receiving the "IN-RequestShadowUpdate" operation, a transition to the same state occurs. The SDF performs the "IN-DSAShadowBind" operation and a transition to the state "SDF Bound" occurs. Since the "IN-RequestShadowUpdate" operation has already been received, a transition to the state "Wait for RequestShadow Result" occurs. Then, the SDF performs the "IN-RequestShadowUpdate" operation according to the contents of the "IN-RequestShadowUpdate" argument. Once the SDF has completed the "IN-RequestShadowUpdate" operation, the result or error indication is returned to the consumer SDF. The SDF returns to the state "SDF Bound" if the "IN-RequestShadowUpdate" fails or to the state "Wait for Update" if the "IN-RequestShadowUpdate" is successful.
6.9.3.2
Error handling

Generic error handling for the shadowing operations related errors are described in ITU-T X.525 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.9.4
Consumer entity (SDF)

6.9.4.1
Normal procedure

6.9.4.1.1
RequestShadowUpdate sent by itself

SDF Preconditions

1)
SDSM-ShCCi: "SDF Bound".

SDF Postconditions

1)
SDSM-ShCCi: "Wait for Update" in case of success.

2)
SDSM-ShCCi: "SDF Bound" in case of failure.

When the SDSM-ShCCi is in the state "SDF Bound", an internal event causes a transition to the state "Wait for RequestShadow Result" and the operation is sent to the supplier SDF. The reception of the response to the "IN-RequestShadowUpdate" operation causes a transition to the state "Wait for Update" if the result of the "IN-RequestShadowUpdate" operation is positive. Otherwise the reception of an error moves back the SDSM-ShCCi to the state "SDF Bound".

6.9.4.1.2
RequestShadowUpdate sent with DSAShadowBind

SDF Preconditions

1)
SDSM-ShCCi: "Wait for Subsequent Requests".

SDF Postconditions

1)
SDSM-ShCCi: "Wait for Update" in case of success.

2)
SDSM-ShCCi: "SDF Bound" in case of failure.

When the SDSM-ShCCi is in the state "Wait for Subsequent Requests ", an internal event causes a transition to the state "Bind with RequestShadow" and the operations are sent to the supplier SDF. When the IN-DSAShadowBind is successful, the event causes a transition to the state "Wait for RequestShadow Result". The reception of the response to the "IN-RequestShadowUpdate" operation causes a transition to the state "Wait for Update" if the result of the "IN-RequestShadowUpdate" operation is positive. Otherwise the reception of an error [(E11) Failed_Shadow_Request] moves the SDSM-ShCCi to the state "SDF Bound".

6.9.4.2
Error handling

Generic error handling for the shadowing operations related errors are described in ITU-T X.525 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.10
IN-Unbind procedure

6.10.1
General description

This operation is used by the SDF at the end of period of shadowing, by the invoking SDF to end an authenticated chaining association between an invoking SDF and a responding SDF on behalf of the end user, or by the SDF to end an authenticated TFC association between an initiating SDF and an responding SDF.

6.10.2
Parameters
6.10.2.1
Argument parameters

None.
6.10.2.2
Result parameters

None.
6.10.3
Inviting entity (SDF in shadowing)
6.10.3.1
Normal procedure 

6.10.3.1.1
Supplier-initiated DSAShadowUnbind

SDF Preconditions

1)
SDSM-ShSSi: "SDF Bound".

2)
SDSM-ShSSi: "Bound with CoordinateShadow Sent".

3)
SDSM-ShSSi: "Wait for Coordination Result".

4)
SDSM-ShSSi: "Wait for Update".

5)
SDSM-ShSSi: "Wait for Update Confirmation".
SDF Postconditions

1)
SDSM-ShSSi: "Idle".

The SDSM-ShSSi has previously initiated a successful "IN-DSAShadowBind" operation to the consumer SDF. It is in either of the states "SDF Bound", "Bound with CoordinateShadow Sent", Wait for Coordination Result", "Wait for Update", or "Wait for Update Confirmation". It determines that the "authenticated association" established between two SDFs is to be terminated and issues an "IN-Unbind" operation that causes the SDSM-ShSSi to transit back to the state "Idle". 

6.10.3.1.2
Consumer-initiated DSAShadowUnbind

SDF Preconditions

1)
SDSM-ShSCi: "SDF Bound".

2)
SDSM-ShSCi: "Wait for RequestShadow Result".

3)
SDSM-ShSCi: "Wait for Update".

4)
SDSM-ShSCi: "Wait for Update Confirmation".

SDF Postconditions

1)
SDSM-ShSCi: "Idle".

An "IN-DSAShadowBind" operation has previously been issued and the SDSM-ShSCi is in either of the states "SDF Bound", "Wait for RequestShadow Result", "Wait for Update", or "Wait for Update Confirmation" waiting for a request/response from the consumer SDF or performing an operation. The reception of the "IN-Unbind" operation causes a transition to the state "Idle".

6.10.3.2
Error handling

This operation does not have operation related errors.

6.10.4
Responding entity (SDF in shadowing) 

6.10.4.1
Normal procedure 

6.10.4.1.1
Supplier-initiated DSAShadowUnbind

SDF Preconditions

1)
SDSM-ShCSi: "SDF Bound".

2)
SDSM-ShCSi: "Wait for Coordination Result".

3)
SDSM-ShCSi: "Wait for Update".

4)
SDSM-ShCSi: "Wait for Update Confirmation".

SDF Postconditions

1)
SDSM-ShCSi: "Idle".

An "IN-DSAShadowBind" operation has previously been issued and the SDSM-ShCSi is in either of the states "SDF Bound", "Wait for Coordination Result", "Wait for Update", or "Wait for Update Confirmation" waiting for a request from the supplier SDF or performing an operation. The reception of the "IN-Unbind" operation causes a transition to the state "Idle".

6.10.4.1.2
Consumer-initiated DSAShadowUnbind

SDF Preconditions

1)
SDSM-ShCCi: "SDF Bound".

2)
SDSM-ShCCi: "Wait for RequestShadow Result".

3)
SDSM-ShCCi: "Wait for Update".

4)
SDSM-ShCCi: "Wait for Update Confirmation".

SDF Postconditions

1)
SDSM-ShCCi: "Idle".

The SDSM-ShCCi has previously initiated a successful "IN-DSAShadowBind" operation to the supplier SDF. It is in either of the states "SDF Bound", "Wait for RequestShadow Result", "Wait for Update", or "Wait for Update Confirmation". It determines that the "authenticated association" established between two SDFs is to be terminated (e.g. during a user's release procedure) and issues an "IN-Unbind" operation that causes the SDSM-ShCCi to transit back to the state "Idle".
6.10.4.2
Error handling
This operation does not have operation related errors.
6.10.5
Invoking entity (SDF in directory access)

6.10.5.1
Normal procedure

SDF Preconditions

1)
An "IN-Unbind" request has been received by the invoking SDF indicating that the end user association which required operation chaining has been released.

2)
SDSM-ChI: "SDF Bound".

SDF Postconditions

1)
SDSM-ChI: "Idle".

The SCSM-ChI has previously initiated a successful IN-DSABind operation to the responding SDF directory. It is in state "SDF Bound". The invoking SDF has received an indication that the authenticated chained access to the responding SDF is to terminated. It issues an IN-Unbind operation that causes the SCSM-ChI to transit back to the state "Idle".

6.10.5.2
Error handling

This operation does not have operation related errors.

6.10.6
Responding entity (SDF in directory access)

6.10.6.1
Normal procedure

SDF Preconditions

1)
SDSM-ChT: "SDF Bound".

SDF Postconditions

1)
SDSM-ChT: "Idle".

An IN-DSABind operation was previously issued and the SDSM-ChT is in State "SDF Bound" waiting for a request from the invoking SDF and/or performing an operation. The reception of the IN-Unbind operation causes a transition to State "Idle".

6.10.6.2
Error handling

The 'IN-Unbind' operation does not have operation related errors.

6.10.7
Invoking Entity (Initiating SDF in traffic flow control)

6.10.7.1
Normal procedure

Initiating SDF Preconditions

1)
Initiating SDME-FSM: "Wait for TFC".

2)
Initiating SDME-FSM: "Wait for BindResult"; or
Initiating SDME-FSM: "Active"

Initiating SDF Postconditions

1)
Initiating SDME-FSM: "Idle".

The initiating SDF determines that the TFC association with to the responding SDF is to be terminated. It issues an internal event [(e6) Unbind] to the initiating SDF which takes the following action:

1) 
The initiating SDME-FSM is in state "Wait for TFC". 
The initiating SDME-FSM transits back to the state "Idle".

2) 
The initiating SDME-FSM is in state "Wait for BindResult" or state "Active".
The initiating SDME-FSM constructs and sends a 'TFCBind' operation to the responding SDF and transits back to the state "Idle".

6.10.7.2
Error handling

This operation does not have operation related errors.

6.10.8
Responding Entity (Responding SDF in traffic flow control)

6.10.8.1
Normal procedure

Responding SDF Preconditions

–
Responding SDME-FSM: "Wait for BindResult"; or
Responding SDME-FSM: "Active".

Responding SDF Postconditions

–
Responding SDME-FSM: "Idle".

A TFCBind operation was previously received and the responding SDME-FSM is in State "Wait for BindResult", waiting for a response from the responding SDME-FSM or in State "Active", performing a TFC operation. The reception of the IN-Unbind operation causes a transition to State "Idle".

6.10.8.2
 Error handling

This operation does not have operation related errors.
6.11
IN-UpdateShadow procedure

6.11.1
General description

The X.500 "shadowing" operations allow information to be copied between two SDFs. The shadowing operations are also used to maintain this copied information. For each shadowing agreement between a pair of SDFs, one SDF is designated as the supplier of copied information and the other SDF is the consumer.

This operation is invoked by the shadow supplier to send copied data to the shadow consumer. This operation must be preceded first by either an IN-CoordinateShadowUpdate or an IN-RequestShadowUpdate operation. For a full description of the "shadowing" operations, refer to ITU‑T X.525.

6.11.2
Parameters
6.11.2.1
Argument parameters

The operation argument consists of the following parameters, which are defined in clause 7.

–
agreementID.

–
updateTime.

–
updateWindow.

–
updatedInfo.

–
securityParameters.

6.11.2.2
Result parameters

The operation result consists of the following parameters, which are defined in clause 7.

–
null; or
–
information:

•
agreementID;

•
lastUpdate;

•
CommonResults.

6.11.3
Supplier entity (SDF)

6.11.3.1
Normal procedure

6.11.3.1.1
Supplier-initiated updateShadow

6.11.3.1.1.1
updateShadow sent by itself

SDF Preconditions

1)
SDSM-ShSSi: "Wait for Update".

SDF Postconditions

1)
SDSM-ShSSi: "SDF Bound".

When the SDSM-ShSSi is in the state "Wait for Update" and a need of updating the shadow exists, an internal event occurs. This causes a transition to the state "Wait for Update Confirmation" and the operation is sent to the consumer SDF. The reception of the response to the "IN-UpdateShadow" operation previously issued to the consumer SDF causes a transition to the state "SDF Bound". The response from the consumer SDF may be either the result of the "IN-UpdateShadow" operation or an error.

6.11.3.1.1.2
updateShadow sent with DSAShadowBind and CoordinateShadowUpdate

SDF Preconditions

1)
SDSM-ShSSi: "Bind with CoordinateShadow".

SDF Postconditions

1)
SDSM-ShSSi: "SDF Bound".

When the SDSM-ShSSi is in the state "Bind with CoordinateShadow" and a need of updating the shadow exists, an internal event occurs. This causes a transition to the state "Bind with CoordinateShadow and Update" and the operation is sent to the consumer SDF with an IN-DSAShadowBind and IN-CoordinateShadowUpdate operation. The reception of the response causes a transition to the state "Bound with Coordinate Shadow Sent". The reception of a coordinateShadowUpdate operation causes a transition to the state "Wait for Update Confirmation". The reception of the response to the "IN-UpdateShadow" operation causes a transition to the state "SDF Bound". The response from the consumer SDF may be either the result of the "IN-UpdateShadow" operation or an error.

6.11.3.1.2
Consumer-initiated updateShadow

6.11.3.1.2.1
updateShadow sent by itself

SDF Preconditions

1)
SDSM-ShSCi: "Wait for Update".

SDF Postconditions
1)
SDSM-ShSCi: "SDF Bound".

When the SDSM-ShSCi is in the state "Wait for Update", an internal event causes a transition to the state "Wait for Update Confirmation" and the operation is sent to the consumer SDF. The reception of the response to the "IN-UpdateShadow" operation causes a transition to the state "SDF Bound". The response from the consumer SDF may be either the result of the "IN-UpdateShadow" operation or an error.

6.11.3.1.2.2
updateShadow sent with RequestShadowUpdate
SDF Preconditions

1)
SDSM-ShSCi: "Wait for RequestShadow Result".

SDF Postconditions
1)
SDSM-ShSCi: "SDF Bound".

When the SDSM-ShSCi is in the state "Wait for RequestShadow Result", an internal event causes a transition to the state "Wait for Update Confirmation". The reception of the response to the "IN-UpdateShadow" operation. The response from the consumer SDF may be either the result of the "IN-UpdateShadow" operation or an error.

6.11.3.2
Error handling

Generic error handling for the shadowing operations related errors are described in ITU-T X.525 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.11.4
Consumer entity (SDF)

6.11.4.1
Normal procedure

6.11.4.1.1
Supplier-initiated UpdateShadow

6.11.4.1.1.1
UpdateShadow received by itself

SDF Preconditions

1)
SDSM-ShCSi: "Wait for Update".

SDF Postconditions

1)
SDSM-ShCSi: "SDF Bound".

The SDF is initially in the state "Wait for Update". After accepting the external event caused by the reception of an "IN-UpdateShadow" operation from the supplier SDF, a transition to the state "Wait for Update Confirmation" occurs. The SDF performs the "IN-UpdateShadow" operation according to the contents of the "IN-UpdateShadow" argument. Once the SDF has completed the "IN-UpdateShadow" operation, the result or error indication is returned to the supplier SDF. The SDF returns to the state "SDF Bound".

6.11.4.1.1.2
UpdateShadow received with DSAShadowBind and CoordinateShadowUpdate

SDF Preconditions

1)
SDSM-ShCSi: "Wait for Bind Result".

SDF Postconditions

1)
SDSM-ShCSi: "SDF Bound".

The SDF is initially in the state "Wait for Bind Result". When receiving the "IN-UpdateShadow" operation after receiving the "IN-CoordinateShadowUpdate" operation, a transition to the same state occurs. The SDF performs the "IN-DSAShadowBind" operation and a transition to the state "SDF Bound" occurs. Since the "IN-CoordinateShadowUpdate" operation has already been received, a transition to the state "Wait for Coordination Result" occurs. Then, the SDF performs the "IN-CoordinateShadowUpdate" operation and a transition to the state "Wait for Update" occurs. Since the "IN-UpdateShadow" operation has also already been received, a transition to the state "Wait for Update Confirmation" occurs. Finally, the SDF performs the "IN-UpdateShadow" operation according to the contents of the "IN-UpdateShadow" argument. Once the SDF has completed the "IN-UpdateShadow" operation, the result or error indication is returned to the supplier SDF. The SDF returns to the state "SDF Bound".

6.11.4.1.2
Consumer-initiated updateShadow

SDF Preconditions

1)
SDSM-ShCCi: "Wait for Update".

SDF Postconditions

1)
SDSM-ShCCi: "SDF Bound".

The SDF is initially in the state "Wait for Update". After accepting the external event (E14) Shadow_Update_from_Supplier caused by the reception of an "IN-UpdateShadow" operation from the supplier SDF, a transition to the state "Wait for Update Confirmation" occurs. The SDF performs the "IN-UpdateShadow" operation according to the contents of the "IN-UpdateShadow" argument. Once the SDF has completed the "IN-UpdateShadow" operation, the result or error indication is returned to the supplier SDF. The SDF returns to the state "SDF Bound".

6.11.4.2
Error handling

Generic error handling for the shadowing operations related errors are described in ITU-T X.525 and the TCAP services that are used for reporting operating errors are described in clause 10.

6.12
TFCBind procedure

6.12.1
General description

The 'TFCBind' operation is used by the SDF to create an association between itself and a responding SDF. Initiating SDSM-FSM is defined in 5.2 and responding SDSM-FSM is defined in 5.3. It carries the authentication information of the initiating SDF if any. For a full description of the DirectoryBind operation, refer to 8.1/X.511.

6.12.1.1
Parameters

Refer to the IN-DirectoryBind procedure because all the parameters of this operation are equivalent to those of the IN-DirectoryBind operation. 
6.12.2
Invoking Entity (initiating SDF)

6.12.2.1
Normal procedure

Initiating SDF Preconditions

1)
Initiating SDME-FSM: "Idle".

Initiating SDF Postconditions

1)
Initiating SDME-FSM: "Active" in case of success.

2)
Initiating SDME-FSM: "Idle" in case of failure.

The initiating SDME-FSM is created when the SDF detects the need to apply traffic flow control (TFC) to a responding SDF and there is no existing SDME-FSM associated with the responding SDF.

Once created, and the initiating SDME-FSM is in the state "Idle", a TFCBind operation can be sent. This causes a transition to the state "Wait for TFC" and other operations are awaited. The initiating SDME-FSM remains in the state "Wait for TFC" until either a sending of the first TFC operation is requested or a delimiter is indicated. Either event causes a transition to the state "Wait for BindResult". The TFCBind operation (and first TFC operation if present) is sent to the responding SDF. The initiating SDME-FSM waits for the response from the responding SDF. 

The reception of the result to the TFCBind operation causes a transition of the initiating SDME-FSM to the state "Active". Otherwise the reception of an error moves the initiating SDME-FSM back to the state "Idle".

6.12.2.2
Error handling

No additional error handling is required for this operation.

6.12.3
Responding Entity (responding SDF)

6.12.3.1
Normal procedure

Responding SDF Preconditions

1)
Responding SDME-FSM: "Idle".

Responding SDF Postconditions

1)
Responding SDME-FSM: "SDF Active" (success).

2)
Responding SDME-FSM: "Idle" (failure).

The reception of a 'TFCBind' operation from a initiating SDF causes the creation of a responding SDME-FSM within the responding SDF. Once the responding SDME-FSM is in the initial state "Idle", it receives the external event (E1) TFCBind and a transition to state "Wait for BindResult" occurs. The responding SDF performs the TFCBind operation according to the contents of the TFCBind argument. Once the responding SDF has completed the 'TFCBind' operation, the result or error indication is returned to the initiating SDF. The responding SDF returns to the state "Idle" if the TFCBind fails or to the state "Active" if the TFCBind is successful. 

6.12.3.2
Error handling

No additional error handling is required for this operation.

6.13
TrafficFlowControl procedure

6.13.1
General description

This operation is used to request the responding SDF to reduce the rate at which specific service requests are sent to the initiating SDF. Initiating SDME-FSM is defined in 5.2 and responding SDME-FSM is defined in 5.3.
6.13.2
Parameters
6.13.2.1
Argument parameters

The operation argument consists of the following parameters, which are defined in clause 7.

–
tfcCriteria.
–
duration.

–
controlType.
–
security.
–
wasChained.

6.13.2.2
Result parameters

None.

6.13.3
Invoking entity (Initiating SDF)

6.13.3.1
Normal procedure

Initiating SDF Preconditions

1)
a)
Initiating SDME-FSM: "Wait for TFC".


b)
Initiating SDME-FSM: "Wait for BindResult"; or

Initiating SDME-FSM: "Active".

2)
The initiating SDME-FSM detects an overload condition persists and traffic flow control has to be initiated at the responding SDF; or
The initiating SDF receives a manually initiated traffic flow control request.

Initiating SDF Postconditions

1)
a)
Initiating SDME-FSM: "Wait for BindResult".


b)
Initiating SDME-FSM: remains in the same state.

A congestion detection and control algorithm monitors the load of initiating SDF resources. After detection of a congestion situation the parameters for the 'TrafficFlowControl' operation are provided.

If the congestion level changes new 'TrafficFlowControl' operations may be sent for active traffic flow controls but with new control values. If no congestion is detected traffic flow control may be removed.

A manual initiated traffic flow control will take prevail over an automatic initiated traffic flow control.

6.13.3.2
 Error handling

Operation related error handling is not applicable, due to class 4 operation.

6.13.4
 Responding entity (Responding SDF)

6.13.4.1
Normal procedure

Responding SDF Preconditions

1)
Responding SDME-FSM: "Wait for BindResult"; or
Responding SDME-FSM: "Active".

Responding SDF Postconditions

1)
Responding SDME-FSM: "Active".

2)
Traffic flow control for tfcCriteria is activated; or
Traffic flow control for tfcCriteria is renewed; or
Traffic flow control for tfcCriteria is removed.

If the responding SDME-FSM is in state "Wait for BindResult" then the incoming 'TrafficFlowControl' operation is stored until the bind process is resolved. If the 'TFCBind' operation succeeds then the 'TrafficFlowControl' operation is processed otherwise it is discarded.

If the responding SDME-FSM is in state "Active" then the incoming 'TrafficFlowControl' operation is processed.

In general, the manuallyInitiated traffic flow control will prevail over automatically initiated.

The traffic flow control process is stopped if the indicated duration equals ZERO.

6.13.4.2
Error handling

Operation related error handling is not applicable, due to class 4 operation.

7
Parameters

7.1
AgreementID
The argument identifies the shadowing agreement as defined in ITU-T X.525.
7.2
Argument

This is a value operation.&Argument and consists of the original SCF-supplied argument, as specified in ITU-T X.511. 

7.3
ControlType
This parameter indicates the reason for activating call gapping.

The definition of this parameter is described in ITU-T Q.1238.2.

7.4
Duration
Duration specifies the total time interval during which call gapping for the specified gap criteria will be active. 

A duration of 0 indicates that gapping is to be removed. 

A duration of (1 indicates an infinite duration.

A duration of (2 indicates a network specific duration.

Other values indicate duration in seconds.
7.5
IN-ChainedArgument

This is a value of ChainingArguments which contains that information, over and above the original SCF-supplied argument, which is needed in order for the performing SDF to carry out the operation. This information type is defined in ITU-T X.518.
–
originator

This conveys the name of the originator of the request unless already specified in the security parameters. If requester is present in IN-CommonArguments, this argument may be omitted.

–
targetObject

This sub-parameter conveys the name of the object whose directory entry is being routed to. The role of this object depends on the particular operation concerned: it may be the object whose entry is to be operated on, or which is to be the base object for a request or sub request involving multiple objects (e.g. ChainedModify). This component can be omitted only if it has the same value as the object or base object parameter in the chained operation, in which case its implied value is that value.
–
operationProgress

This sub-parameter is used to inform the DSA of the progress of the operation, and hence of the role which it is expected to play in its overall performance. Even though direct knowledge references are assumed, this parameter is deemed applicable for IN CS-3 since an SDF to which an operation is chained can still respond with a continuation reference in the chained operation IN-DSAReferral error.
–
traceInformation

This sub-parameter is used to prevent looping among DSAs when chaining is in operation. A DSA adds a new element to trace information prior to chaining an operation to another 

DSA. On being requested to perform an operation, a DSA checks, by examination of the trace information, that the operation has not formed a loop.
(–
aliasDereferenced

This sub-parameter is a boolean value which is used to indicate whether or not one or more alias entries have so far been encountered and dereferenced during the course of distributed name resolution. Since alias entries in IN are just a means to provide an alternative name for an object and therefore should be dereferenced when needed, there is no need for this indicator.)
(–
aliasedRDNs

This sub-parameter indicates how many of the RDNs in the targetObject name have been generated from the aliasedEntryName attributes of one (or more) alias entries. The integer value is set whenever an alias entry is encountered and dereferenced. Since alias entries in IN are just a means to provide an alternative name for an object and therefore should be dereferenced when needed, there is no need for this indicator.)
(–
returnCrossRefs

This sub-parameter is a Boolean value which indicates whether or not knowledge references, used during the course of performing a distributed operation, are requested to be passed back to the initial DSA as cross references, along with a result or referral. Since direct knowledge references are assumed, this parameter is deemed not applicable for IN CS-3.)
–
referenceType

This sub-parameter indicates, to the DSA being asked to perform the operation, what type of knowledge was used to route the request to it. The DSA may therefore be able to detect errors in the knowledge held by the invoker. If such an error is detected it shall be indicated by an IN-ServiceError with the invalidReference problem.
(–
info

This sub-parameter is used to convey DMD-specific (Directory Management Domain) information among DSAs which are involved in the processing of a common request. As the management protocols are not addressed in IN CS-3, this parameter is deemed to be not applicable.)
(–
timeLimit

This sub-parameter, if present, indicates the time by which the operation is to be completed. It is redundant with operation timers of TCAP and is therefore not needed.)
–
securityParameters

This sub-parameter component is specified in ITU-T X.511 | ISO/IEC 9594-3.
–
entryOnly

This sub-parameter is set to TRUE if the original operation was an IN-Search, with the subset argument set to oneLevel and an alias entry was encountered as an immediate subordinate of the baseObject. The DSA which successfully performs name resolution on the targetObject name, shall perform object evaluation on only the named entry.
–
uniqueIdentifier

This sub-parameter is optionally supplied when it is required to confirm the originator name (the originator is the SDF forwarding the request. The UniqueIdentifier element is described in ITU-T X.501 | ISO/IEC 9594-2.

–
authenticationLevel

This sub-parameter is optionally supplied when it is required to indicate the manner in which authentication has been carried out between the SDFs. The AuthenticationLevel element is described in ITU-T X.501 | ISO/IEC 9594-2.
–
exclusions

This sub-parameter has significance only for IN-Search operations; it indicates, if present, which subtrees of entries subordinate to the targetObject shall be excluded from the result of the IN-Search operation.
(–
excludeShadows

This sub-parameter has significance only for Search and List operations; it indicates that the – search shall be applied to entries and not to entry copies. This optional component may be used by a DSA as one way to avoid the receipt of duplicate results. Since direct knowledge references are assumed, this parameter is deemed not applicable for IN CS-3.)
(–
nameResolveOnMaster

This sub-parameter has significance only for Search and List operations; it indicates that the ( search shall be applied to entries and not to entry copies. This optional component may be used by a DSA as one way to avoid the receipt of duplicate results. Since direct knowledge references are assumed, this parameter is deemed not applicable for IN CS-3.)
–
operationIdentifier
7.6
IN-ChainedResult

This is a value of ChainingResults which contains that information, over and above that to be supplied to the originating SCF, which may be needed by previous SDFs in a chain. This information type is defined in ITU-T X.518. 
(–
info
This parameter is used to convey DMD-specific information among DSAs which are involved in the processing of a common request. As the management protocols are not addressed in IN CS-3, this parameter is deemed to be not applicable.)
(–
crossReferences
This parameter is not present in the ChainingResults unless the returnCrossRefs component of the corresponding request had the value TRUE. Since direct knowledge references are assumed, this parameter is deemed not applicable for IN CS-3.)
–
securityParameters
This parameter is specified in ITU-T X.511 | ISO/IEC 9594-3. Its absence is deemed equivalent to there being an empty set of security parameters.
–
alreadySearched
This parameter, if present, indicates which subordinate RDNs immediately subordinate to the targetObject have been processed as a part of an IN-ChainedSearch 
7.7
Information

–
agreementID: refer to AgreementID parameter definition.

–
lastUpdate: refer to LastUpdate parameter definition.

–
CommonResults.

If the result is to be signed, encrypted, or signed and encrypted by the shadow consumer, the SecurityParameters (refer to ITU-T X.511) component of CommonResults (refer to ITU-T X.511) shall 

be included in the result. If the result is not to be signed by the shadow consumer, no information shall be conveyed with the result. 
7.8
LastUpdate
The lastUpdate argument is the time provided by the shadow supplier in the most recent successful update. It shall be absent if there has been no previous successful update for the shadowing agreement, or if the shadow consumer requires a full update even if there have been no changes to the shadowed information, e.g. to recover from errors.
7.9
RequestedStrategy
The requestedStrategy argument identifies the type of update being requested by the shadow consumer.

The shadow consumer may request either an incremental or a total update from the shadow supplier. However, if the shadow consumer requests an incremental update and the shadow supplier determines that it needs to send a total update, it will return a shadowError with problem set to fullUpdateRequired.

7.10
Result

This is a value operation.&Result and consists of the result which is being returned by the performer of this operation, and which is intended to be passed back in the result to the originating SDF. This information is as specified in ITU-T X.511. 
7.11
Security
This is an optional parameter that conveys security related information.

7.12
SecurityParameters
The securityParameters argument is defined in 7.10/X.511. The target parameter value is set to none. The securityParameters argument shall be included if the argument is to be signed, encrypted, or signed and encrypted by the shadow supplier. 

7.13
TfcCriteria
This parameter identifies the criteria for a service to be subject to traffic flow control. It can be set to one of the following sub-parameters:
–
sdf
This sub-parameter indicates that the request for traffic flow control is originating from an SDF. It comprises the following sub-parameter:

–
object
This sub-parameter indicates that the traffic control will be applied when the "object" of an SDF bind request attempt matches those specified in "tfcCriteria".

7.14
UpdatedInfo
The updatedInfo argument provides the information required by the shadow consumer to update its shadowed information. This may be a total copy of the shadowed information or only incremental updates for a set of SDSEs. Although this need not provide a "mirror image" in the shadow consumer of the shadow supplier's information at any particular instant in time, the updates sent must be internally consistent for the replicated area.

For full descriptions, see ITU-T X.525.

–
noRefresh
This sub-parameter indicates that there have been no changes to the shadowed information from the previous instance to the present. This may be used where an IN-UpdateShadow operation must be supplied at a certain interval defined in the shadowing agreement (updateMode), but no modification has actually occurred.

or
–
total
This sub-parameter provides a new instance of the shadowed information. The incremental strategy should be preferably used because it saves signalling.

or
–
incremental
This sub-parameter provides, instead of a complete replacement of the shadowed information, only the changes which have occurred to that shadowed information between lastUpdate in the most recent IN-CoordinateShadowUpdate (or IN-RequestShadowUpdate) request and updateTime in the current IN-UpdateShadow request (or IN-RequestShadowUpdate response).

(or
–
otherStrategy

This sub-parameter provides the ability to send updates by mechanisms outside the scope of the Directory Specification.)

7.15
UpdateStrategy
The updateStrategy argument identifies the update strategy the shadow supplier intends to use for this update. Within the choice of standard, the shadow supplier may select incremental (indicating incremental changes), or total (indicating a complete replacement of the unit of replication). 
7.16
UpdateTime
The updateTime argument is supplied by the shadow supplier. This time is used during the next coordinateShadowUpdate or requestShadowUpdate to ensure that the shadow supplier and shadow consumer have a common view of the shadowed information.

7.17
UpdateWindow
The updateWindow argument, when present, indicates the next window during which the shadow supplier expects to send an update. This parameter is only allowed if the SchedulingParameter of the UpdateMode of the shadowing agreement has the other times parameter set to TRUE.

7.18
WasChained
This is a boolean parameter to indicate if the traffic source node was a relay point used by distributed operations processing. 

8
Errors
This clause defines the error procedures for the SDF-SDF interface. Error descriptions are provided in ITU-T Q.1238.1 and the following subclauses provide operation related error procedures and when relevant, error procedures related to error conditions which are not directly related to the failure of an operation.
8.1
Operation related error procedures

The following subclauses define the generic error handling for the operation related error procedures on the SDF-SDF interface. The errors are defined as operation errors in the ASN.1 operations related description. The TCAP services which are used for reporting operations errors are described in ITU‑T Q.1238.1.

Table 1 provides the list of operations which may return each of the errors used on the SDF-SDF interface.

Table 1/Q.1238.5 ( Operation errors

	Errors
	CEx
	CAdE
	CME
	CRE
	CSe
	CSU
	DSAB
	DSASB
	RSU
	US
	TB

	AttributeError
	X
	X
	X
	
	X
	
	
	
	
	
	

	ExecutionError
	X
	
	
	
	
	
	
	
	
	
	

	IN-DirectoryBindError
	
	
	
	
	
	
	X
	X
	
	
	

	IN-DSAReferral
	X
	X
	X
	X
	X
	
	
	
	
	
	

	NameError
	X
	X
	X
	X
	X
	
	
	
	
	
	

	SecurityError
	X
	X
	X
	X
	X
	
	
	
	
	
	

	ServiceError
	X
	X
	X
	X
	X
	
	
	
	
	
	

	ShadowError
	
	
	
	
	
	X
	
	
	X
	X
	

	TFCBindError
	
	
	
	
	
	
	
	
	
	
	X

	UpdateError
	X
	X
	X
	X
	
	
	
	
	
	
	

	CEx

ChainedExecute

CAdE

IN-ChainedAddEntry

CME

IN-ChainedModifyEntry

CRE

IN-ChainedRemoveEntry

CSe

IN-ChainedSearch

CSU

IN-CoordinateShadowUpdate

DSAB
IN-DSABind

DSASB
IN-DSAShadowBind
RSU

IN-RequestShadowUpdate

US


IN-UpdateShadow

TB


TFCBind


8.1.1
AttributeError

The "AttributeError" error procedure uses the AttributeError defined in ITU-T Q.1238.1. 
8.1.1.1
Operations SDF to SDF

This subclause describes the procedure when the error for an operation invoked from the SDF occurs in another SDF. The relevant operations are described in Table 1.
8.1.1.1.1
Procedures at invoking entity (SDF)

a)
Sending Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause. 

Postcondition:
remain in the same state.

b)
Receiving Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

8.1.1.1.2
Procedures at responding entity (SDF)
This error is reported to the SDF.
a)
Receiving Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
 remain in the same state.

b)
Returning Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

The SDF could not perform the operation due to an attribute problem and therefore sends an Attribute error to the other SDF. After returning the error, no further error treatment is performed.

8.1.2
ExecutionError
The "ExecutionError" error procedure uses the ExecutionError defined in ITU-T Q.1238.1. 
8.1.2.1
Operations SDF to SDF

This subclause describes the procedure when the error for an operation invoked from the SDF occurs in another SDF. The relevant operations are described in Table 1.
8.1.2.1.1
Procedures at invoking entity (SDF)

a)
Sending Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

b)
Receiving Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

8.1.2.1.2
Procedures at responding entity (SDF)
a)
Receiving Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

b)
Returning Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

The SDF could not perform the operation and therefore sends an executionError to the other SDF. After returning the error, no further error treatment is performed.

8.1.3
IN-DirectoryBindError
The "IN-DirectoryBindError" error procedure uses the DirectoryBindError defined in ITU‑T Q.1238.1. 
8.1.3.1
Operations SDF to SDF

This subclause describes the procedure when the error for an operation invoked from the SDF occurs in another SDF. The relevant operations are described in Table 1.

8.1.3.1.1
Procedures at invoking entity (SDF)

a)
Sending Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

b)
Receiving Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

8.1.3.1.2
Procedures at responding entity (SDF)
a)
Receiving Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

b)
Returning Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

The SDF could not perform the operations for security reasons and therefore sends an IN-DirectoryBindError to the other SDF.

8.1.4
IN-DSAReferral
The "IN-DSAReferral" error procedure uses the DSAReferral defined in ITU-T Q.1238.1. 
8.1.4.1
Operations SDF to SDF

This subclause describes the procedure when the error for an operation invoked from the SDF occurs in another SDF. The relevant operations are described in Table 1.
8.1.4.1.1
Procedures at invoking entity (SDF)

a)
Sending Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

b)
Receiving Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

After receiving a DSAReferral error, the SDF can continue to execute the operation by accessing another SDF which is indicated by this error.

8.1.4.1.2
Procedures at responding entity (SDF)
a)
Receiving Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

b)
Returning Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

The SDF could not perform the operation due to a chaining condition and therefore sends a DSAReferral error to another SDF. After returning the error, no further error treatment is performed.

8.1.5
NameError
The "NameError" error procedure uses the NameError defined in ITU-T Q.1238.1. 
8.1.5.1
Operations SDF to SDF

This subclause describes the procedure when the error for an operation invoked from the SDF occurs in another SDF. The relevant operations are described in Table 1.

8.1.5.1.1
Procedures at invoking entity (SDF)

a)
Sending Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

b)
Receiving Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

8.1.5.1.2
Procedures at responding entity (SDF)
a)
Receiving Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

b)
Returning Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

The SDF could not perform the operation due to a name problem and therefore sends an Name error to the other SDF. After returning the error, no further error treatment is performed.

8.1.6
SecurityError
The "SecurityError" error procedure uses the SecurityError defined in ITU-T Q.1238.1. 
8.1.6.1
Operations SDF to SDF

This subclause describes the procedure when the error for an operation invoked from the SDF occurs in another SDF. The relevant operations are described in Table 1.
8.1.6.1.1
Procedures at invoking entity (SDF)

a)
Sending Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

b)
Receiving Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

8.1.6.1.2
Procedures at responding entity (SDF)
a)
Receiving Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

b)
Returning Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

The SDF could not perform the operation for security reasons and therefore sends a Security error to the other SDF. After returning the error, no further error treatment is performed.

8.1.7
ServiceError
The "ServiceError" error procedure uses the ServiceError defined in ITU-T Q.1238.1. 
8.1.7.1
Operations SDF to SDF

This subclause describes the procedure when the error for an operation invoked from the SDF occurs in another SDF. The relevant operations are described in Table 1.

8.1.7.1.1
Procedures at invoking entity (SDF)

a)
Sending Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

b)
Receiving Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

8.1.7.1.2
Procedures at responding entity (SDF)
a)
Receiving Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

b)
Returning Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

The SDF could not perform the operation due to a service related problem and sends a Service error to the other SDF. After returning the error, no further error treatment is performed.

8.1.8
ShadowError
The "ShadowError" error procedure uses the ShadowError defined in ITU-T Q.1238.1. 
8.1.8.1
Operations SDF to SDF

This subclause describes the procedure when the error for an operation invoked from the SDF occurs in another SDF. The relevant operations are described in Table 1.

8.1.8.1.1
Procedures at invoking entity (SDF)

a)
Sending Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

b)
Receiving Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

After receiving or returning the error, no further error treatment is performed.

8.1.8.1.2
Procedures at responding entity (SDF)
a)
Receiving Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

b)
Returning Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

After receiving or returning the error, no further error treatment is performed.

8.1.9
TFCBindError
The "TFCBindError" error procedure uses the TfcBindError defined in ITU-T Q.1238.1. 
8.1.9.1
Operations SDF to invoking SDF

This subclause describes the procedure when the error for an operation invoked from the SDF occurs in the other SDF. The relevant operations are described in Table 1.

8.1.9.1.1
Procedures at invoking entity (SDF)

a)
Sending Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
refer to the relevant "Operation procedures SDF – postcondition" clause.

b)
Receiving Error
Precondition:
refer to the relevant "Operation procedures SDF – postcondition" clause.

Postcondition:
SDME FSM state 1: Idle.

The traffic flow control association should be terminated.

8.1.9.1.2
Procedures at responding entity (SDF)

Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause 

Postcondition:
SDME FSM state 1: Idle
The SDF could not perform the operation and therefore sends a TFCBindError to the other SDF. After returning the error, no further error treatment is performed.

8.1.10
UpdateError
The "UpdateError" error procedure uses the UpdateError defined in ITU-T Q.1238.1. 
8.1.10.1
Operations SDF to SDF

This subclause describes the procedure when the error for an operation invoked from the SDF occurs in another SDF. The relevant operations are described in Table 1.

8.1.10.1.1
Procedures at invoking entity (SDF)

a)
Sending Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.
b)
Receiving Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

8.1.10.1.2
Procedures at responding entity (SDF)
a)
Receiving Operation
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

b)
Returning Error
Precondition:
refer to the relevant "Operation procedures SDF – precondition" clause.

Postcondition:
remain in the same state.

The SDF could not perform the operation due to a problem related to the addition, deletion or modification of information and sends an Update error to the other SDF. After returning the error, no further error treatment is performed.

9
ASN.1 definitions

The ASN.1 definitions are available as an electronic attachment to this Recommendation.

10
Service assumed from TCAP
10.1
Normal procedures
Common procedures are described in ITU-T Q.1238.1.

10.2
Abnormal procedures
Common procedures are described in ITU-T Q.1238.1.
10.3
Dialogue handling
Common procedures are described in ITU-T Q.1238.1.

10.3.1
Dialogue establishment
Common procedures are described in ITU-T Q.1238.1.

10.3.2
Dialogue continuation
Common procedures are described in ITU-T Q.1238.1.

10.3.3
Dialogue termination
Common procedures are described in ITU-T Q.1238.1.

10.3.4
User abort

If the SESE is included in the application context, and an SE-U-ABORT is required, then the SE‑U‑ABORT is mapped to the TC-U-ABORT primitive.

10.3.5
Provider abort

If the SESE is included in the application context, and an SE-P-ABORT is required, then the SE‑P‑ABORT is mapped to the TC-U-ABORT primitive.

10.3.6
Mapping to TC dialogue primitives

The DSP and DISP can be mapped onto TC services. This clause defines the mapping of the IN‑DSABind, IN-DSAShadowBind and IN-Unbind services onto the services of the TC dialogue handling services defined in ITU-T Q.771. 

The IN-DirectoryBind service in mapped onto TC-services as follows:

a)
The TC-BEGIN service is used to invoke the DSAShadowBind and DSABind operations.

b)
The TC-CONTINUE service is used to report the success of the IN-DSAShadowBind and IN-DSABind operations.

c)
The TC-U-ABORT service is used to report the failure of the IN-DSAShadowBind and IN-DSABind operations.

The mapping of parameters onto the TC Dialogue services is as follows:

The use of parameters of the TC-BEGIN service is defined in ITU-T Q.1238.1 with the following qualifications:

–
The Application Context Name parameter of the TC-BEGIN service shall take the value of the application-context-name field of the inDirectorySystemAC or inShadowSupplierInitiatedAC or inShadowConsumerInitiatedAC object.

–
The User Information parameter of the TC-BEGIN service shall contain a value of type EXTERNAL which depends on the value of the Application Context being used.


If the Application Context being used is inDirectorySystemAC then the User Information parameter shall contain an EXTERNAL Type with the direct-reference field, if present, set to id-as-indirectoryDSABindingAS and the value to be encoded shall be of type DSABinding-PDUs.bind.bind-invoke.


If the Application Context being used is inShadowSupplierInitiatedAC or inShadowConsumerInitiatedAC then the User Information parameter shall contain an EXTERNAL Type with the direct-reference field, if present, set to id-as-indsaShadowBindingAS and the value to be encoded shall be of type DISBinding-PDUs.bind.bind-invoke.

The use of parameters of the TC-CONTINUE service is defined in ITU-T Q.1238.1 with the following qualifications:

–
The Dialogue Id parameter of the TC-CONTINUE service shall be used as specified in ITU‑T Q.771.

–
The User Information parameter of the first TC-CONTINUE service shall contain a value of type EXTERNAL which depends on the value of the Application Context being used.


If the Application Context being used is inDirectorySystemAC then the User Information parameter shall contain an EXTERNAL Type with the direct-reference field, if present, set to id-as-indirectoryDSABindingAS and the value to be encoded shall be of type DSABinding-PDUs.bind.bind-result.


If the Application Context being used is inShadowSupplierInitiatedAC or inShadowConsumerInitiatedAC then the User Information parameter shall contain an EXTERNAL Type with the direct-reference field, if present, set to id-as-indsaShadowBindingAS and the value to be encoded shall be of type DISPBinding-PDUs.bind.bind-result.

The use of parameters of the TC-U-ABORT service is defined in Q.1238.1 with the following qualifications:

–
The Dialogue Id parameter of the TC-U-ABORT service shall be used as specified in ITU‑T Q.1238.1. 

–
The Application-Context-Name parameter of the TC-U-ABORT service shall be used as specified in ITU-T Q.771. When the SDF refuses a dialogue because the application-context-name it receives is not supported, this parameter shall have the value of the application-context-name field of the inDirectorySystemAC or inShadowSupplierInitiatedAC or inShadowConsumerInitiatedAC object.

–
When the TC-U-ABORT is reporting the failure of a bind operation, i.e. the abort reason parameter has the value "dialogue-refused", the User Information parameter of the 
TC-U-ABORT service shall contain a value of type EXTERNAL which depends on the value of the Application Context being used.


If the Application Context being used is inDirectorySystemAC then the User Information parameter shall contain an EXTERNAL Type with the direct-reference field, if present, set to id-as-indirectoryDSABindingAS and the value to be encoded shall be of type DSABinding-PDUs.bind.bind-error.


If the Application Context being used is inShadowSupplierInitiatedAC or inShadowConsumerInitiatedAC then the User Information parameter shall contain an EXTERNAL Type with the direct-reference field, if present, set to id-as-indsaShadowBindingAS and the value to be encoded shall be of type DISPBinding-PDUs.bind.bind-error.


Otherwise it shall be absent.

The IN-Unbind service is mapped onto the TC-END service. The use of the parameters of the TC‑END service is defined in ITU-T Q.1238.1.

The SETransfer service is mapped onto TC-services is the same as for the other services except:

–
If the SESE is included in the application context, the User Information parameter of the TC-CONTINUE service shall contain a value of type seItem.

10.4
Component handling

10.4.1
Procedures for INAP operations
Common procedures are described in ITU-T Q.1238.1.
10.4.2
Mapping to TC component parameters

The Directory ASE services are mapped onto the TC component handling services. The mapping of operations and errors onto TC services is defined in ITU-T Q.1238 1.
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