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Introduction

This introduction is not part of IEEE Std 802.21-2012, IEEE Standard for Local and metropolitan area networks—
Part 21: Media Independent Handover Service—Amendment 1: Security Extensions to Media Independent

Handover Services and Protocol.

This amendment specifies the extensions to IEEE Std 802.21-2008 for security mechanisms to protect media
independent handover services and mechanisms to use Media Independent Handover (MIH) to assist
proactive authentications to reduce the latency due to media access authentication and key establishment

with the target network.
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1. Overview

1.3 General
Change the list in 1.3 as follows:

The following items are not within the scope of this standard:

— Intra-technology handover [except for handovers across extended service sets (ESSs) in case of
IEEE 802.11]

— Handover policy

— Seeurity-meehanisms Media specific protection mechanisms

— Enhancements specific to particular link-layer technologies that are required to support this standard
(they will be carried out by those link-layer technology standards)

— Higher layer (layer 3 and above) enhancements that are required to support this standard

2. Normative references

Insert the following normative references into Clause 2 in alphabetical order:
FIPS 198, The Keyed-Hash Message Authentication Code (HMAC).?

IETF RFC 2409 (1998) The Internet Key Exchange (IKE).3

IETF RFC 3748 (2004) Extensible Authentication Protocol (EAP).

IETF RFC 4302 (2005), IP Authentication Header.

IETF RFC 4303 (2005), IP Encapsulating Security Payload.

IETF RFC 4306 (2005), The Internet Key Exchange (IKEv2) Protocol.

IETF RFC 4347 (2006), Datagram Transport Layer Protocol.

IETF RFC 5246 (2008), The Transport Layer Security (TLS) Protocol Version 1.2.
IETF RFC 5296 (2008), EAP Extensions for EAP Re-authentication Protocol (ERP).
NIST SP 800-38A, Recommendation for Block Cipher Modes of Operation.4

NIST SP 800-38B, Recommendation for Block Cipher Modes of Operation—The CMAC Mode for
Authentication.

NIST SP 800-38C, Recommendation for Block Cipher Modes of Operation—The CCM Mode for
Confidentiality and Authentication.

NIST SP 800-108, Recommendation for Key Derivation Using Pseudorandom Functions.

2FIPS publications are made availble at: http://csrc.nist.gov/publications/PubsFIPS.html.
3IETF RFCs are available from the Internet Engineering Task Force website at http://www.ietf.org/rfc.html.
4NIST publications are available from the National Institute of Standards and Technology (http://www.nist.gov/).
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3. Definitions
Insert the following definitions in alphabetically order:

authenticated encryption: An algorithm to convert plaintext data to ciphertext and generate a message
authentication code with a cryptographic key as a parameter to provide confidentiality, integrity, and authen-
ticity of the data. See also: encryption; MIC algorithm.

authentication process: A process to assure that the claimed identity belongs to the entity. It is also called
entity authentication. In this standard, an access authentication is an entity authentication with the identity
used to access a specific network or a media independent handover (MIH) service.

authentication server: A server used for authentication purposes. When EAP is used as an authentication
protocol, the authentication server is an EAP server.

authenticator: A network entity to execute EAP with a mobile node called a peer. An authenticator can use
a backend server to conduct EAP execution. Syn: EAP authenticator.

candidate authenticator: An authenticator that is associated with a candidate PoA.
candidate network: A network that is a potential target to the MN's movement
candidate PoS: A potential PoS that can serve the MNs after movement.

decryption: An algorithm to convert ciphertext of data to plaintext with a cryptographic key as a parameter.
It is an inverse operation of encryption.

EAP authenticator: See: authenticator.
EAP peer: The entity that responds to the EAP authenticator.

EAP Re-authentication: An authentication protocol using a key established in a previous EAP execution as
defined in IETF RFC 5296.°

EAP Server: The entity that terminates the EAP execution with the EAP peer. In the case where no back-
end authentication server is used, the EAP server is a part of the EAP authenticator. In the case where a
backend authentication server is used, the EAP server is located on the backend authentication server.

encryption: An algorithm to convert plaintext data to ciphertext to provide confidentiality with a crypto-
graphic key as a parameter.

extensible authentication protocol (EAP): An access authentication framework specified in IETF RFC
3748. It can support different authentication methods, called EAP methods.

media specific authentication server: An authentication server used for media specific access
authentication.

media specific authenticator: An authenticator used for a media specific network access authentication.

SInformation on normative references can be found in Clause 2.
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media specific network access authentication: An authentication protocol for media access purpose
specified for a specific media access. It may establish keys to be used in media specific protection
mechanisms.

media specific protection mechanism: A mechanism that is applied to media specific layers to protect the
data traffic using an encryption algorithm, an integrity protection algorithm, an authenticated encryption
algorithm, or a combination of an encryption algorithm and an integrity protection algorithm.

message authentication code (a.k.a. message integrity code): A data string generated over a message with
a symmetric key by an algorithm, called message authentication code algorithm. It is used to verify the
integrity of the message and to authenticate the origin of the message.

message authentication code algorithm: An algorithm to generate a message authentication code on a data
message with a symmetric key to provide integrity protection and message origination authentication. See:
message authentication code.

message integrity code (MIC): See: message authentication code.

MIH security association (SA): An MIH security association is a set of cryptographic attributes established
between the peer MIH entities for protecting MIH messages at the MIH protocol layer. An MIH SA is
established via TLS handshake or EAP execution, where both the TLS handshake and EAP execution take
place over the MIH protocol. When an MIH SA is established via TLS handshake, the TLS master key and
its child keys, TLS random values and the TLS cipher suite negotiated in the TLS handshake are a part of the
MIH SA. When an MIH SA is established via EAP execution, an MSK or rMSK and its child keys, MIH
random values and the MIH cipher suite negotiated between the peer MIH entities are associated with the
MIH SA.

MIH service access authentication: An authentication process that authorizes the access to media indepen-
dent services.

MIH service access authentication server: An authentication server used to execute the MIH service
access authentication. See: authentication server.

proactive authentication: A media specific authentication with the candidate network(s) executed prior to a
handover to one of the candidate networks.

protection mechanisms for MIH messages: A protection mechanism that is applied to MIH PDU using an
encryption algorithm, an integrity protection algorithm, an authenticated encryption algorithm, or a combi-
nation of an encryption algorithm and an integrity protection algorithm.

serving authenticator: The authenticator which is associated with the serving PoA.

serving PoS: An MIH PoS that is currently providing the MIH services to the mobile node.

Security association identifier (SAID): An identifier of an MIH security association. When an SA is estab-
lished through TLS, it is the TLS session ID. When an SA is generated through an EAP execution, it is
assigned by the authenticator and the ID value is an octet string unique for a pair of MIH functions.

Change definition 3.17 media independent handover point of service (MIH PoS) as follows:

3.17 media independent handover point of service (MIH PoS): Network-side MIHF instance that
exchanges MIH messages with an MN-based MIHF. The same MIH Network Entity includes an MIH PoS

for each MIH-enabled mobile node with which it exchanges MIH messages. A single MIH PoS can host
more than one MIH service. The same MIH Network Entity can include multiple MIH Points of Service that
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can provide different combinations of MIH services to the respective mobile nodes based on subscription or
roaming conditions. Note that for a network entity comprising multiple interfaces, the notion of MIH PoS is
associated with the network entity itself and not with just one of its interfaces. For MIH service access
authentication, a PoS serves as an authenticator. Moreover, when a service access authentication establishes
keys for proactive authentication, a PoS provides key distribution service for media specific authenticators.

4. Abbreviations and acronyms

Insert the following abbreviations and acronyms in alphabetical order:

AES advanced encryption standard

AS authentication server

CBC cipher block chaining

CCM counter with CBC message authentication code
DTLS datagram transport layer security

EAP extensible authentication protocol

ERP EAP Re-authentication Protocol

HMAC keyed-hash message authentication code
v Initialization vector

MIAK media independent authentication key
MIC message integrity code

MIEK media independent encryption key
MIIK media independent integrity key

MISK media independent session key

MSA media specific authenticator

MSK master session key

MSPMK media specific pairwise master key
MSRK media specific root key

PRF pseudorandom function

rMSK re-authentication master session key

SA security association

SAID security association identifier

SHA secure hash algorithm

TLS transport layer security

TLV Type Length Value (a form of encoding, or an item encoded

using that encoding)

5. General architecture

5.1 Introduction
Insert new 5.1.9 after 5.1.8 as follows:
5.1.9 Proactive authentication and key establishment

This standard provides mechanisms for a mobile node to conduct a proactive authentication and key
establishment with the candidate authenticator(s) and PoA(s). The proactive authentication is conducted
through media specific network access authentication where authentication messages are exchanged
between authentication end-points via a PoS. The MIH protocol is used for encapsulating the authentication
messages between the MN and the PoS. A successful proactive authentication and key establishment allow a
PoA in the target network to obtain a key(s) to protect the communication link between the mobile node and
the PoA after the handover.
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6. MIH service

6.2 Service management

6.2.1 General

M

Change list after first paragraph as follows:

EDIA INDEPENDENT HANDORVER SERVICES—AMENDMENT 1

Prior to providing the MIH services from one MIHF to another, the MIH entities need to be configured
properly. This is done through the following service management functions:

—  MIH capability discovery
— MIH registration

— MIH service access authentication

— MIH event subscription

6.2.2 Service management primitives

Insert new rows after last row in Table 3 as follows:

Table 3—Service management primitives

Service management (L)ocal Defined Comments
parameters (R)emote in
MIH_ Push Key L,R 7.4.27 Install a key in a remote PoA
MIH LL Auth L,R 7.4.28 Carry out a proactive authentication over MIH between
the MN and the PoS using link layer frames.

6.5 Media independent event service

6.5.4 Information elements

Insert information elements in Table 10 as follows:

Table 10—Information elelments

Name of information elements

Description Data type

PoA-speci

fic information elements

IE_ AUTHENTICATOR_LINK_ADDR

An L2 address of the authenticator, LINK ADDR
which serves the PoA

PoA-specific higher

layer service information elements

IE_ AUTHENTICATOR _IP_ADDR

The IP address of the authenticator, IP_ADDR
which serves the PoA.

IE_PoS_IP_ADDR

PoS’s IP address. IP_ADDR
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7. Service access point (SAP) and primitives

7.4 MIH_SAP primitives

7.4.1 MIH_Capability_Discover

7.4.1.1 MIH_Capability_Discover.request

7.4.1.1.2 Semantics of service primitives

Change text as follows:

MIH_Capability Discover.request (
Destinationldentifier,
LinkAddressList,
SupportedMihEventList,

SupportedMihCommandList,
SupportedIsQueryTypeList,

SupportedTransportList,
MBBHandoverSupport,
SupportedSecurityCapList
)
Insert the following parameters:
Parameters:
Name Data type Description
SupportedSecurityCapList MIH_SEC _CAP (Optional) List of supported MIH
security capabilities on the local
MIHF.

7.4.1.2 MIH_Capability_Discover.indication
7.4.1.2.2 Semantics of service primitive
Change text as follows:

MIH_Capability Discover.indication (
Sourceldentifier,
LinkAddressList,
SupportedMihEventList,
SupportedMihCommandList,
SupportedIsQueryTypeList,
SupportedTransportList,
MBBHandoverSupport,
SupportedSecurityCapList

)
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Insert the following parameters:

Parameters:

MEDIA INDEPENDENT HANDORVER SERVICES—AMENDMENT 1

Name

Data type

Description

SupportedSecurityCapList

MIH_SEC_CAP

MIHF.

(Optional) List of supported MIH
security capabilities on the remote

7.4.1.3 MIH_Capability_Discover.response

7.4.1.3.2 Semantics of service primitive

Change text as follows:

MIH_Capability Discover.response(

Insert the following parameters:

Parameters:

Destinationldentifier,

Status,

LinkAddressList,
SupportedMihEventList,
SupportedMihCommandList,
SupportedIsQueryTypeList,
SupportedTransportList,
MBBHandoverSupport,
SupportedSecurityCapList

)

Name

Data type

Description

SupportedSecurityCapList

MIH_SEC_CAP

MIHF.

(Optional) List of supported MIH
security capabilities on the local

7.4.1.4 MIH_Capability_Discover.confirm

7.4.1.4.2 Semantics of service primitive

Change text as follows:

MIH_Capability Discover.confirm(

Sourceldentifier,

Status,

LinkAddressList,
SupportedMihEventList,
SupportedMihCommandList,
SupportedIsQueryTypeList,
SupportedTransportList,
MBBHandoverSupport,
SupportedSecurityCapList

)
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Insert the following parameters:

Parameters:

IEEE Std 802.21a-2012

Name

Data type

Description

SupportedSecurityCapList

MIH_SEC_CAP

MIHF.

(Optional) List of supported MIH
security capabilities on the remote

7.417 MIH_Net_HO_Candidate_Query

7.4.17.2 MIH_Net_HO_Candidate_Query.request

7.4.17.2.2 Semantics of service primitive

Change the following text as follows:

MIH_Net HO_Candidate.Query.request (

Insert the following parameters:

Parameters

Destinationldentifier,
SuggestedNewLinkList,
SuggestedCandidate AuthenticatorList

QueryResourceReportFlag
)

Name

Data type

Description

SuggestedCandidate Authenticator-

LIST(LINK_AUTHENTICATOR
List _LIST)

PoAs.

List of media specific authenticator’s
addresses for the suggested candidate

7.4.17.3 MIH_Net_HO_Candidate_Query.indication

7.4.17.3.2 Semantics of service primitive

Change text as follows:

MIH_Net HO_Candidate.Query.indication (

Copyright © 2012 IEEE. All rights reserved.
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Insert the following parameter:

Parameters

Name Data type Description
SuggestedCandidateAuthenticator- | LIST(LINK AUTHENTICATOR | List of media specific authentica-
List _LIST) tor’s addresses for the suggested

candidate PoAs.

7.4.17.4 MIH_Net_HO_Candidate_Query.response
7.4.17.4.1 Function

7.4.17.4.2 Semantics of service primitive

Change text as follows:

MIH_Net HO_Candidate.Query.response(
Destinationldentifier,
Status,
SourceLinkIdentifier,
HandoverStatus,
PreferedLinkList,
PreferredCandidate AuthenticatorList

)

Insert the following parameter:

Parameter

Name Data type Description

PreferredCandidate Authenticator- | LIST(LINK AUTHENTICATOR | List of the corresponding media
List _LIST) specific authenticator’s addresses
for the preferred candidate PoAs.

7.4.17.5 MIH_Net_HO_Candidate_Query.confirm
7.4.17.5.2 Semantics of service primitive
Change text as follows:

MIH Net HO Candidate.Query.confirm(
Sourceldentifier,
Status,
SourceLinkIdentifier,
HandoverStatus,
PreferedLinkList,
PreferredCandidate AuthenticatorList

)
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Insert the following parameter:

Parameter

Name Data type Description

PreferredCandidate Authenticator- LIST(LINK_AUTHENTICATOR | List of the corresponding media
List _LIST) specific authenticator’s addresses
for the preferred candidate PoAs.

7.4.18 MIH_MN_HO_Candidate_Query
7.4.18.1 MIH_MN_HO_Candidate_Query.request
7.4.18.1.2 Semantics of service primitive

Change the following text as indicated as follows:

MIH _MN HO Candidate.Query.request(
Destinationldentifier,
SourceLinkIdentifier,
CandidateLinkList,
QoSResourceRequirements,
IPConfigurationMethods,

DHCPServerAddress,
FAAddress
AccessRouteAddress,
CandidateAuthenticatorList
)
Insert the following parameter as follows:
Parameter
Name Data type Description
CandidateAuthenticatorList LIST(LINK_AUTHENTICATOR | List of the corresponding media
_LIST) specific authenticator’s addresses
for the candidate PoAs.

7.4.18.2 MIH_MN_HO_Candidate_Query.indication
7.4.18.2.2 Semantics of service primitive
Change the following text as follows:

MIH_MN HO Candidate.Query.indication(
Destinationldentifier,
SourceLinklIdentifier,
CandidateLinkList,
QoSResourceRequirements,
IPConfigurationMethods,
DHCPServerAddress,
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FAAddress
AccessRouteAddress,
Candidate AuthenticatorList
)
Insert the following parameter as follows:
Parameter
Name Data type Description

CandidateAuthenticatorList LIST(LINK_AUTHENTICATOR

_LIST)

List of the corresponding media
specific authenticator’s addresses
for the candidate PoAs.

7.4.18.3 MIH_MN_HO_Candidate_Query.response
7.4.18.3.2 Semantics of service primitive

Change the following text as follows:

MIH MN HO Candidate Query.response(
Destinationldentifier,
Status,
SourceLinkIdentifier,
HandoverStatus,

PreferedCandidateLinkList,
PreferredCandidate AuthenticatorList

)

Insert the following parameter:

Parameter

Name Data type

Description

PreferredCandidate Authenticator- | LIST(LINK AUTHENTICATOR
List _LIST)

List of the corresponding media
specific authenticator’s addresses
for the preferred candidate PoAs.

7.4.18.4 MIH_MN_HO_Candidate_Query.confirm
7.4.18.4.2 Semantics of service primitive

Change the following text as follows:

MIH _MN_ HO_Candidate Query.confirm(
Destinationldentifier,
Status,
SourceLinkIdentifier,
HandoverStatus,

PreferedCandidateLinkList,
PreferredCandidate AuthenticatorList

)

12
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Insert the following parameter:

Parameter

Name Data type Description

PreferredCandidateAuthenticator- | LIST(LINK AUTHENTICATOR | List of the corresponding media
List _LIST) specific authenticator’s address for
the preferred candidate PoAs.

Insert new subclauses (7.4.27 and 7.4.28) as follows:

7.4.27 MIH_Push_Key

7.4.27.1 MIH_Push_key.request

7.4.27.1.1 Function

This primitive is used to request a remote MIHF (PoS) to install a key(s) in a target PoA(s).
7.4.27.1.2 Semantics of service primitive

MIH_Push key.request (

Destinationldentifier,
LinkTupleldentifierList

)
Parameters:
Name Data type Description

Destinationldentifier MIHF _ID This identifies a remote MIHF that
will be the destination of this
request.

LinkTupleldentifierList LIST(LINK_TUPLE ID) This identifies a list of links of tar-
get PoAs for which keys are
pushed.

7.4.27.1.3 When generated

This primitive is generated by an MIH user in the MN to request a remote MIHF in the serving PoS to install
a key in a target PoA.

7.4.27.1.4 Effect on receipt

The local MIHF shall generate an MIH_Push Key request message to the remote MIHF.
7.4.27.2 MIH_Push_key.indication

7.4.27.2.1 Function

This primitive is used to pass a key to the corresponding MIH user on the serving PoS.
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7.4.27.2.2 Semantics of service primitive

MIH_Push key.indication (

Sourceldentifier,
KeyMapping
)
Parameters:
Name Data type Description
Sourceldentifier MIHF_ID This identifies the invoker, which
is a remote MIHF.
KeyMapping KEY MAPPING This specifies a mapping of a link
identifier for which the key is
pushed and a lifetime.

7.4.27.2.3 When generated

This primitive is generated by the local MIHF after receiving an MIH Push Key request message from the
remote MIHF.

7.4.27.2.4 Effect on receipt

A media specific key is delivered to the corresponding MIH user.
7.4.27.3 MIH_Push_key.response

7.4.27.3.1 Function

This primitive is used to indicate that the key installation request has been received and MIH user has
executed it.

7.4.27.3.2 Semantics of service primitive
MIH_Push key.response (

Destinationldentifier,
LinkTupleldentifierList,

Status
)
Parameters:
Name Data type Description
Destinationldentifier MIHF_ID This identifies a remote MIHF that
will be the destination of this
response.
LinkTupleldentifierList LIST(LINK_TUPLE ID) This identifies a list of links for
which keys are pushed.
Status STATUS This represents the operation
result.
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7.4.27.3.3 When generated

This primitive is generated by an MIH user after receiving an MIH_Push_Key.indication primitive.
7.4.27.3.4 Effect on receipt

The local MIHF shall generate an MIH_Push Key response message to the remote MIHF.

7.4.27.4 MIH_Push_Key.confirm

7.4.27.4.1 Function

This primitive is used to notify the MIH user (in MN side) about the status of the requested operation.
7.4.27.4.2 Semantics of service primitive

MIH_Push key.confirm (

Sourceldentifier,
LinkTupleldentifierList,
Status
)
Parameters:
Name Data type Description
Sourceldentifier MIHF _ID This identifies the invoker, which
is a remote MIHF.
LinkTupleldentifierList LIST(LINK_TUPLE ID) This identifies a list of links for
which keys are pushed.
Status STATUS This represents the operation
result.

7.4.27.4.3 When generated

This primitive is generated after receiving an MIH_Push_Key response message.

7.4.27.4.4 Effect on receipt

A media specific key must be installed in the link layer.

7.4.28 MIH_LL_Auth

The primitives defined are to carry out a proactive authentication over MIH between the MN and the PoS
using link layer frames. The authentication is conducted with the media specific authenticator that serves the
target PoA.

7.4.28.1 MIH_LL_Auth.request

7.4.28.1.1 Function

This primitive carries link-layer frames for authentication purposes.
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7.4.28.1.2 Semantics of service primitive

MIH _LL Auth.request (
Destinationldentifier,

LinkIdentifier,
LLInformation
)
Parameters:
Name Data type Description
Destinationldentifier MIHF_ID This identifies a remote MIHF that
will be the destination of this
request.
LinkIdentifier LINK TUPLE ID This identifies a PoA that is also
the authenticator.
LLInformation LL FRAMES This carries link layer frames.

7.4.28.1.3 When generated

This primitive is generated by an MIH user to start an authentication process based on link-layer frames.
7.4.28.1.4 Effect on receipt

The local MIHF shall generate an MIH_LL _Auth request message to the remote MIHF.

7.4.28.2 MIH_LL_Auth.indication

7.4.28.2.1 Function

This primitive is used by the remote MIHF to notify the corresponding MIH user about the reception of an
MIH _LL Auth request message.

7.4.28.2.2 Semantics of service primitive

MIH_LL Auth.indication (

Sourceldentifier,
LinkIdentifier,
LLInformation
)
Parameters:
Name Data type Description
Sourceldentifier MIHF_ID This identifies the invoker, which
is a remote MIHF.
LinkIdentifier LINK TUPLE_ID This identifies a PoA that is also
the authenticator.
LLInformation LL_FRAMES This carries link layer frames.
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7.4.28.2.3 When generated

This primitive is generated by a remote MIHF after receiving an MIH_LL _Auth request message.
7.4.28.2.4 Effect on receipt

The MIH user must generate an MIH_LL_Auth.response primitive.

7.4.28.3 MIH_LL_Auth.response

7.4.28.3.1 Function

This primitive is used by an MIH user to provide the link-layer frames to the local MIHF.
7.4.28.3.2 Semantics of service primitive

MIH_LL Auth.response (
Destinationldentifier,

LinkIdentifier,
LLInformation,
Status
)
Parameters:
Name Data type Description
DestinationIdentifier MIHF _ID This identifies a remote MIHF that
will be the destination of this
response.
LinkIdentifier LINK TUPLE_ID This identifies a PoA that is also
the authenticator.
LLInformation LL FRAMES This carries link layer frames.
Status STATUS Status of the authentication.

7.4.28.3.3 When generated
This primitive is generated after receiving an MIH_LL _Auth.indication primitive.
7.4.28.3.4 Effect on receipt

The local MIHF must generate an MIH_LL _Auth response message in order to provide the required infor-
mation until the authentication is finished.

7.4.28.4 MIH_LL_Auth.confirm
7.4.28.4.1 Function

This primitive is used to notify the corresponding MIH user about the reception of an MIH_LL_Auth
response message.
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7.4.28.4.2 Semantics of service primitive

MIH_LL _Auth.confirm (

Sourceldentifier,

LLInformation,

Status

)

Parameters:
Name Data type Description
Sourceldentifier MIHF _ID This identifies the invoker, which
is a remote MIHF.

LLInformation LL FRAMES This carries link layer frames.
Status STATUS Status of the authentication.

7.4.28.4.3 When generated

This primitive is generated by the remote MIHF after receiving an MIH_LL_Auth response message.

7.4.28.4.4 Effect on receipt

The MIH user may generate an MIH_LL _Auth.request primitive unless the authentication is completed.

18

Copyright © 2012 IEEE. All rights reserved.



MEDIA INDEPENDENT HANDOVER SERVICES—AMENDMENT 1 IEEE Std 802.21a-2012

8. Media independent handover protocol

8.4 MIH protocol frame format
8.4.1 General frame format

Replace Figure 28—MIH protocol header format with the following figure:

SID Opcode AID
) @) (10
| I
| I
| I
Octet 1 Octet 2 Octet 3 Octet 4
| I
Ver /I:Ck /I:Ck ‘glﬂ)‘ (1\14) FN Rsvdl MIH Header ID
€, €,
) Ry @) M (16)
P | s | Rsvd2 Transaction ID Variable Payload Length
Mlm| @ (12) (16)

Insert new rows and change existing row in Table 23 as follows:

Table 23—Description of MIH protocol header fields

Field name Size (bits) Description
Proactive authentication (P) | 1 This field is used for indicating that the message

is a proactive authentication message.

Security association (S) 1 This field is used for indicating that a security
association exists and the message is protected.

Reserved2 42 This field is intentionally kept reserved. When
not used, all the bits of this field are to be set to
‘0.
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Insert the following subclause as shown:
8.4.1a Protected MIH protocol frame format

In an MIH header the following two bits are used to indicate that an MIH PDU is protected and/or is used to
carry a proactive authentication message.

a) P bit— Setting P bit to one indicates that the message carries a proactive authentication message.

b) S bit— Setting S bit to one indicates that an MIH security association exists and the service specific
TLVs are protected.

A protected MIH PDU is an MIH PDU that has an MIH header with S bit set to one indicating that the MIH
service specific TLVs in this PDU are protected. Each security association is defined for a pair of MIHF
identifiers and is identified by a security association identifier (SAID). Therefore, for a protected MIH PDU,
when a security association identifier is defined, the Source and Destination MIHF identifier TLVs may not
be present. In this case, an MIH header is followed by an SAID TLV, which is followed by a security TLV.
Figure 28a shows a protected MIH protocol frame, where the source and destination MIHF TLVs are
optional.

MIH header Source MIHF Destination MIHF SAID TLV

Security TLV
(5=1) Identifier TLV Identifier TLV ecurity

Figure 28a—Protected MIH frame format
8.4.1a.1 MIH PDU protected by (D)TLS
MIH message can be protected using TLS [RFC5246] or DTLS [RFC4347].

The transport protocol for (D)TLS is the MIH protocol. When the MIH protocol transport is reliable, TLS is
used. Otherwise, DTLS is used. The transport protocol entities to be associated with a TLS session are
MIHF peers and are identified by MIHF identifiers. The TLS handshake takes place over the MIH protocol
and as a result, an MIH SA that contains TLS master key and its child keys, TLS random values and the TLS
cipher suite negotiated in the TLS handshake is established between the peers. The detailed description
about the protocol interface of using (D)TLS is provided in 9.1.1.

The structure of an MIHS PDU during a TLS handshake is shown in Figure 28b.

Source MIHF Destination MIHF Security TLV

MIH header . .
Identifier TLV Identifier TLV (TLS record type = handshake/change cipher)

Figure 28b—MIHS PDU during TLS handshake

Once a (D)TLS handshake is completed, an MIH SA is established, which is determined by the ciphersuite
negotiated in the (D)TLS handshake. The structure of protected MIH PDU, when an MIH SA exists, is
shown in Figure 28c, where the unprotected MIH service specific TLVs are carried and protected as (D)TLS
application data. An MIH header has the S bit set to one. The TLS session ID assigned through TLS hand-
shake is contained in the SAID TLV. The TLS protection can be integrity protected, encrypted, or both. If it
is integrity protected, then a message integrity code (MIC) is also included in the security TLV. In this stan-
dard, the message integrity code is the same as the message authentication code, for which the acronym
MAC is already used for media access control.
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MIH Service
Specific TLVs

v

< TLS Protection )

v

Security TLV
MIH header SAID TLV (TLS record type = application data)

Figure 28c—MIHS PDU in Existence of MIH SA by TLS
The MIH message protection procedure is specified in 9.3.
8.4.1a.2 MIH PDU protected through EAP-generated MIH SA

An MIH security association (SA) may be established through an MIH service access authentication. An
MIH SA is established for a pair of MIHFs. It includes a ciphersuite used for the protection. A security
association identifier is assigned by the PoS as a result of successful EAP execution and communicated to
the MN via a MIH_Auth request message with a Status indicating Success. Figure 28d shows a protected
MIH PDU. The protection procedure is specified in 9.3.1.

MIH Service
Specific TLVs

C Protection through EAP-generated SA )

MIH header SAID TLV Security TLV

Figure 28d—MIH PDU Protected by an EAP-generated MIH SA
8.4.1a.3 Protected MIH PDU upon transport address change

If the transport address of an MIHF peer changes over the lifetime of a TLS session or the lifetime of an SA,
the mapping between the sender's transport address and the MIHF identifier shall be updated only if the
MIHF identifier is the same as that is currently bound to the security association identifier, and an MIH reg-
istration request or response message may be contained in the Security TLV. The structure of a protected
MIH PDU upon transport address change is shown in Figure 28e.
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MIH header Source MIHF | Destination MIHF | SAID TLV Security TLV
Identifier TLV Identifier TLV

Figure 28e—MIH PDU upon Transport Address Change

8.4.2 Fragmentation and reassembly

8.4.2.1 General

Change the second paragraph in 8.4.2.1 as follows:

An MIH message is fragmented only when MIH message is sent natively over an L2 medium such as
Ethernet. The message is fragmented when the message size exceeds aFragmentationThreshold. The size of
each of the fragments is the same except the last one, which may be smaller. The maximum fragment size is
defined as the maximum value of aFragmentationThreshold, which shall be equal to the Maximum
Transmission Unit (MTU) (in octets) of the link layer that is on the path between two MIHF nodes, minus
securityOverhead octets, which is the maximum expansion for each protected MIH PDU. When there is no
MIH SA. securityOverhead is set to zero. The calculation of securityOverhead when there is an MIH SA is
given in Annex K. When the MTU of the link layer between two MIHF nodes is known, the maximum
fragment size is set to the MTU (in octets) minus securityOverhead octets. The method of determining such
an MTU is outside the scope of this standard. When the MTU of the link layer between two MIHF nodes is
unknown, the maximum fragment size is set to the minimum MTU of 1500 octets minus securityOverhead
octets. When MIH message is sent using an L3 or higher layer transport, L3 takes care of any fragmentation
issue, and the MIH protocol does not handle fragmentation in such cases.

Insert the following text after Figure 29:

When an MIH PDU is protected, the protection is applied to the fragment payload as shown in Figure 29a.

Insert the following figure:

Fragment payload

v
Protection
((D)TLS or EAP-generated SA)

Security TLV
(Protected fragment payload)

MIH header SAID TLV

Figure 29a—Protected fragmented MIH protocol frame format
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8.4.2.2 Fragmentation
Change first paragraph of 8.4.2.2 as follows:

When an MIH message is fragmented, the fragmentation is performed within 'Transmit()' procedure in the
MIH transaction protocol state machines. In the MIH header, the source MIHF identifier TLV and destina-
tion MIHF identifier TLV of the original message are copied to each fragment. When an MIH SA exists, the
S bit in the header is set to one and an SAID TLV is included in each fragment. In this case, the source
MIHF identifier TLV and destination MIHF identifier TLV of the original message are optional. However
the 'variable payload length', 'more fragment', and 'fragment number' fields are updated accordingly for each
fragment.

8.4.2.3 Reassembly
Change text as follows:

The destination MIHF reassembles the received fragments into an original message. Reassembly is per-
formed outside the MIH transaction state machines. "MsglIn' and 'MsglnAvail' variables are set only after
successful reassembly. An MIHF shall be capable of receiving fragments of arbitrary length.

The following fields are used for reassembling fragments:
— Shit
—  MIH message ID
— Transaction ID
—  Source MIHF identifier TLV
— Destination MIHF identifier TLV
— SAID TLV (when Source and Destination MIHF identifiers are not present)

— More fragment

— Fragment number

When any fragment of a multi-fragment message has arrived first, the destination MIHF starts a timer
referred to as ReassemblyTimer. If this ReassemblyTimer expires before all fragments have been received,
the destination MIHF discards those fragments that it has received. A duplicate fragment is discarded.

When S bit is set to one, the fragment is protected. The protected fragment is verified for its integrity at the
receiving end. If encryption is applied, it is decrypted to obtain the plaintext fragment. The security
association identifier maps the fragment to a pair of source and destination MIHF identifiers that are
required for reassembly. The reassembly is performed after all the fragments are verified and decrypted.

An example of an original MIH message and fragmented MIH messages is shown in Annex K.
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8.6 MIH protocol messages
8.6.1 MIH messages for service management

8.6.1.1 MIH_Capability_Discover request

Insert the following parameters:

MIH Header Fields (SID=1, Opcode=1, AID=1)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

LinkAddressList (optional)
(Link address list TLV)

SupportedMihEventList (optional)
(MIH event list TLV)

SupportedMihCommandList (optional)
(MIH command list TLV)

SupportedISQueryTypeList (optional)
(MIIS query type list TLV)

SupportedTransportList (optional)
(Transport option list TLV)

MBBHandoverSupport (optional)
(MBB handover support TLV)

SupportedSecurityCapList (optional)
(MIH Service Authentication Method list TLV)

8.6.1.2 MIH_Capability_Discover response

Insert the following parameters:

24

MIH Header Fields (SID=1, Opcode=2, AID=1)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

Status
(Status TLV)

LinkAddressList (optional)
(Link address list TLV)

SupportedMihEventList (optional)
(MIH event list TLV)

SupportedMihCommandList (optional)
(MIH command list TLV)
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SupportedISQueryTypeList (optional)
(MIIS query type list TLV)

SupportedTransportList (optional)
(Transport option list TLV)

MBBHandoverSupport (optional)
(MBB handover support TLV)

SupportedSecurityCapList (optional)
(MIH Service Authentication Method list TLV)

Insert 8.6.1.11- 8.6.1.19 after 8.6.1.10 as follows:
8.6.1.11 MIH_Auth indication

This is used for an MIHF to perform (D)TLS exchange with another MIHF to establish or terminate a
(D)TLS-generated MIH SA. It is also used to initiate an MIH service access authentication through EAP or
ERP. In the former case, an AuthenticationContent shall be included to carry a TLS record of type
handshake, change ciphersuite or alert message. In the latter case, this message is used in two different
situations: a) when EAP execution is initiated by the MN; b) when ERP execution is initiated by the PoS.
Only in case b), AuthenticationContent shall be included to carry an ERP message (ERP-Initiate/Re-auth-
Start). This message shall not be used when EAP execution is initiated by a PoS or when ERP execution is
initiated by an MN; an MIH_Auth request message shall be used instead.

MIH Header Fields (SID=1, Opcode=3, AID=6)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

AuthenticationContent (optional)
(Authentication TLV)

8.6.1.12 MIH_Auth request

This message is used for an MIHF in either an MN or a PoS to send EAP or ERP messages in an MIH ser-
vice authentication.

MIH Header Fields (SID=1, Opcode=1, AID=6)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

Security association ID (optional)
(SAID TLV)

Nonce (optional)
(Nonce TLV)

AuthenticationContent (optional)
(Authentication TLV)
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KeyLifeTime (optional)
(Lifetime TLV)

Status (optional)
(STATUS TLV)

CipherSuite(optional)
(Ciphersuite TLV)

AUTH (optional)
(AUTH TLV)

8.6.1.13 MIH_Auth response

This message is used for an MIHF in either an MN or a PoS to send EAP or ERP messages in an MIH ser-
vice authentication.

MIH Header Fields (SID=1, Opcode=2, AID=6)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

Nonce (optional)
(Nonce TLV)

AuthenticationContent (optional)
(Authentication TLV)

KeyLifeTime (optional)
(Lifetime TLV)

Status (optional)
(STATUS TLV)

CipherSuite(optional)
(Ciphersuite TLV)

AUTH (optional)
(AUTH TLV)

8.6.1.14 MIH_Termination_Auth request

This message is used for an MIHF in a PoS to terminate an MIH SA.

MIH Header Fields (SID=1, Opcode=1, AID=7)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)
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8.6.1.15 MIH_Termination_Auth response

This message is used for an MIHF in an MN to terminate an MIH SA.

MIH Header Fields (SID=1, Opcode=2, AID=7)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

8.6.1.16 MIH_Push_key request

This message is used for an MIHF to communicate to another MIHF to push a media specific master session
key or media specific master session keys to a specific PoA or PoAs. The corresponding primitive is defined
in 7.4.27.1.

MIH Header Fields (SID=1, Opcode=1, AID=8)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

LinkTupleldentifierList
(Link Tuple Identifier List TLV)

8.6.1.17 MIH_Push_key response

This message is used for an MIHF to communicate to another MIHF that a media specific master session
key or media specific master session keys are installed in a specific PoOA or PoAs. The corresponding
primitive is defined in 7.4.27.3.

MIH Header Fields (SID=1, Opcode=2, AID=8)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

LinkTupleldentifierList
(Link Tuple Identifier List TLV)

Status (optional)
(STATUS TLV)

8.6.1.18 MIH_LL_Auth request

This message is used for an MIHF to carry link layer frames to conduct an authentication. The correspond-
ing primitive is defined in 7.4.28.1.
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MIH Header Fields (SID=1, Opcode=1, AID=9)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

LinkIdentifier
(Link Identifier TLV)

LLInformation
(Link Layer Information TLV)

8.6.1.19 MIH_LL_Auth response

This message is used for an MIHF to carry link layer frames to conduct an authentication. The correspond-
ing primitive is defined in 7.4.28.3.

MIH Header Fields (SID=1, Opcode=2, AID=9)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

LinkIdentifier
(Link Identifier TLV)

LLInformation
(Link Layer Information TLV)

Status
(Status TLV)

8.6.3 MIH messages for command service
8.6.3.7 MIH_Net_HO_Candidate_Query request

Insert the following parameter:

MIH Header Fields (SID=3, Opcode=1, AID=4)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

SuggestedNewLinkList
(List of link PoA list TLV)

SuggestedCandidate AuthenticatorList (the list is empty if
no authenticator is suggested.)
(Authenticator List TLV)

QueryResourceReportFlag
(Query resource report flag TLV)
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8.6.3.8 MIH_Net_HO_Candidate_Query response

Insert the following parameter:

IEEE Std 802.21a-2012

MIH Header Fields (SID=3, Opcode=2, AID=4)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

Status
(Status TLV)

SourceLinkIdentifier
(Link identifier TLV)

HandoverStatus (not included if Status does not indicate “Success”)
(Handover status TLV)

PreferredLinkList (not included if Status does not indicate “Success”)
(Preferred link list TLV)

PreferredCandidate AuthenticatorList (not included if Status does not

indicate “Success™)
(Authenticator List TLV)

8.6.3.9 MIH_MN_HO_Candidate_Query request

Insert the following parameter:

MIH Header Fields (SID=3, Opcode=1, AID=5)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

SourceLinkIdentifier
(Link identifier TLV)

CandidateLinkList
(List of link PoA list TLV)

QoSResourceRequirements
(Handover resource query list TLV)

IPConfigurationMethods (optional)
(IP address configuration methods TLV)

DHCPServerAddress (optional)
(DHCP server address TLV)

FAAddress (optional)
(FA address TLV)

AccessRouterAddress (optional)
(Access router address TLV)

CandidateAuthenticatorList
(Authenticator List TLV)
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8.6.3.10 MIH_MN_HO_Candidate_Query response

Insert the following parameter:

MIH Header Fields (SID=3, Opcode=2, AID=5)

Source Identifier = sending MIHF ID
(Source MIHF ID TLV)

Destination Identifier = receiving MIHF ID
(Destination MIHF ID TLV)

Status
(Status TLV)

SourceLinkIdentifier
(Link identifier TLV)

PreferredCandidateLinkList (not included if Status does not indicate “Success”)
(Preferred link list TLV)

PreferredCandidate AuthenticatorList
(Authenticator List TLV)
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Insert Clause 9 and Clause 10 as follows:

9. MIH protocol protection

This clause specifies options and mechanisms to protect remote messages in the media independent
handover protocol. The remote messages in the MIH protocol can be protected through the transport
protocols at layer 2 or layer 3. The protection through the transport protocols are discussed in Annex O. This
clause specifies the mechanisms to protect MIH PDUs at the MIH layer. These mechanisms apply protection
to MIH PDUs without depending on transport protocols. They are called MIH specific protection
mechanisms. To apply MIH specific protection mechanisms, a mobile node and a point of service (PoS)
need to negotiate protection mechanisms and to establish cryptographic keys. MIH message protection shall
be accomplished in either of two ways. The first is to use TLS or DTLS and the other is to use EAP or ERP
as an MIH service access authentication to establish MIH security associations (SAs). If MIH service access
authentication is needed and an authentication server is available, then EAP based authentication and key
establishment may be used for establishing an MIH SA. In situations where MIH service access
authentication is not required and TLS credentials are available or where MIH service access authentication
is required and TLS credentials for access authentication are available at a PoS, then (D)TLS may be used
for establishing an MIH SA.

9.1 Protection established through MIH (D)TLS

In this option, a mobile node, the client, and a PoS, the server, execute a TLS, specified in IETF RFC 5246,
or DTLS, specified in IETF RFC 4347, to establish MIH protection. When the MIH protocol transport is
reliable, TLS is used. Otherwise, DTLS is used. In the rest of this standard, (D)TLS is used to denote TLS or
DTLS. In a (D)TLS handshake, the mutual authentication is executed through either a pre-shared key or a
public key certified by a trusted third party such as a certificate authority. It should be noted that all
certificates are required to be validated. The TLS certificate used by the PoS is expected to be provided to
the mobile node in a secure manner, e.g., during provisioning process. In this option, the authentication may
or may not be related to access control. It can be an access authentication for MIH service if a PoS holds
service credentials for the mobile nodes.

After the handshake, a (D)TLS session is established. In this case, the TLS master key and the keys derived
from the master key, all the TLS parameters, and TLS ciphersuite negotiated in the TLS handshake form an
MIH SA. The (D)TLS security association identifier is carried in each message in the SAID TLV.

In a (D)TLS session, an MIH message is first protected as application data. Then the (D)TLS record is
transported by MIH protocol by security TLV.

For a (D)TLS-generated MIH SA, it can be terminated through (D)TLS session termination using an
MIH_Auth indication message.

9.2 Key establishment through an MIH service access authentication

If MIH service is subscription based and provided by a service provider, then an MIH service access
authentication may be needed to authorize the service to a mobile node. In this case, a PoS may obtain a
master session key through service access authentication and an MIH security associations can be
established through the master session key between the MN and the PoS.
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9.2.1 MIH service access authentication

In this standard, it is assumed that EAP [IETF RFC3748] or EAP Re-authentication (ERP) IETF RFC5296
is used as the authentication protocol with an MN as the peer and a PoS as the authenticator. An EAP server
may be used as a backend server.

For the interface between an MN and a PoS, the MIH protocol is acting as an EAP lower layer. That is, at the
MN, an EAP message is generated at the MIHF. When it reaches the PoS, the MIHF in the PoS will process
it. For an EAP message from the PoS to the MN, it will also be generated by the MIHF in the PoS. At the
MN, the EAP message is passed to the MIHF to process. The protocol stack is illustrated in Figure 30, where
it is assumed that an EAP server is employed. After a successful authentication, a master session key (MSK)
is exported to the lower layer, that is, MIH layer. An MSK is used to further derive MIH message protection
keys.

| EAP Peer / MN : | EAP Authenticator /PoS | |,  EAP Server/ AS |
| | I | | I
| | I | | I
| | I | | I
[ | I | | I
| MIHF | l MIHF L I
| | | r———--—-—=-=—-=-=-—-=-= a | | |
: EAP Method Layer : : : EAP Method Layer : : EAP Method :
| | T a | | Layer I
| | I | | I
: EAP Peer layer : : EAP Authenticator Layer : : EAP Authenticator :
| | | | | Layer |
[ | I | | I
| | I | | I
: EAP Layer : : EAP Layer : : EAP Layer :
| | I | | I
‘ ! ! b MSK !
| | | MSK MSK | | |
| vy MSK | [ v o v I
[ 1 MIH PDU | I MSK! [
[ EAP lower-layer | I EAP Lower-layer AAA /TP | | AAA /TP |
I (MIH Protocol) N T (MIH Protocol) 7 |
| | I | | I
| | I | | I

S S | Lo

Figure 30—Protocol Stack of Service Access Authentication (with an EAP Server)

The authentication is divided into the following phases:

a)  Capability Discovery Phase. In this phase, both the MN and the PoS exchange unprotected MIH
messages for an MN to discover the services that a PoS provides.

b) MIH Service Access Authentication Phase. Before starting the MIH access authentication, the MN
and the PoS perform a negotiation in order to agree on a ciphersuite and other useful parameters to
be used in the authentication and MIH message protection. The negotiation may be initiated either
by the MN or by the PoS. Once the negotiation is completed, the MN (acting as the EAP peer)
authenticates against the PoS (acting as an EAP authenticator). To achieve this, EAP is transported
by MIH protocol between the MN and the PoS. In order to carry out the authentication the PoS may
use a backend authentication server (acting as an EAP server) to verify the MN’s credentials. In this
standard, it is assumed that the EAP methods employed can export keying material (i.e., MSK).
Thus, after performing the authentication, keying material (i.e., MSK) will be shared between the
MN and the PoS. Specifically, the keying material is exported to MN’s and PoS's lower layer (MIH
layer) and used to protect the rest of the communication. The message protection mechanisms are
specified in 9.3. The protected message format is specified in 8.4. In order to preserve the security of
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the exported keying material, the exported MSK is used as a root key to derive session keys which
are used to protect the MIH PDUs. The key hierarchy is described in 9.2.2. Note that the authentica-
tion procedure could be based on an EAP re-authentication (ERP) in order to perform a fast authen-
tication. In this case, an rMSK is used as the root key to derive the key hierarchy.

c)  Service Access Phase. At this point, the MN is authenticated and authorized to use the MIH services,
agreed and provided by the PoS. The MIH protocol is protected by using the keying material
obtained in the MIH Service Access Authentication Phase. This phase is related to 9.2.2 for key
derivation and 9.3 for protecting MIH protocol.

d) Termination phase. When the MN or the PoS desires to terminate the security association before the
security association lifetime expires, either the MN or the PoS can request to terminate.

Figure 31 and Figure 32 illustrate the EAP execution when it is initiated by the MN and when it is initiated
by the PoS respectively. In both figures, only the protocol interface between an EAP peer and an EAP
authenticator is described. The interface with EAP server is not illustrated. MIH service access authentica-
tion messages are defined in 8.6.1.11, 8.6.1.12, and 8.6.1.13. Termination messages are defined in 8.6.1.14
and 8.6.1.15.

Similarly, Figure 33 illustrates an MN initiated ERP execution. Figure 34 and Figure 35 show a PoS initi-

ated ERP execution, where the ERP may be initiated by sending an EAP Request/Identity as shown in
Figure 34 or by sending an ERP-Initiate/Re-auth-Start as shown in Figure 35.
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Figure 31—Main Stages with MN Initiated EAP Execution
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Figure 32—Main Stages with PoS Initiated EAP Execution
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Figure 33—Main Stages with MN Initiated ERP Execution
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Figure 34—Main Stages with PoS Initiated ERP Execution (1)
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Figure 35—Main Stages with PoS Initiated ERP Execution (2)
9.2.2 Key derivation and key hierarchy

Upon a successful MIH service access authentication, the authenticator, PoS, obtains a master session key
(MSK) or a re-authentication master session key (rMSK). The keys derived from the MSK or rMSK include
a 128 bit authentication key (MIAK) used to generate a value AUTH and the session keys determined by the
ciphersuite agreed upon between an MN and a PoS. The session keys used for MIH message protection con-
sist of an encryption key (MIEK) only, an integrity key (MIIK) only, or both an encryption key (MIEK) and
an integrity key (MIIK). The length, L, of the derived keying material, called media independent session key
(MISK) are specified in 9.2.3.

For the key derivation, the following notations and parameters are used.

— K - key derivation key. It is truncated from a master session key (MSK) or re-authentication MSK
(rMSK). The length of K is determined by the pseudorandom function (PRF) used for key derivation.
If HMAC-SHA-1 or HMAC-SHA-256 is used as a PRF, then the full MSK or rtMSK is used as key
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derivation key, K. If CMAC-AES is used as a PRF, then the first 128 bits of MSK or rMSK are used
as key derivation key, K.

— L - The binary length of derived keying material MISK. L is determined by the selected ciphersuite,
which is specified in 9.2.3.

— & - The output binary length of PRF used in the key derivation. That is, / is the length of the block of
the keying material derived by one PRF execution. Specifically, for HMAC-SHA-1, / = 160 bits; for
HMAC-256, h =256 bits; for CMAC-AES, / = 128 bits.

— n - The number of iterations of PRF in order to generate L-bits keying material.
— Nonce-T and Nonce-N - The nonces exchanged during the execution of service access authentication.

— ¢ - The ciphersuite code is a one octet string specified for each ciphersuite. The code is defined in
9.2.3.

— v - The length of the binary representation of the counter and the length of keying material L. The
default value for v is 32.

—  “MISK” - 0x4D495354, ASCII code in hex for string “MISK.”

— [a], - Binary representation of integer a with a given length.
For a given PRF, the key derivation for MISK can be described in the following procedures:
Fixed input values: / and v.
Input: K, Nonce-T, Nonce-N, L, and ciphersuite code.

Process:

a) n=[L/h];

b) Ifn > 2V-1, then indicate an error and stop.

¢)  Result (0) := empty string.

d) Fori=1ton,do
1) K(i) := PRF(K, “MISK” || [i], || Nonce-T || Nonce-N || c || [L],).
ii) Result(i) = Result (i-1) || K(i).

e) Return Result (n) and MISK is the leftmost L bits of Result (n).

Output: MISK.
The MISK is parsed in such a way that

MISK = MIAK || MIIK || MIEK. (1)

With the above procedure, a key hierarchy is derived as shown in Figure 36.
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9.2.3 EAP-generated MIH security association

When an MIH SA is established through an EAP method with key establishment, the SA consists of the
keys, the key derivation functions, and the ciphersuite. The key derivation functions, encryption algorithms,
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Figure 36—MIH Key Hierarchy

and integrity algorithms are specified in Table 24.

Table 24—Cryptographic algorithms

Encryption algorithm

Description

AES CBC AES CBC mode ([NIST SP 800-38A1])
NULL No encryption is applied
Integrity algorithm Description

HMAC_SHA1 96

HMAC-SHA1 with 96 bits MAC ([FIPS
198])

AES_CMAC

AES CMAC mode with 128 bits MAC
(INIST SP 800-38B])

Authenticated encryption

Description

AES CCM

AES-CCM mode ([NIST SP 800-38C])

PREF used for key derivation function

Description

PRF_CMAC_AES

AES CMAC as PRF in counter mode
([NIST SP 800-108])

PRF_HMAC SHAI

HMAC-SHA1 as PRF in counter mode
([NIST SP 800-108])

PRF_HMAC_SHA256

HMAC-SHAZ256 as PRF in counter mode
([NIST SP 800-108])

The ciphersuites and key lengths are defined in Table 25.
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Table 25—Ciphersuites

Code Encryption algorithm Integrity algorithm MISK length (L)
00000010 AES CBC HMAC_SHA1 96 384
00000100 NULL HMAC SHA1 96 256
00000101 NULL AES CMAC 256
00000110 AES CCM 256

A default ciphersuite is defined as AES CCM. The default PRF is defined as PRF CMAC_AES. The
protection mechanisms for MIH messages are defined in 9.3.

9.2.4 Termination

A termination phase is defined as a mechanism to allow either an MN or a PoS to release the resource such
as keys, authorized service access, etc. obtained through a service access authentication. Termination shall
take place by either of two mechanisms:

a) Termination messages: These messages allow one party to explicitly inform another party the
current authentication status is terminated. This option is supported by MIH Termination Auth
messages defined in 8.6.1.14 and 8.6.1.15.

b)  State timeout: A lifetime is defined for an MIH SA. After the time period defined by the lifetime, the
MIH SA is terminated. The lifetime of the SA must be no longer than the MSK or rMSK lifetime,
and communicated to the MIH node acting as the EAP peer by the Lifetime TLV included in
MIH_Auth request and MIH_Auth response messages defined in 8.6.1.12 and 8.6.1.13.

9.3 MIH message protection mechanisms for EAP-generated SAs
9.3.1 MIH_Auth message protection

The MIH_Auth messages are not protected using the MIH SA established after a successful media
independent service access authentication. MIH_Auth messages are integrity protected by including an
AUTH TLV generated using MIAK derived from the MSK or rMSK, as described in 9.2.2, with a PRF. The
AUTH TLV value is generated as follows:

AUTH TLV value = PRF(K, "AUTH-TLV" | MIH Auth message| MNCiphersuite | PoSCiphersuite),

where
— K-MIAK
—  “AUTH-TLV”- 0x415554482D544C56, ASCII code in hex for string “AUTH-TLV”
— MIH_Auth message - an MIH_Auth message in which AUTH TLV filled with Os
— MNCiphersuite - Ciphersuite TLV sent by the MN
— PoSCiphersuite - Ciphersuite TLV sent by the PoS

PRF function is one of the following as negotiated:
a) PRF CMAC _AES
b) PRF HMAC SHAI
¢) PRF HMAC SHA256

Copyright © 2012 IEEE. All rights reserved. 41



IEEE Std 802.21a-2012 MEDIA INDEPENDENT HANDORVER SERVICES—AMENDMENT 1

The PRF output length must be truncated to 128 bits. If the PRF output length is more than 128 bits, the 128
leftmost bits of the output must be used as the AUTH TLV value.

9.3.2 MIH PDU protection procedure

Depending on the selected ciphersuite, an MIH PDU may be encrypted, integrity protected, or protected in
both aspects. Correspondingly, an SA may identify an encryption key (MIEK), an integrity key (MIIK), or
both MIEK and MIIK. When both encryption and integrity protection are applied, they may be accom-
plished by two algorithms such as AES in CBC mode and HMAC-SHA1 96 or by one authenticated
encryption algorithm such as AES in CCM mode.

The portion to be protected in an MIH message includes the MIH service specific TLVs. That is, the source
MIHF identifier TLV and the destination MIHF identifier TLV are not protected. The protection is applied
based on an SA. An SAID TLV is carried in place of source and destination MIHF identifier TLVs except
for the case of transport address change where both an SAID TLV and source and destination MIHF identi-
fier TLVs are carried as described in 8.4.1a. An example procedure is illustrated in Figure 37.

When fragmentation is applied to an MIH PDU, then instead of service specific TLVs, the data to be pro-

tected comprise a fragment payload. The values in the header fields M (more fragment) and FN (fragment
number) are the same after the protection.

42 Copyright © 2012 IEEE. All rights reserved.



MEDIA INDEPENDENT HANDOVER SERVICES—AMENDMENT 1 IEEE Std 802.21a-2012

SA MIH header Source MIHF Destination MIHF ]
e (S=0) Identifier TLV Identifier TLV Service Specific TLVs or a fragment

Encryption applied?

) ) Service Specific Integrity protected?
Service Specific TLVs
TLVs
Encryption
Service Specific
AES-CCM Encrypted TL\Z
Service Specific
TLVs
4 4 v
i MIC Algorithm MIC Algorithm Fail
Encrypted
Service Specific MIC
TLVs v
Security TLV Encrypted
Service Specific MIC
TLVs
Security TLV
v
Plaintext
Service Specific MIC
TLVs
Security TLV
Set S bit in the Header and add SAID TLV
A 4
MIH header Source MIHF Destination MIHF .
(s=1) Identifier TLV Identifier TLV SAID TLV Security TLV

Figure 37—MIH PDU protection procedure
9.3.3 MIH PDU protection by AES-CCM
AES in CCM mode as specified in NIST SP 800-38C shall be the default ciphersuite. The parameters used

in AES-CCM, the nonce construction, the operational procedures, and the security TLV under AES-CCM
protection shall be set according to the rules given in 9.3.3.1 through 9.3.3.3.
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9.3.3.1 AES-CCM Parameters

For AES-CCM the following parameter values shall be set:
a) t- The length of MIC is 12 octets (96 bits).
b) 7 - The length of the nonce N is 13 octets (104 bits).

¢) ¢ - The length of the binary representation of the octet length of the data to be encrypted is 2 octets
(16 bits).

9.3.3.2 Construct AES-CCM Nonce

AES-CCM uses a nonce to construct an initialization vector and also the counter. CCM requires a unique
nonce value for each MIH message protected by a given MIEK. In this standard, the nonce is 13 octets and
consists of the following three portions.

a)  Transaction ID (12 bits, from the MIH header) plus 4 reserved bits (set to zero);
b) Sequence number (10 octets, denoted as SN0, SN1, ..., SN9) starting from all zeros; and
¢) FN (7 bits, from the MIH header) plus 1 reserved bit (set to zero).

The nonce construction is illustrated in Figure 38.

Transaction ID | Resv SN0, SNI ..., SN9 FN |Resy
(12) ) (80) @ |

Figure 38—AES-CCM Nonce Construction

The SN is increased by a positive number for each MIH PDU. The SN shall never repeat for a series of
encrypted MIH PDUs using the same MIEK. For a given SA, each of MIHFs keeps an SN, which is the
highest as used for a given MIEK.

9.3.3.3 Operational procedures in AES-CCM
9.3.3.3.1 Encapsulation

For a given SA, the prerequisites for AES-CCM encapsulation includes an encryption key MIEK, an AES
block cipher encryption block, and the values of parameters ¢, n, and g. The plaintext, P, to be encrypted and
authenticated is formed by concatenating all the service specific TLVs as presented in MIH PDU with the
padding. In this standard, the associated data, A, is null. The data, P, is partitioned with necessary padding to
16-octet blocks BI, B2, ..., Br as specified in SP 800-38C. The octet block, B0, is an initialization vector and
formed with 1-octet flags, 13-octet nonce N, and 2-octet integer O, where Q is the octet length of P. The
format of B0 is illustrated in Figure 39

Flags Nonce 0
(1 octet) (13 octets) (2 octets)

Figure 39—Format of B0
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The flags are formed by the following data:
— 1 reserved bit, which is set to zero;
— 1 bit flag for the associated data, which is zero;
— 3 bits to represent (¢-2)/2, which is 101 (¢ =12);
— 3 bits to represent g-1, which is 001 (g = 2).

The counter Ctr(i), i =0, 1, ..., r, is formed with 1-octet flags; 13-octet nonce N; and 2-octet integer i. The
format of Ctr(i) is illustrated in Figure 40

Flags Nonce i
(1 octet) (13 octets) (2 octets)

Figure 40—Format of Counter Ctr(i)
The flags for Ctr(i) is 00000001.

The encapsulation of an MIH PDU consists of the following steps:
a)  Fetch Transaction ID and FN from the MIH header.
b) Increment a positive number of SN to update the SN.
¢) Construct the nonce, N, as described in 9.3.3.2.

d) Input N and P to AES-CCM generation-encryption process as specified in SP 800-38C. The B0 and
all the counter numbers are formed as described in Figure 39 and Figure 40, respectively.

e) Obtain the output, C, of AES-CCM.
9.3.3.3.2 Decapsulation

For a given SA, the prerequisites for AES-CCM decapsulation includes an encryption key MIEK, AES
block cipher encryption block, the parameters ¢, n, and g.

The decapsulation of a protected MIH PDU consists of the following steps.
a)  Fetch Transaction ID and FN from the MIH header.
b) Fetch SN from the security TLV.
¢) Construct the nonce, N, as described in 9.3.3.2.

d) Input N and Cto AES-CCM decryption-verification process as specified in SP 800-38C. The B0 and
all the counter numbers are formed as described in 9.3.3.3.1.

e) Obtain the output, P, or “INVALID”.
9.3.3.4 Format of security TLV

The ENCR_BLOCK data of the Security TLV in a protected MIH message with AES-CCM is formed by
SN and ciphertext C, which is the ciphertext of P and T (MIC). It is illustrated in Figure 41. Since MIC is
carried in the ENCR_BLOCK data, the INTEGR BLOCK in MIH_SPS RECORD is not chosen for AES-
CCM.
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SN C (Encryption of P and T)
(10 octets) (Q + 12 octets)
ENCR BLOCK

Figure 41—Security TLV for AES-CCM
9.3.4 MIH PDU protection by AES in CBC mode and HMAC-SHA1-96

This ciphersuite includes two algorithms, encryption algorithm AES CBC and message authentication code
algorithm HMAC-SHA1-96. When an MIH PDU is protected, encryption is applied first and an MIC is
generated on the ciphertext. The MIC is 12 octets (96 bits). In order to use the ciphersuite, two keys (MIIK
and MIEK) are used for encryption/decryption and generation/verification of MIC respectively.

9.3.4.1 Initialization vector for AES in CBC mode

Encryption using AES in CBC mode needs an initialization vector, IV, of 16 octets (128 bits), IV = (IV0,
Vi, ..., IV15). It can be selected randomly when encryption is executed. It is also needed for decryption.
Therefore, for each protected MIH PDU, an IV is included in ENCR_BLOCK as a part of security TLV.

9.3.4.2 Operational procedures in applying AES CBC and HMAC-SHA1-96
9.3.4.2.1 Encapsulation

The encapsulation of an MIH PDU includes the following steps:
a)  Select a 16-octet initialization vector, IV

b) Pad the plaintext, P, to a length of a multiple of 16 octets (128 bits) so that the padded plaintext can
be represented as in n blocks P0, P1, .., Pn-1, each of which is 16 octets.

¢) Apply AES CBC mode with 7V and key, MIEK, on PO, P1, ..., Pn-1 to obtain ciphertext C0, C1, ...,
Cn-1.

d) Input M =IV]|CO||CI||...||Cn-1, where “||” means concatenating, as the message and MIIK as the key
to HMAC-SHA. Here padding may be needed to make the input message length to be a multiple 64
octets (512 bits). The most significant 12 octets of the output of HMAC-SHAT is the MIC.

e) Output C0, Cl, ..., Cn-1 and MIC.

9.3.4.2.2 Decapsulation

The decapsulation of a protected MIH PDU includes the following steps:

a)  Fetch the ciphertext C0, C1, ..., Cn-1 and the initialization vector, IV, from ENCR_BLOCK of secu-
rity TLV.

b) Fetch the MIC from the INTG BLOCK of security TLV.

c) Input M =1V]|CO||CI||...||Cn-1, where “||” means concatenating, as the message and MIIK as the key
to HMAC-SHA1. Here padding may be needed to make the input message length a multiple 64
octets (512 bits). Compare the most significant 12 octets of the output of HMAC-SHA1 with the
MIC. If they are identical, go to the next step. Otherwise, output “INVALID”.

d) Input ciphertext, C0, C1, ..., Cn-1, and MIEK to AES CBC mode to obtain plaintext, P0, P1, ..., Pn-

1.
e) Remove the padding if it is applied to obtain the plaintext, P.
f)  Output P.
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9.3.4.3 Format of security TLV

When an MIH PDU is protected by AES in CBC mode and HMAC-SHA1-96, both ENCR_BLOCK and
INTG_BLOCK appear in the security TLV. The initialization vector IV and the ciphertext, C0, C1, ..., Cn-1,
are included in ENCR_BLOCK and MIC is in INTG_BLOCK as shown in Figure 42.

v o, C1, ..., Cn-1 MIC
(16 octets) (16n octets) (12 octets)
ENCR_BLOCK INTG_BLOCK

Figure 42—Security TLV for AES CBC and HMAC-SHA1-96
9.3.5 MIH PDU protection by HMAC-SHA1-96

This ciphersuite includes one message authentication code algorithm, HMAC-SHA1-96. It generates a 12
octets (96 bits) MIC over the protected data using key MIIK.

9.3.5.1 MIC generation and verification
9.3.5.1.1 MIC generation

A MIC is generated in the following steps:
a) The data, P, to be protected is padded to a length of a multiple of 64 octets (512 bits).
b) Input the padded data and the key, MIIK, to HMAC-SHAL.
¢)  Obtain output of HMAC-SHAL.

d)  Truncate the output of HMAC-SHA1 to obtain the most significant 96 bits as the MIC.
e)  Output MIC.

9.3.5.1.2 MIC verification

A MIC is verified in the following steps:

a)  Fetch the data, P, from the ENCR_BLOCK of security TLV. Pad it to a length of a multiple of 64
octets (512 bits).

b) Fetch the MIC from INTG_BLOCK of security TLV.

¢) Input the padded data and the key, MIIK, to HMAC-SHAI.

d) Obtain output of HMAC SHAI.

e) Compare the most significant 96 bits of the output of HMAC-SHA1 with MIC.
f)  If they are identical, output “VALID”; Otherwise, output”’INVALID”.

9.3.5.2 Format of security TLV

When an MIH PDU is protected by HMAC-SHA1-96, the plaintext is included in ENCR_BLOCK, even
though it is not encrypted and the MIC is in the INTG_BLOCK as shown in Figure 43.
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Plaintext MIC
(12 octets)
ENCR_BLOCK INTG_BLOCK

Figure 43—Security TLV for HMAC-SHA1-96
9.3.6 MIH PDU protection by AES-CMAC

This ciphersuite includes one MAC algorithm, AES-CMAC. It generates a 12 octets (96 bits) MIC over the
protected data using key, MIIK.

9.3.6.1 MIC generation and verification
9.3.6.1.1 MIC generation

A MIC is generated in the following steps:

a) Input the data, P, to be protected and the key, MIIK, to AES-CMAC. (For AES-CMAC, the padding
is specified as a part of the algorithm.)

b)  Obtain output of AES-CMAC.

c¢) Truncate the 16 octets (128 bits) output of AES CMAC to obtain the most significant 96 bits as the
MIC.

d) Output MIC.
9.3.6.1.2 MIC verification

A MIC is verified in the following steps:
a)  Fetch the data, P, from the ENCR_BLOCK of security TLV.
b) Fetch the MIC from INTG_BLOCK of security TLV.

c) Input the data, P, to be protected and the key, MIIK, to AES-CMAC. (For AES-CMAC, the padding
is specified as a part of the algorithm.)

d) Obtain output of AES-CMAC.
e) Compare the most significant 96 bits with the MIC.
f)  Ifthey are identical, output “VALID”; Otherwise, output “INVALID”.

9.3.6.2 Format of security TLV

When an MIH PDU is protected by AES-CMAC, the plaintext is included in the ENCR_BLOCK, even
though it is not encrypted and the MIC is in the INTG_BLOCK as shown in Figure 44.

Plaintext MIC
(12 octets)
ENCR_BLOCK INTG_BLOCK

Figure 44—Security TLV for AES-CMAC
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9.4 Common procedures

The following procedures are common for both (D)TLS- and EAP-generated MIH SAs.

9.4.1 Sending

For sending a remote MIH message in a protected manner, an MIH PDU is created in the following steps:

a)

b)

¢)
d)

At the sender, which can be an MN or a PoS, the MIH user generates an MIH primitive and passes it
to the MIHF.

The MIHF at the sender constructs an MIH PDU. If an MIH security association (SA) exists, then
the MIHF at the sender applies (D)TLS protection algorithms specified by the negotiated ciphersuite
in the handshake to the MIH PDU and then encapsulates the protected MIH PDU in a security TLV.
If no MIH SA exists, then the MIH PDU is passed to the transport protocol of the MIH message.

The security TLV is encapsulated in an MIH PDU with the S bit in the MIH header set to one.
The MIHS PDU is passed to the transport protocol of the MIH message.

9.4.2 Receiving

For receiving a protected MIH message from a remote entity, the protected MIH PDU is processed in the
following steps:

a)

b)

¢)

At the receiver, which can be an MN or a PoS, the MIHF receives a protected MIH PDU from the
transport protocol of the MIH message.

If the S bit is set to one in the header, the MIHF processes security TLV and extract the plaintext
MIH PDU. Otherwise, it takes MIH PDU as is.

The MIHF creates an MIH primitive from MIH PDU and passes it to the MIH user at the receiver.

The processing steps at the sender and receiver are described in Figure 45.

MIH User MIH User
y
MIHF MIH Primitive MIHF MIH Primitive,
MIH PDU MIH PDU
A
Apply protection mecha- Apply de-protection mecha-
nisms and generate security nisms and obtain MIH PDU
TLV as payload to MIH from security TLV
PDU
y
L2 or L3 Transport L2 or L3 Transport

Figure 45—Sending and Receiving Protected MIH PDU
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The transport protocol entities to be associated with an MIH SA are MIHF peers and are identified by MIHF
identifiers. Therefore, the transport address of an MIHF can change over the lifetime of an MIH SA as long
as the mapping between the transport address and the MIHF identifier of an MIHF is maintained.

10. Proactive authentication

In a handover from a service PoA to a target PoA, a mobile node may need to authenticate to the target
network through an authentication mechanism required by the target network. This clause specifies the
mechanisms to use MIH to assist proactive authentications to reduce the latency due to media access
authentication and key establishment.

This standard introduces two options to conduct the proactive authentication with a targeted network. The
first option is called unbundled media access proactive authentication. In such a proactive authentication, an
MN conducts an authentication with the targeted network as it is required for accessing that network through
a specific media. In this case, the authenticator is a media specific authenticator (MSA). The authentication
messages are passed between the MN and the MSA through an MIH PoS. The authentication messages
between the MN and the PoS are carried through MIH messages. The second option is to bundle the media
access proactive authentication to the MIH service access authentication. In this case, at the end of MIH
service access authentication, the MN and the PoS also establish a key(s) for a target PoA(s). The key(s) are
distributed to the PoA(s) so that when a handover to one of the PoAs happens, the MN can establish a
protected link with the PoA. The MIH message exchange between an MN and a PoS is common to both
bundled and unbundled proactive authentication. The only difference is that the bundled proactive
authentication uses a key established through MIH service access authentication. The MIH message
exchange for bundled and unbundled proactive authentication is described in 10.1.

10.1 Media specific proactive authentication

In a media access proactive authentication, a PoS passes authentication messages between the mobile node
and a media specific authenticator (MSA). The protocol stacks in each interface are illustrated in Figure 46.
In scenarios where MSA/Target PoA is reachable via same media as MN and PoS, EAP messages received
at PoS are directly forwarded to the target PoA.

EAP Peer / MN PoS MSA / Target PoA
Proactive Authentication Proactive Authentication Proactive Authentication
(EAP messsage in media (EAP messsage in media (EAP messsage in media

specific frame) specific frame) specific frame)
i o ) !
| | |

MIH Protocol MIH Protocol NetWork / Network/Link Layer
| | Link Layer |

Figure 46—Protocol Stack for MIH Supported Proactive Authentication
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10.1.1 Procedures in a media specific proactive authentication
An MIH assisted media specific proactive authentication includes the following main procedures.
10.1.1.1 PoS and candidate media specific authenticator discovery

Before an MN initiates an MIH assisted proactive authentication, the MN needs to know the PoS’s address
and the candidate media specific authenticators’ link layer addresses. The corresponding candidate MSAs’
addresses can be discovered by using the information elements (IEs) specified in 6.5.4.

10.1.1.2 Proactive authentication through EAP or ERP

In order to execute a proactive authentication, the EAP or ERP messages are encapsulated in the extended
MIH messages as L2 frames. When the PoS receives an encapsulated EAP or ERP message, it decapsulates
it, then forwards it to the candidate media specific authenticator (MSA). The EAP or ERP messages are
encoded as OCTET_STRING.

10.1.1.3 Media specific association handshake

When the MN decides to handover to a candidate network, the MN and the PoA, which is associated with the
MSA, perform a media specific association based on the keying material derived by the proactive
authentication. For example, the media specific handshake could be a 4-way handshake as in an IEEE 802.11
network. A media specific handshake may further derive Media specific session keys to protect the
communication between the MN and the PoA once it is attached to it.

10.1.2 Proactive authentication message format

When a proactive authentication is executed through EAP [RFC3748] or ERP [RFC5296], the EAP packets
are carried by MIH messages. MIH primitives for the link layer frames are defined in 7.4.28 for proactive
authentication. The messages are defined in 8.6.1.18 and 8.6.1.19. The MIH messages for proactive authen-
tication shall be protected by an MIH SA.

10.2 Bundling media access authentication with MIH service access authentication

When the trust relationship between media specific network access provider and the MIH service provider
allows, a proactive authentication can be optimized by bundling the media access authentication with an
MIH service access authentication. In this case, at the end of a successful service access authentication, a
PoS will derive not only keys for MIH message protection as defined in 9.2.2 but also a key called media
specific root key (MSRK). This key will be further used to derive a key or keys called media specific pair-
wise master keys (MSPMKs) to be used by a target PoA or PoAs.

10.2.1 Media specific key derivation

10.2.1.1 Derivation of media specific root key (MSRK)

After a successful service access authentication through EAP or ERP, a master session key (MSK) or a re-
authentication MSK (rMSK) is generated in the MN and the PoS. The media specific root key (MSRK) is
derived from MSK or rMSK.

For the media specific root key derivation, the following notations and parameters are used:

— K - key derivation key. It is truncated from a master session key (MSK) or re-authentication MSK
(rMSK). The length of K is determined by the pseudorandom function (PRF) used for key derivation.
If HMAC-SHA-1 or HMAC-SHA-256 is used as a PRF, then the full MSK or rMSK is used as key
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derivation key, K. If CMAC-AES is used as a PRF, then the first 128 bit of MSK or rMSK is used as
key derivation key, K.

— & - The output binary length of PRF used in the key derivation. That is / is the length of the block of
the keying material derived by one PRF execution. Specifically, for HMAC-SHA-1, & = 160 bits; for
HMAC-256, h =256 bits; for CMAC-AES, h = 128 bits.

— Nonce-T and Nonce-N - The nonces exchanged during the execution of service access authentication.
—  “MSRK” - 0x4D53524B, ASCII code in hex for string “MSRK.”

The MSRK derivation is described as follows:
Input: K, Nonce-T, Nonce-N.

Process:
a) MSRK:= PRF(K, “MSRK" || Nonce-T || Nonce-N).
b) Return MSRK.

Output: MSRK

The binary length of MSRK is h. Depending on the PRF used for the MSRK derivation, it can be 128 bits,
160 bits, or 256 bits. The MSRK is used to derive media specific pairwise master keys (MSPMK).

10.2.1.2 Derivation of media specific pairwise master keys (MSPMKs)

Each MSPMK is derived specifically for a PoA. For the media specific pairwise master key (MSPMK)
derivation, the following notations and parameters are used:

— K- key derivation key. It can be a full length of MSRK or a portion of MSRK. Specifically, the length
of MSRK is h which is determined by the PRF used for key derivation. If in MSRK derivation and in
MSPMK derivation, the same PRF is used, the MSPMK derivation will be able to use the full length
MSRK. However, in case that HMAC-SHA1 or HMAC-SHA256 is used in MSRK derivation, but
CMAC-AES is used in MSPMK derivation, then only the first 128 bits of MSRK is used as a key
derivation key in the MSPMK derivation.

— MN _LINK _ID - A link layer identity of the mobile node.
— PoA_LINK ID - A link layer identity of a target point of attachment (PoA).
—  “MSPMK” - 0x4D53504D4B, ASCII code in hex for string “MSPMK”.

The MSPMK derivation is described as follows:
Input: K, MN_LINK ID, PoA_LINK ID.

Process:
a) MSPMK:= PRF(K, “MS-PMK” || MN_LINK ID|| PoA_LINK ID).
b) Return MSPMK.

Output: MSPMK.

The binary length of MSPMK is h. Depending on the PRF used for the above MSPMK derivation, it can be
128 bits, 160 bits, or 256 bits.

The new key hierarchy is illustrated in Figure 47.
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MSK or rMSK
K
MIAK MIIK
MIEK MSRK
MISK
MSPMKa MSPMKb

Figure 47—Key Hierarchy for Bundle Case
10.2.2 Media specific key distribution

Each MSPMK will be distributed to a PoA. The key distribution from the PoS to a PoA can be done through
push or pull key distribution. In general, key distribution from a PoS to a PoA is out of the scope of this
standard. However, MIH service can be used to trigger the key distribution. The key distribution can be
triggered in the following methods.

10.2.2.1 Push key distribution

The objective of push key distribution is to trigger a PoS to push a key into a target PoA. To perform the
installation, the MN uses the MIH protocol, which at this point could be protected, to notify the PoS to start
the key installation. In the PoS, the key is pushed from MIHF to a MIH user for the further distribution to a
PoA. The primitives for push key distribution are defined in 7.4.27. The messages are defined in 8.6.1.16
and 8.6.1.17.

10.2.2.2 Reactive pull key distribution

A reactive pull key distribution is performed after the MN moves to the target PoA. Since no MIH function
is used, this is out of the scope of this standard.

10.2.2.3 Optimized proactive pull key distribution

This mechanism allows the MN to perform a media-specific authentication proactively with a target PoA
without being directly connected to the wireless link of the target PoA by means of sending link-layer
frames through the PoS to the target PoA. The key hierarchy shared between the MN and the PoS is used in
order to derive a pre-shared key to conduct a proactive authentication. The PoS is acting as a local
authentication server (AS). The PoA receiving the link-layer frames with the authentication information can
contact with the AS (the PoS) using the identifier provided during the service access authentication. Once
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the proactive authentication is completed, a media specific master session key (MSK) is distributed from the
PoS (acting as an AS) to the PoA. At the end, the MN and the PoA share the same media specific MSK. To

perform this key distribution mechanism the primitives are defined in 7.4.28 and MIH messages are defined
in 8.6.1.18 and 8.6.1.19.
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Annex D

(normative)

Mapping MIH messages to reference points

Insert the following rows to Table D.1:

Table D.1—Mapping MIH messages to reference points

MIH message name Reference point

MIH_Auth RP1, RP3

MIH_Termination Auth RP1,RP3

MIH_Push_Key RP1, RP3
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Annex F

(normative)

Data type definition

F.3 Derived data types

F.3.2 General data type

Change the following row in Table F.2:

Table F.2—General data types

Data type name

Derived from Definition

STATUS

ENUMERATED The status of a primitive

execution.

0: Success

1: Unspecified failure

2. Rejected

3. Authorization failure
4. Network error

5. Authentication Failure

F.3.12 Data type for MIH capabilities

Change the following row in Table F.20:

Table F.20—Data type for MIH capabilities

Data type name

Derived from

Definition

MIH_IQ TYPE LST

BITMAP(64)

Bit 29:
IE_AUTHENTICATOR_LINK_ADDR
Bit 30: IE_AUTHENTICATOR_IP_ADDR
Bit 31: IE_PoS_IP_ADDR

Bit 32: IE_KEY_DIST_INF

Bit 33: IE_PoS_INTG_ALG_INF

Bit 34: IE_PoS_ENCR_ALG_INF

Bit 35: IE_PoS_PRF_INF

Bit 29 36— 63 (Reserved)
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Insert F.3.16 after F.3.15 as follows:

F.3.16 Data type for security

58

F.24 Data type for security

Data type Derived from Definition
ID TYPE EUMERATED The type of security association.
0: TLS-generated;
1: EAP-generated
ID_VALUE OCTET_STRING Represents a security association identifier
MIH_SEC _CAP SEQUENCE( Represents the MIH security capabilities.
TLS_CAP,
EAP_CAP)
TLS CAP BOOLEAN TLS-generated SA capability.
TRUE: (D)TLS Supported
FALSE: (D)TLS not supported
EAP_CAP CHOICE ( NULL, SE- | EAP-generated SA capability. When NULL is

QUENCE
(KEY_DIST LIST,
INT _ALG_LIST,
CIPH_ALG_LIST,
PRF_LIST))

chosen, EAP-generated SA is not supported.
When SEQUENCE is chosen, EAP-generated
SA is supported.

KEY DIST LIST

BITMAP(B)

Represents a list of key distribution methods.
Bitmap values

Bit 0: Push key distribution

Bit 1: Optimized proactive pull key distribution
Bit 2: Reactive pull key distribution

Bit 3-7 (Reserved)

INT_ALG_LIST

BITMAP(B)

Represents a list of integrity algorithm.
Bitmap values

Bit 0: INTG_HMAC_SHA 96

Bit 1: INTG_HMAC_CMAC_AES
Bit 2-7 (Reserved)

CIPH_ALG_LIST

BITMAP(B)

Represents a list of encryption algorithm.
Bitmap values

Bit 0: ENCR_AES_CBC

Bit 1: AUTH_ENC AES CCM

Bit2: ENCR_NULL

Bit 3-7 (reserved)

PRF_LIST

BITMAP(B)

Represents a list of key derivation functions.
Bitmap values

Bit 0: PRF_AES CMAC

Bit I: PRF_HMAC_SHAI

Bit 2: PRF HMAC SHA256

Bit 3-7 (reserved)

NONCE_VALUE

UNSIGNED_INT(2)

Represents a random value
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F.24 Data type for security (continued)

Data type

Derived from

Definition

AUTH_INFO_VALUE

OCTET_STRING

Represents the authentication information used
to authenticate.

AUTH_VALUE OCTET_STRING Represents a message authentication/integrity
code.
KEY OCTET_STRING Represents a cryptographic key.

KEY MAPPING

LIST(SE-
QUENCE(LINK_TUPLE_
ID, KEY, LIFETIME))

Represents a map of a link layer identifier of a
PoA to a key and a lifetime.

LINK_AUTHENTICA
TOR_LIST

SE-
QUENCE(LINK_TYPE,
LIST(LINK_ADDR))

Represents a list of link layer addresses of au-
thenticators for a given link type.

LL FRAMES OCTET_STRING Represents the information needed to carry out
a key installation.
LIFETIME UNSIGNED _INT(2) Represents the period of time that a key is valid
and can be used.
SECURITY CHOICE(TLS_RECORD, | Represents information which is carried in the
MIH_SPS RECORD) security TLV.
TLS RECORD OCTET_STRING Represents a TLS record.

MIH_SPS_RECORD

SE-
QUENCE(ENCR_BLOCK
, CHOICE(INTG_BLOCK,
NULL))

Represents data protected by an MIH security
association.

ENCR_BLOCK

OCTET_STRING

Represents encrypted data.

INTG_BLOCK

OCTET_STRING

Represents integrity protected data.
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Information element identifiers

Insert the following rows in Table G.1:

MEDIA INDEPENDENT HANDORVER SERVICES—AMENDMENT 1

Table G.1—Information element identifier values

Name of information element or container

IE Identifier

IE_AUTHENTICATOR_LINK_ADDR 0x10000206
IE_AUTHENTICATOR_IP_ADDR 0x10000207
IE_PoS_IP_ADDR 0x10000208
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Annex H

(normative)

MIIS basic schema

Change the following text shown:
The following text defines the RDF vocabularies for MIIS.

<?xml version="1.0"?>

<IDOCTYPE rdf:RDF [

<IENTITY rdf "http://www.w3.0rg/1999/02/22-rdf-syntax-ns#">
<IENTITY rdfs "http://www.w3.0rg/2000/01/rdf-schema#">
<IENTITY mihbasic "URL_TO_BE_ASSIGNED#">
<IENTITY owl "http://www.w3.0rg/2002/07/ow1#">

<IENTITY xsd "http://www.w3.0rg/2001/XMLSchema#">

>

<rdf:RDF xmlns:rdf="&rdf;" xmlns:rdfs="&rdfs;"
xmlns:mihbasic="&mihbasic;" xml:base="&mihbasic;"
xmlns:owl="&owl;" xmlns:xsd="&xsd;">

<owl:Class rdf:ID="POA">

<rdfs:subClassOf>

<owl:Restriction>

<owl:onProperty rdf:resource="#ie poa_link addr"/>
<owl:cardinality rdf:datatype="&xsd;nonNegativelnteger">1
</owl:cardinality>

</owl:Restriction>

</rdfs:subClassOf>

<rdfs:subClassOf>

<owl:Restriction>

<owl:onProperty rdf:resource="#ie poa_ location"/>
<owl:cardinality rdf:datatype="&xsd;nonNegativelnteger">1
</owl:cardinality>

</owl:Restriction>

</rdfs:subClassOf>

<rdfs:subClassOf>

<owl:Restriction>

<owl:onProperty rdf:resource="#ie poa_channel range"/>
<owl:cardinality rdf:datatype="&xsd;nonNegativelnteger">1
</owl:cardinality>

</owl:Restriction>

</rdfs:subClassOf>

<rdfs:subClassOf>

<owl:Restriction>

<owl:onProperty rdf:resource="#ie_poa_system_info"/>
<owl:cardinality rdf:datatype="&xsd;nonNegativelnteger">1
</owl:cardinality>

</owl:Restriction>

</rdfs:subClassOf>

<rdfs:subClassOf>

<owl:Restriction>

<owl:onProperty rdf:resource="#ie poa_subnet info"/>
<owl:minCardinality rdf:datatype="&xsd;nonNegativelnteger">1
</owl:minCardinality>
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</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>

<owl:onProperty rdfiresource="#ie authenticator link addr"/>
<owl:cardinality rdf:datatype="&xsd:nonNegativelnteger">1

</owl:cardinality>
</owl:Restriction>

</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>

<owl:onProperty rdfiresource="#ie_authenticator_ip_addr"/>
<owl:minCardinality rdf:datatype="&xsd;:nonNegativelnteger">1

</owl:minCardinality>
</owl:Restriction>

</rdfs:subClassOf>

<rdfs:subClassOf>

<owl:Restriction>

<owl:onProperty rdfiresource="#ie_pos_ip_addr"/>

<owl:minCardinality rdf:datatype="&xsd:nonNegativelnteger">1

</owl:minCardinality>
</owl:Restriction>

</rdfs:subClassOf>

<rdfs:comment>

This class contains all the information depicting a PoA.
</rdfs:comment>

</owl:Class>

Insert the following prior to </rdf:RDF>:

<owl:ObjectProperty rdf:ID="ie authenticator link addr">

<mihbasic:ie_type_identifier>0x10000206</mihbasic:ie_type identifier>

<rdfs:domain rdf:resource="#POA"/>
<rdfs:range rdf:resource="#TRANSPORT ADDR"/>
</owl.ObjectProperty>

<owl:ObjectProperty rdf:ID="ie authenticator ip addr">

<mihbasic:ie_type_identifier>0x10000207</mihbasic:ie_type identifier>

<rdfs:domain rdf:resource="#POA"/>
<rdfs:range rdf:resource="#TRANSPORT ADDR"/>
</owl.ObjectProperty>

<owl:ObjectProperty rdf:ID="ie_pos_ip_addr">

<mihbasic:ie_type_identifier>0x10000208</mihbasic:ie_type identifier>

<rdfs:domain rdf:resource="#POA"/>
<rdfs:range rdf:resource="#TRANSPORT ADDR"/>
</owl.ObjectProperty>
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Annex J

(informative)

IEEE 802.21 MIB

J.2 IEEE 802.21 MIB definition

Change the following text as shown:

—— kkkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkkdkhkhkhhkhkhkhkhhkhkdhkhdhkdhkdrkdhhkhkdrdhhkdkdhkhkdhdhkhkdhrdrrhkrdhxdxkrd

-- * MODULE IDENTITY

—— khkkkkhkkhkkhkhkkhkhkkhkhkkhkkhkhkkkhkhkkhkhkkhhkhkhhkhkkhhkhkhkhkhkhkhkkhkhkhkkhkhkkhkkhkkhkkhkkkhkkkhkhkkkhkkkk*x

ieee802dot21 MODULE-IDENTITY

LAST-UPDATED "266866641455%42011051612052"

ORGANIZATION "IEEE 802.21"

CONTACT-INFO

"WG E-mail: stds-802-2l@ieee.org

Chair: Viwek Gupta Subir Das

Intel Corporation Telcordia Technologies

E-mail: mailtervivek-g-gupta@intel-eom subir@research.telcordia.com
Editor: @iacbing—Xie David Cypher

E-mail: Qicobing-Xie@MOTOROEA-COM david.cypher@nist.gov"
DESCRIPTION

"The MIB module for IEEE 802.21 entities.
iso(1l) .std(0) .is08802(8802) .ieee802dot21 (21)"
REVISION "2668066041455%2011051612052"
DESCRIPTION
"The latest version of this MIB module."

{ iso std(0) 1s08802(8802) ieee802dot21(21) }

a qQ

Change the following text as shown:

Dot21ISQueryTypelist ::= TEXTUAL-CONVENTION
STATUS current

DESCRIPTION

" This attribute will be a set of supported MIH IS query types."
REFERENCE "IEEE Std 802.21, 2008 Edition, F.3.12"
SYNTAX BITS

{ binary(0),

rdfData (1),

rdfSchemaUrl (2),

rdfSchema (3) ,

typeIleNetworkType (4) ,
typeIleOperatorIdentifier(5),
typeleServiceProviderIdentifier(6),
typeleCountryCode (7),
typeleNetworkIdentifier(8),
typeleNetworkAuxiliaryIdentifier (9),
typeIeRoamingPartners (10),

typeIeCost (11),

typeIeNetworkQos (12),
typeleNetworkDataRate (13),
typeleNetworkRegulatoryDomain (14),
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typeIleNetworkFrequencyBands (15),
typeleNetworkIpConfigurationMethods (16),
typeleNetworkCapabilities (17),
typeleNetworkSupportedLcp (18),
typeIeNetworkMobilityManagementProtocol (19),
typeleNetworkEmergencyServiceProxy (20),
typeIeNetworkImsProxyCscf (21),
typeleNetworkMobileNetwork (22),
typelePoalLinkAddress (23),
typelePoalocation (24),
typeIePoaChannelRange (25),
typelePoaSystemInformation(26),
typelePoaSubnetInformation(27),
typelePoalpAddress (28), +
typeleAuthenticatorLinkAddress (29),
typeleAutheticatorIpAddress (30),
typelePosIpAddress (31) }
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Annex K

(informative)

Example MIH message fragmentation

Insert the subclause heading before existing text as shown:

K.1 Example of original MIH message frangmentation

Insert K.2 as follows:

K.2 Calculation of securityOverhead when there is an MIH SA

To calculate securityOverhead when there is an MIH SA, the following parameters are used:

— x is 0 when Source MIHF Identifier TLV and Destination MIHF Identifier TLV are contained in the
protected MIH message, otherwise, x is 1.

— yis 1 for TLS-generated MIH SA. Otherwise, y is 0.

— Lgap denotes the octet length of the SAID TLV carried in the protected MIH message. Lgaip
depends on the implementation.

— Lgp denotes the octet length of the Source MIHF Identifier TLV optionally carried in the protected
MIH message. Lg;pp depends on the implementation.

— Lpp denotes the octet length of the Destination MIHF Identifier TLV optionally carried in the pro-
tected MIH message. Ly depends on the implementation.

—  OggcrLy denotes the overhead of the Security TLV carried in the protected MIH message.
—  Ogypg(y) denotes the overhead of the MIH data type contained in the Security TLV.

—  Orfg denotes the overhead of the TLS record. O g =3, i.e., 1-octet TLSCiphertext.type plus 2-octet
TLSCiphertext.version plus 2-octet TLSCiphertext.length [RFC5246].

—  Ognc denotes the overhead of encryption. Ogyc depends on the ciphersuite.
—  Oqnrg denotes the overhead of integrity protection. Oyt depends on the ciphersuite.

securityOverhead is calculated as follows:

securityOverhead = Lga1p —x*(Lgip *+ Lpp)* Osgctry + Orype(Y) + y*Orrs + Opne + OmnrG

Note that securityOverhead can be a negative value when x = 1.

Since the maximum size of Security TLV is no more than the maximum size of Variable Payload of MIH
message, which is 2'°—1 octets, the maximum values of OSECTLV and OTYPE(y) are shown below.

—  OggcrLy =3 (i.e., 1-octet TLV Type plus 2-octet TLV Length).

—  Opypr(0) = 6, i.e., 1-octet CHOICE Selector in CHOICE(TLS_RECORD, MIH_SPS_RECORD)
plus 2-octet Length field of ENCR BLOCK data plus 1-octet CHOICE Selector in
MIH_SPS RECORD plus 2- octet Length field of INTG_BLOCK data.

—  Opypr(1) = 3, i.e., 1-octet CHOICE Selector in CHOICE(TLS_RECORD, MIH_SPS_RECORD)
plus 2-octet Length field of TLS RECORD data.
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Table K.1 shows Ognc and Oyt values for the MIH ciphersuites for EAP-generated MIH SA.

Table K.1—Protection Overhead for EAP-generated SAs

Ciphersuite code Encryption I}tnotfegcl;iizl Ogne OintG
00000010 AES CBC HMAC-SHA1-96 32(IV+padding) 12 (MIC)
00000100 NULL HMAC-SHA1-96 0 12 (MIC)
00000101 NULL AES_CMAC 0 12 (MIC)
00000110 AES_CCM 10 (SN)+ 12(MIC) | O

For example, consider a case where Ciphersuite Code 00000010 (AES-CBC + HMAC-SHA1-96) is used for
EAP-generated MIH SA (y=0) without containing Source MIHF Identifier TLV and Destination MIHF
Identifier TLV in the protected MIH message (x=0), and the length of SAID TLV, the length of Source
MIHF Identifier TLV, the length of Destination MIHF Identifier TLV are 30 octets, 20 octets and 30 octets,
respectively. Then securityOverhead is computed as:

securityOverhead = Lgaip — (Lsip + Lpmp) + Osgcrrv + O1ype(0) + Opne + Omvrg
= 30— (20+30)+3+6+44 = 33 (octets).

Figure K.2 shows the protected fragments for the original message shown in Figure K.1, when operating in
the same condition as described in the above example with securityOverhead=33 (octets). The integer
number within the brackets of each field in Figure K.2 indicates the length of the field in octets. In Figure
K.2, the fragment size before applying MIH protection is set to 1424 (=16*89) octets to have the fragment
size of 1499 octets after applying MIH protection, which gives the largest number of 16-octet blocks (89)
under the condition that the resulting protected fragment does not exeeds 1500 octets.
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First protected fragment message (M=1, FN=0, size =1499 octets)

Header (S=1)
(3)

SAID TLV
(30)

Security TLV
(1461)

Encrypted fragment = 16%19 = 1424 octets
IV =16 octets

MIC = 12 octets

TLV overhead = 3 octets

MIH data type overhead = 6 octets

Second protected fragment message (M=0, FN=1, size = 251 octets)

Header (S=1)
®)

SAID TLV
(30)

Security TLV
(213)

Encrypted fragment = 1600-1424 = 176 octets
IV =16 octets

MIC = 12 octets

TLV overhead = 3 octets

MIH data type overhead = 6 octets

Figure K.2—Example of protected MIH fragment message
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(normative)
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MIH protocol message code assignment

Insert the following rows into Table L.1 as shown:

Table L.1—AID assignment

Messages

AID

MIH messages for service management

MIH_Auth 6
MIH_Termination_Auth

MIH_Push Key 8
MIH_LL Auth 9

Insert and change the following rows in Table L.2 as shown:

68

Table L.2—Type values for TLV encoding

TLYV type name TLYV type value Data type
(Reserved) 6480-99 (Reserved)
Security 64 SECURITY
SAID 65 SEQUENCE(ID_TYPE, ID_VALUE)
Security capability 66 MIH_SEC CAP
KeyLifeTime 67 LIFETIME
AUTH 68 AUTH_VALUE
NONCE 69 NONCE_VALUE
Authentication 70 AUTH_INFO VALUE
Link identifier 71 LINK_TUPLE _ID
Link layer information 72 LL FRAME
Link Tuple Identifier List | 73 LIST(LINK_TUPLE ID)
Authenticator list 74 LIST(LINK_AUTHENTICATOR_LIST)
Ciphersuite 75 SEQUENCE(KEY_DIST_LIST,

INT ALG_LIST, CIPH_ALG_LIST, PRF LIST)
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Annex M

(normative)

Protocol implementation conformance statement (PICS)
proforma6

M.8 PICS proforma tables

M.8.3 Major capabilities

Add the following rows into the table in M.8.3 as shown:

Item Item description Reference Status Support Mnemonic
number
M.8.3.9a Is MIH service 6.2.1,9 M Yes [ [ No [ ] MC9a
access
authentication
supported?
M.8.3.9b Is MIH message 9 M Yes[]No[] MC9b
protection
supported?
M.8.3.9b.1 Is EAP supported? | 9.2,9.3 0.x Yes [ | No [ ] MC9b.1
MC9a or
mc9B
M:
MC9c.2
M.8.3.9b.1.1 | Is AES_ CCM 923,932 M: Yes[]No[]
(ciphersuite MC9b.1
00000110)
supported?
M.8.3.9b.1.2 | Is AES_CBC and 923,933 O:MC9%.1 Yes[]No[]
HMAC-SHA1-96
(ciphersuite
00000010)
supported?
M.8.3.9b.1.3 | Is HMAC-SHAI- 923,934 O:MC9b.1 Yes[]No[]
96 (cyphersuite
00000100)
supported?
M.8.3.9b.1.4 | Is AES-CMAC 9.2.3,9.3.5 O:MC9%.1 Yes[]No[]
(cyphersuite
00000101)
supported?

6Copyright release for PICS proformas: Users of this standard may freely reproduce the PICS proforma in this annex so that it can be
used for its intended purpose and may further publish the completed PICS.
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Item
number

Item description

Reference

Status

Support

Mnemonic

M.8.3.9b.2

Is (D)TLS
supported?

9.1

Ox
MC(C9a or
MC9b

Yes [ | No [ ]

MC9b.2

M.8.3.9¢c

Is proactive
authentication
supported?

5.1.9,10

0]

Yes [ ] No [ ]

MC9c

M.8.3.9¢c.1

Is unbundled
proactive
authentication
supported?

10.1

O.w:MC9c

Yes [ | No[]

MC9c.1

M.8.3.9¢c.2

Is bundled
proactive
authentication
supported?

10.2

O.w:MC9c

Yes [ ] No [ ]

MC9c.2
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Insert new Annex N and Annex O as follows:

Annex N

(informative)

Authentication and key distribution procedures

N.1 MIH service access authentication

MN PoS MIH Service
Authentication
MIHF MIHF Server

1. MIH_Auth indication

2. MIH_ Auth request

A

3. MIH_Auth response

4. Use AAA protocol to communicate with
service authentication server.

|
5. Derive key hierarchy 5. Derive key hierarchy

6. MIH_ Auth request (AUTH)

A

7. MIH_Auth response (AUTH)

Out of the scope of IEEE 802.21.

Figure N.1—Mobile initiated access authentication phase

Copyright © 2012 IEEE. All rights reserved. 71



72

IEEE Std 802.21a-2012

MIHF

1. MIH_ Auth request

A

MEDIA INDEPENDENT HANDORVER SERVICES—AMENDMENT 1

PoS MIH Service
Authentication
MIHF Server

2. MIH_Auth response

»
L

3. Use AAA protocol to communicate with
service authentication server.

4. Derive key hierarchy

4. Derive key hierarchy

5. MIH_Auth request (AUTH)

A

6. MIH_Auth response (AUTH)

v

Out of the scope of IEEE 802.21.

Figure N.2—Network initiated access authentication phase
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N.2 Push key distribution

MN Serving PoS

Serving Target

PoA PoA
MIH User | MIHF | MAC MIHF MIH User

1. MIH_Push_Key.request
»

2. MIH_Push Key request

3. MIH Push Key.indication
4. PoS installs the media specific key
to target PoA.

5. MIH_Push_Key.response
6. MIH_Push_Key response <

l

7. MIH_Push Key.confirm

8. MIH user installs the media specific key in

—————— et

Out of the scope of IEEE 802.21.

Figure N.3—Push key distribution
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N.3 Proactive authentication

MN . MSA/ Serving PoS
Serving
PoA Target
MIH User | MIHF | MAC PoA MIHF MIH User

1. MIH_LL Auth.request

2. MIH_LL| Auth request

»
»

3. MIH_LL Auth.indication

4. The LL frames are sent to MSA to
execute proactive authentication.

5. The LL frames are obtained from
MSA to be sent to MN.
——————— - — — >

6. MIH_LL Auth|response

7} MIH_LL_Auth response

i
<«

8. MIH_LL_Auth.confirm
4—

Out of the scope of IEEE 802.21.

Figure N.4—Proactive authentication
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N.4 Optimized pull key distribution

MN . MSA/ Serving PoS
Serving
PoA Target
MIH User | MIHF | MAC PoA MIHF |MIH User | AAA

1. MIH_LL _Auth.request

2. MIH_LI] Auth request

v

3. MIH_LL Auth.indicatign
—>

4] A key is installed to AAA.
<

5. The LL frames are sent to MSA.

7. Contact AAA for MN authentication.
__________________ L - — — ’

8. MIH_LL Auth.response
9l MIH_LL_Auth response «— i

l

. MIH_LL_Auth.confirm
4—

—

N

n. Install key to the MAC layer.

Out of scope of IEEE802.21.

Figure N.5—Optimized pull key distribution
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N.6 Termination phase

MN

MIHF

76

PoS

MIHF

1. MIH_Auth_Termination request

2. MIH_Auth_Termination response

Figure N.6—MN initiated termination phase
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Annex O

(informative)

Protection through transport protocols

MIH messages can be carried over wireless protocols in layer 2 such as defined in IEEE Std 802.11 or layer
3 as defined in IETF RFC 5677. In the following, the security protection provided through the transport
protocol are discussed and security issues are identified with each protection mechanism.

0.1 Protection through layer 2

When MIH messages are transported over a layer 2 protocol, the protection may be provided through the
layer 2 protocol such as TKIP and CCMP specified in IEEE Std 802.11.

The protection in layer 2 is usually established with L2 identifiers such as MAC address for an MN and a
PoS. MIH messages are protected together with other data. Furthermore, if MIH messages are transported
over different layer 2 protocols, then the protection may be different. If the PoS is not co-located with a PoA
in the same device, the protection through a L2 protocol may not provide end-to-end security between the
MN and the PoS.

On the other hand, such protection through a layer 2 protocol will not require any change on either MIH pro-
tocol or the layer 2 protocol that transports the MIH protocol.

0.2 Protection through IPsec

When MIH messages are transported over IP as defined in IETF RFC 5677, they may be protected by IPsec
as specified in IETF RFC 4302 for IP Authentication Header (AH) and RFC 4303 IP Encapsulating Security
Payload (ESP). When IPv6 is implemented in a mobile node and a PoS, then IPsec is mandatory. In this
case, each MIH message is protected at IP layer as an IP payload in each IPsec packet.

For a pair of IP nodes with fixed IP addresses, the IPsec Security Associations (SAs) are established through
Internet Key Exchange (IKEv1 or IKEv2) specified in IETF RFC 2409 and IETF RFC 4306. However, in
case of MIH message protection, the IP address of a mobile node may be dynamic. In this case, a protocol
suite defined by IETF RFC 4555 - “IKEv2 Mobility and Multihoming Protocol (MOBIKE)” may be used to
establish SAs between an MN and a PoS (a.k.a. MoS as defined in IETF RFC 5677).

It is similar to IKEv2, MOBIKE is a heavy weight protocol. The MOBIKE RFC is explicitly defined for tun-
nel-mode IPSec connections.

IPsec protocols are well defined and can provide proper protection for its IP payload. When SAs are
established between an MN and a PoS, they provide end-to-end protection. Using IPsec will not require any
changes to either MIH protocol or IPsec.

Similar to protection provided in layer 2, the protection through IPsec are not MIH specific. However, for
the mutual authentication through MOBIKE, the certificates may be issued on identifiers that are related to
MIH applications. From this point of view, IPsec is closer to MIH specific protection, compared to L2
protection.
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