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Foreword to ANSI/IEEE Std 802.1H, 1997 Edition

 

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to
IEEE standard numbers.)

This family of standards deals with the Physical and Data Link layers as defined by the International Organi-
zation for Standardization/International Electrotechnical Commission (ISO/IEC) Open Systems Intercon-
nection Basic Reference Model (ISO/IEC 7498-1: 1994). The access standards define several types of
medium access technologies and associated physical media, each appropriate for particular applications or
system objectives. Other types are under investigation.

The standards defining the access technologies are as follows:

• IEEE Std 802

 

Overview and Architecture.

 

 This standard provides an overview to the 
family of IEEE 802 Standards. This document forms part of the 802.1 
scope of work.

• ANSI/IEEE Std 802.1B
and 802.1k
[ISO/IEC 15802-2]

 

LAN/MAN Management.

 

 Defines an Open Systems Interconnection (OSI) 
management-compatible architecture, and services and protocol elements 
for use in a LAN/MAN environment for performing remote management.

• ANSI/IEEE Std 802.1D
[ISO/IEC 10038]

 

MAC Bridging.

 

 Specifies an architecture and protocol for the interconnec-
tion of IEEE 802 LANs below the MAC service boundary.

• ANSI/IEEE Std 802.1E
[ISO/IEC 15802-4]

 

System Load Protocol.

 

 Specifies a set of services and protocol for those 
aspects of management concerned with the loading of systems on IEEE 
802 LANs.

• ANSI/IEEE Std 802.2
[ISO/IEC 8802-2]

 

Logical Link Control

 

• ANSI/IEEE Std 802.3
[ISO/IEC 8802-3]

 

CSMA/CD Access Method and Physical Layer Specifications

 

• ANSI/IEEE Std 802.4
[ISO/IEC 8802-4]

 

Token Passing Bus Access Method and Physical Layer Specifications

* Formerly IEEE Std 802.1A.
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The reader of this standard is urged to become familiar with the complete family of standards.

 

Conformance test methodology 

 

An additional standards series, identified by the number 1802, has been established to identify the
conformance test methodology documents for the 802 family of standards. Thus the conformance test
documents for 802.3 are numbered 1802.3.

 

ANSI/IEEE Std 802.1H, 1997 Edition

 

This document specifies extensions to the behavior of ISO/IEC 10038 (IEEE Std 802.1D) MAC Bridges for
use in dealing with Ethernet V2.0 frames.

ISO/IEC 8802-3 (IEEE 802.3) and Ethernet V2.0 frames often share the same LAN media, but the two kinds
of frames do not have the same structure. Specifically, Ethernet V2.0 defines the two octets following the
MAC addresses as a type, and ISO/IEC 8802-3 defines these same octets as a length. Footnote 7 in 3.2.6 of
ISO/IEC 8802-3 : 1993 (footnote 6 in earlier editions) alludes to this difference and points out a way by
which ISO/IEC 8802-3 and Ethernet V2.0 MAC frames may be distinguished.

The difference in frame structure means that Ethernet V2.0 frames cannot be directly forwarded by a Bridge
to a different type of IEEE 802 LAN (e.g., token ring or FDDI), although they can be forwarded between
pairs of LANs that both support Ethernet V2.0 (as, in practice, almost all ISO/IEC 8802-3 LANs do). The
Internet Engineering Task Force (IETF) has specified, in RFC1042, a mechanism for conveying the
Ethernet-based Internet Protocol (IP) and related protocols over IEEE 802 LANs. This uses the Subnetwork

• ANSI/IEEE Std 802.5
[ISO/IEC 8802-5]

 

Token Ring Access Method and Physical Layer Specifications

 

• ANSI/IEEE Std 802.6
[ISO/IEC 8802-6]

 

Distributed Queue Dual Bus Access Method and Physical Layer 
Specifications

 

• ANSI/IEEE Std 802.9 
[ISO/IEC 8802-9] 

 

Integrated Services (IS) LAN Interface at the Medium Access Control 
(MAC) and Physical (PHY) Layers

 

• ANSI/IEEE Std 802.10

 

Interoperable LAN/MAN Security

 

• ANSI/IEEE Std 802.11

 

Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) 
Specifications

 

• ANSI/IEEE Std 802.12

 

Demand Priority Access Method, Physical Layer and Repeater 
Specifications

 

In addition to the family of standards, the following is a recommended practice for a common Physical
Layer technology:

• IEEE Std 802.7

 

IEEE Recommended Practice for Broadband Local Area Networks

 

The following additional working group has authorized standards projects under development:

 • IEEE 802.14

 

Standard Protocol for Cable-TV Based Broadband Communication 
Network
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Access Protocol (SNAP) mechanism specified in IEEE Std 802, with the Ethernet-type values encapsulated
in the protocol identifier values of SNAP PDUs. Subsequently, other (non-IP) uses of the RFC1042 mecha-
nism have occurred that were incompatible with the IP protocol suite, and have caused interoperability prob-
lems for Bridges wanting to support both.

This recommended practice specifies extensions to the behavior of Bridges in order to facilitate restoration
of the interoperability that was lost by such conflicting uses of the RFC1042 mechanism. It also provides
guidelines to protocol designers so that they can migrate old Ethernet-based protocols, and design new IEEE
802-based protocols, in such a way that they will interoperate smoothly with Bridges.
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Information technology—
Telecommunications and information exchange 
between systems—
Local and metropolitan area networks—
Technical reports and guidelines—

 

Part 5: 

 

Media Access Control (MAC) 
Bridging of Ethernet V2.0 in Local Area 
Networks

 

1. Overview

 

ISO/IEC 10038: 1993

 

1

 

 defines a standard for interconnecting ISO/IEC 8802 Local Area Networks (LANs)
using media access control (MAC) Bridges. That standard provides facilities for the interconnection of sta-
tions attached to ISO/IEC 8802 LANs of different MAC types. This Technical Report extends those facilities
to include the interconnection of nonstandard LANs to ISO/IEC 8802 LANs. The nonstandard LAN
described is Ethernet (see Annex D).

(See Clause 3 for definitions used in this clause and elsewhere in this standard.)

 

1.1 Scope

 

For the purpose of facilitating the interoperability of ISO/IEC 10038 MAC Bridges and end stations in
bridged LANs comprising CSMA/CD networks containing a mixture of ISO/IEC 8802-3 and Ethernet end
stations and other types of LANs, this Technical Report specifies extensions to the behavior of MAC
Bridges. To this end this Technical Report

a) Extends the Bridge service interface model to support multiple MAC services on a single LAN and
to add a Bridge-Tunnel service interface.

b) Defines the Selective Translation Algorithm used by a Bridge to convert between Ethernet and ISO/
IEC 8802 frame formats.

c) Defines the protocols used by a Bridge to convey Ethernet frames across ISO/IEC 8802 LANs, the
Bridge-Tunnel Encapsulation Protocol, and the RFC1042 Encapsulation Protocol.

 

1

 

Information on references can be found in Clause 2.
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Additionally, for the purpose of avoiding future incompatibilities, this Technical Report provides guidelines
for the development of nonstandard ISO/IEC 8802 protocols, with particular emphasis on conversion of
existing Ethernet protocols and the behavior to be expected from a Bridge.

 

1.2 Purpose

 

The following are the express goals of this Technical Report:

a) Preservation of full interoperability between ISO/IEC 8802 LANs.
b) Enhancement of interoperability between ISO/IEC 8802 LANs and nonstandard LANs (i.e., Ether-

net).
c) Encouragement of vendors to migrate to ISO/IEC 8802-based protocols.
d) Preservation of existing interoperability mechanisms between ISO/IEC 8802 LANs and nonstandard

LANs.
e) Engendering the design of new ISO/IEC 8802 protocols, and the migration of existing Ethernet pro-

tocols, in a fashion that is compatible with Bridges and ISO/IEC 8802 end stations.

The following is 

 

not

 

 a goal of this Technical Report: Providing communication between two end stations,
with the same physical LAN protocol, which are otherwise not capable of communicating when attached to
a single LAN.

 

2. References

 

The following specifications contain provisions which, through reference in this text, constitute provisions
of this standard. At the time of publication, the editions indicated were valid. All standards are subject to
revision, and parties to agreements based on this standard are encouraged to investigate the possibility of
applying the most recent editions of the standards listed below.

IEEE Std 802-1990, IEEE Standards for Local and Metropolitan Area Networks: Overview and Architecture
(ANSI).

 

2

 

ISO/IEC 8802-2: 1994 [ANSI/IEEE 802.2, 1994 Edition], Information technology—Telecommunications
and information exchange between systems—Local and metropolitan area networks—Specific require-
ments—Part 2: Logical link control.

 

3

 

ISO/IEC 8802-3: 1996 [ANSI/IEEE Std 802.3, 1996 Edition], Information technology—Telecommunications
and information exchange between systems—Local and metropolitan area networks—Specific requirements—
Part 3: Carrier sense multiple access with collision detection (CSMA/CD) access method and physical layer
specifications.

ISO/IEC 8802-4: 1990 [ANSI/IEEE Std 802.4-1990], Information processing systems—Local area net-
works—Part 4: Token-passing bus access method and physical layer specifications.

ISO/IEC 8802-5: 1995 [ANSI/IEEE Std 802.5-1995], Information technology—Telecommunications and
information exchange between systems—Local and metropolitan area networks—Specific requirements—
Part 5: Token ring access method and physical layer specifications.

 

2

 

IEEE publications are available from the Institute of Electrical and Electronic Engineers, 445 Hoes Lane, P.O. Box 1331, Piscataway,
NJ 08855-1331, USA.

 

3

 

ISO/IEC publications are available from the ISO Central Secretariat, 1 rue de Varembé, Case Postale 56, CH-1211 Genève 20, Swit-
zerland. In the USA, they are available from the Sales Department, American National Standards Institute, 11 West 42nd Street, New
York, NY 10036, USA. ISO/IEC 8802 standards (standards for Local and Metropolitan Area Networks) are also available from IEEE.
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ISO 9314-2: 1989, Information processing systems—Fibre Distributed Data Interface (FDDI), Part 2: Token
Ring Media Access Control (MAC).

ISO/IEC 10038: 1993 [ANSI/IEEE Std 802.1D, 1993 Edition], Information technology—Telecommunica-
tions and information exchange between systems—Local area networks—Media access control (MAC)
Bridges.

RFC1042, Postel & Reynolds, A Standard for the Transmission of IP Datagrams over IEEE 802 Networks,
February 1988.

 

4

 

RFC1103, Katz, A Proposed Standard for the Transmission of IP Datagrams over FDDI Networks, June
1989.

 

3. Definitions

 

3.1 ISO/IEC 8802 LAN:

 

 A local area network used to carry LLC frames. ISO/IEC 8802-5 is an ISO/IEC
8802 LAN, as is a pure ISO/IEC 8802-3 network. FDDI, although not described in an IEEE standard, is also
considered an ISO/IEC 8802 LAN.

 

3.2 Ethernet LAN:

 

 A CSMA/CD LAN that does 

 

not

 

 use LLC headers on its frames but instead encodes a
protocol type field directly after the source address.

 

3.3 CSMA/CD LAN:

 

 Any local area network using the CSMA/CD access protocol. An ISO/IEC 8802-3
LAN is a CSMA/CD LAN, as is an Ethernet LAN. Most CSMA/CD networks are hybrids, carrying both
Ethernet and ISO/IEC 8802 style frames.

 

4. Bridge MAC service-interface model

 

The following subclauses show a progression of MAC service-interface models as seen by a Bridge that is
connecting different types of LANs. The following progression shows the derivation of the model used in
this standard:

a) Start with the simple case assumed by ISO/IEC 10038: 1993, where every LAN has one ISO/IEC
8802 (or FDDI) MAC service that sits below an ISO/IEC 8802.2 LLC.

b) Add the Ethernet service to the CSMA/CD LAN, and a corresponding “RFC1042” representation of
the Ethernet service to the other ISO/IEC 8802 LANs.

c) Remember that the CSMA/CD LAN is an ISO/IEC 8802 LAN, and add the RFC1042 service to that
LAN, creating a problem.

d) Finish by adding a “Bridge-Tunnel” service to the ISO/IEC 8802 LANs to resolve the problem cre-
ated in item c).

 

4.1 ISO/IEC 8802 service model

 

ISO/IEC 10038: 1993 assumes that each connected LAN has an ISO/IEC 8802 MAC service interface below
the LLC sublayer.

When frames are bridged from one type of LAN to another, the MAC is converted below the LLC sublayer;
the LLC portion of the frame is passed transparently.

 

4

 

Internet RFCs are retrievable by FTP at ds.internic.net /rfcnnn.txt (where nnn is a standard’s publication number, such as 783 or 906),
or call InterNIC at 1-800-444-4345 for information about receiving copies through the mail.
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This is shown diagrammatically in Figure 1.

 

4.2 ISO/IEC 8802 plus Ethernet service model

 

Figure 2 considers the situation in which, in addition to the ISO/IEC 8802 MAC service, a Bridge needs to
accommodate the presence of Ethernet frames on the CSMA/CD LAN. Ethernet frames do not make use of
the LLC sublayer services, but have a field (the protocol type) that identifies the protocol used in the remain-
der of the frame.

Since other ISO/IEC 8802 LANs do not provide an Ethernet MAC service, a translation is required to bridge
Ethernet frames to an ISO/IEC 8802 LAN. RFC1042 specifies an algorithm for performing this translation,
using the SNAP/SAP reserved LSAP as defined in IEEE Std 802-1990. This format can be viewed as an
additional service interface on ISO/IEC 8802 LANs. The intent of the RFC1042 mapping is to provide
interoperability between end stations that use the Ethernet service and end stations on ISO/IEC 8802 LANs
(that do not provide an Ethernet service).

Frames can be bridged between the service interfaces as shown in the figure by ISO/IEC 10038 MAC conver-
sion or by RFC1042 encapsulation/decapsulation. Note that the mapping is symmetrical, in the sense that
frames can flow in either direction through Bridges, with consistent service interface irrespective of direction.

 

4.3 ISO/IEC 8802 plus Ethernet plus RFC1042 service model

 

Since a CSMA/CD LAN is also an ISO/IEC 8802 LAN, the additional RFC1042 service interface may exist
on the CSMA/CD LAN as shown in Figure 3.

The service-interface mapping is no longer symmetrical. It is simple to bridge frames from a CSMA/CD
LAN onto another LAN by mapping both the Ethernet and RFC1042 service into the RFC1042 service.
When bridging frames back onto a CSMA/CD LAN, a choice needs to be made whether to map the
RFC1042 service to RFC1042 or Ethernet. This choice cannot be made correctly simply by examining the
frame when the goal is to map back to the original service interface, because the frame does not carry
enough information.

Figure 1—Simple ISO/IEC 8802 service model
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4.4 ISO/IEC 8802 plus Ethernet plus RFC1042 plus Bridge-Tunnel service model

 

Preservation of the MAC service-interface type for both Ethernet and RFC1042 services that transit an ISO/
IEC 8802 LAN requires the addition of another service interface on the ISO/IEC 8802 LANs as shown in
Figure 4. This new service is referred to as the “Bridge-Tunnel” service (4.4.1).

The Selective Translation Table (5.2) is used to determine the type of translation to be used for frames that
are bridged between CSMA/CD LANs and other LANs. If the table contains correct information, then
frames can be mapped correctly.

Figure 2—Simple ISO/IEC 8802 + Ethernet service model
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4.4.1 The Bridge-Tunnel service

 

The Bridge-Tunnel service is provided only to Bridges, and carries frames that have been encapsulated by
the Bridge-Tunnel Encapsulation Protocol (5.3). This service is used to carry frames between Bridges when
the service required by those frames is not present on an intervening LAN.

The Bridge-Tunnel service has some important characteristics that are necessary to resolve the ambiguity of
4.3:

a) The Bridge-Tunnel service does not exist on a LAN that supports the service being tunneled. That is,
there is no Ethernet Tunnel service in parallel with an Ethernet service.

b) The Bridge-Tunnel service does not exist at end stations on a LAN. Frames that are sent by a Bridge
through this interface are not received by end stations, since only frames destined for a CSMA/CD
LAN, but in transit across an ISO/IEC 8802 LAN, will be sent through the Tunnel service. For clari-
fication on end station behavior, see Annex B.

 

5. The Selective Translation Algorithm

 

The Selective Translation Algorithm specifies a mechanism for translating frames that are to be forwarded
from one type of LAN to another in an ISO/IEC 10038 Bridge. The algorithm uses a Selective Translation
Table (5.2) and a Bridge-Tunnel Encapsulation Protocol (5.3). This document covers only the case of for-
warding frames between CSMA/CD LANs and ISO/IEC 8802 LANs, with selection for Ethernet frames.

Figure 4—ISO/IEC 8802 + Ethernet + RFC1042 + Bridge-Tunnel service model
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5.1 Frame translation and forwarding

 

5.1.1 General frame flow

 

Frame flow, and translation when forwarding, are described with reference to the configuration in Figure 5.
Frames flow from left to right between the CSMA/CD LANs, via Bridge 1, the ISO/IEC 8802 or FDDI
LAN, and Bridge 2.

Figure 6 shows the translation process for frames being bridged between the two CSMA/CD LANs through
the intervening ISO/IEC 8802 or FDDI LAN. In this diagram, the Bridges have synchronized Selective
Translation Tables that correctly represent the service requirements. The Type refers to the protocol type
from Ethernet MAC frames, or the equivalent protocol type embedded in the SNAP header of ISO/IEC 8802
frames.

Figure 5—Frame-flow configuration

Bridge 2

8802-2 or
FDDI LAN

Bridge 1

CSMA/CD LAN CSMA/CD LAN
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Figure 7 shows the translation process for frames when the two Bridges have different tables, or those tables
do not correctly represent the requirements.

 

Selective Translation Algorithm frame flow
Case 1: Correct, synchronized tables

CSMA/CD LAN
Type in Bridge 1 

translation 
table

ISO/IEC 8802 or 
FDDI LAN

Type in Bridge 
2 translation 

table
CSMA/CD LAN

 

Ethernet MAC frame No ISO/IEC 8802 MAC 
frame, RFC1042-
encoded (SNAP OUI 
00-00-00)

No Ethernet MAC frame

Ethernet MAC frame Yes ISO/IEC 8802 MAC 
frame, tunnel-encoded 
(SNAP OUI 00-00-F8)

Yes

 

b

 

Ethernet MAC frame

ISO/IEC 8802-3 MAC 
frame RFC1042-
encoded

Yes

 

a

 

ISO/IEC 8802 MAC 
frame, RFC1042-
encoded (SNAP OUI 
00-00-00)

Yes ISO/IEC 8802-3 MAC 
frame RFC1042-
encoded

ISO/IEC 8802-3 MAC 
frame not RFC1042-
encoded

N/A ISO/IEC 8802 MAC 
frame

N/A ISO/IEC 8802-3 MAC 
frame not RFC1042-
encoded

 

a

 

 This table entry matches that in Bridge 2, but is not used in transferring this frame.

 

b

 

 This table entry matches that in Bridge 1, but is not used in transferring this frame.

 

Figure 6—Selective translation for correct tables

 

Selective Translation Algorithm frame flow
Case 2: Incorrect or nonsynchronized tables

CSMA/CD LAN
Type in Bridge 1 

translation 
table

ISO/IEC 8802 or 
FDDI LAN

Type in Bridge 
2 translation 

table
CSMA/CD LAN

 

Ethernet MAC frame No ISO/IEC 8802 MAC 
frame, RFC1042-
encoded (SNAP OUI 
00-00-00)

Yes ISO/IEC 8802-3 MAC 
frame RFC1042-
encoded (NOTE—
Might be too big.)

ISO/IEC 8802-3 MAC 
frame RFC1042-
encoded

N/A ISO/IEC 8802 MAC 
frame, RFC1042-
encoded 
(SNAP OUI 00-00-00)

No Ethernet MAC frame

 

Figure 7—Selective translation for incorrect tables
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Figure 8 shows the translation process when an end station on the CSMA/CD LAN on the left of Figure 5 or
on the ISO/IEC 8802/FDDI LAN inappropriately sends a Tunnel-Encapsulation frame.

 

  

5.1.2 Frame forwarding from CSMA/CD to ISO/IEC 8802 LANs

 

A frame received from a CSMA/CD LAN to be forwarded to an ISO/IEC 8802 or FDDI LAN is translated
as follows:

a)

 

Ethernet MAC frames.

 

 The protocol type field in the MAC is checked against the Selective Transla-
tion Table (5.2):

1) Protocol type 

 

not in

 

 table: The received Ethernet MAC is replaced by its RFC1042 (5.4) repre-
sentation.

2) Protocol type 

 

in

 

 table: The received Ethernet MAC is replaced by its Bridge-Tunnel Encapsula-
tion Protocol (5.3) representation.

b)

 

Frames with ISO/IEC 8802-3 MAC.

 

 The received ISO/IEC 8802-3 MAC is replaced by the appropri-
ate outgoing MAC below the LLC as specified by ISO/IEC 10038: 1993.

 

5

 

5.1.3 Forwarding from ISO/IEC 8802 LAN to CSMA/CD LAN

 

A frame received from an ISO/IEC 8802 or FDDI LAN to be forwarded to a CSMA/CD LAN is translated
as follows (note that all frames have ISO/IEC 8802 or FDDI MAC below LLC):

a)

 

LLC is Bridge-Tunnel Encapsulation Protocol.

 

 The Bridge-Tunnel MAC and LLC is replaced by its
Ethernet MAC representation.

b)

 

LLC is RFC1042 protocol.

 

 The protocol identifier in the SNAP header is checked against the Selec-
tive Translation Table:

1) Protocol identifier 

 

not in

 

 table: The RFC1042 MAC and LLC is replaced by its Ethernet MAC
representation.

2) Protocol identifier 

 

in

 

 table: The received MAC is replaced by the ISO/IEC 8802-3 MAC below
the LLC as specified by ISO/IEC 10038: 1993.

c)

 

Other LLC.

 

 The received MAC is replaced by the ISO/IEC 8802-3 MAC below the LLC as specified
by ISO/IEC 10038: 1993.

 

Selective Translation Algorithm frame flow
Case 3: End station sends Tunnel-encapsulated frame

CSMA/CD LAN Type in Bridge 1 
translation table

ISO/IEC 8802 or 
FDDI LAN

Type in Bridge 2 
translation table CSMA/CD LAN

 

Tunnel-encoded frame
(SNAP OUI 00-00-F8)

N/A Tunnel-encoded frame 
(SNAP OUI 00-00-F8)

N/A Ethernet MAC frame

Tunnel-encoded frame 
(SNAP OUI 00-00-F8)

N/A Ethernet MAC frame

 

Figure 8—Selective translation for incorrect end-stations
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Although Bridge Tunnel Encapsulation Protocol frames should not be transmitted on a CSMA/CD LAN, if such a frame were to be
received, it would be considered a normal ISO/IEC 8802-3 frame and would be converted in this fashion. Bridges are not required to
treat these frames as a special case.
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5.2 The Selective Translation Table

 

The Selective Translation Table is used by a Bridge to preserve the RFC1042 service for CSMA/CD LANs
that are bridged through other LANs. This table contains a list of 16-bit protocol type values. The entries in
the table identify protocols that use RFC1042 format on CSMA/CD LANs.

The characteristics that will be observed for protocols that are in the table are the following:

a) Frames that have an ISO/IEC 8802 MAC with an RFC1042 LLC will remain in this format, regard-
less of the type of LAN.

b) Frames that have an Ethernet MAC will remain in this format on LANs with Ethernet services, and
will be “unobservably” tunneled through other LANs. There will not be end-station interoperability
for the other LANs.

Note that, in the default case, Ethernet frames always will be Ethernet frames on Ethernet LANs. The table is
necessary to allow selected RFC1042 frames to remain always as RFC1042 frames on Ethernet LANs.

Proper operation of the algorithm requires that the Selective Translation Tables are synchronized in all Bridges.

 

5.3 The Bridge-Tunnel Encapsulation Protocol

 

The Bridge-Tunnel Encapsulation Protocol is used by Bridges to exchange frames that require a service that
is not available on an interconnecting LAN.

The translation is performed as shown in Figure 9 for the Ethernet service.

 

5.3.1 Translation from Ethernet to Bridge-Tunnel Encapsulation Protocol

 

a) The Source and Destination addresses of the Ethernet MAC are used to create a MAC header appro-
priate for the LAN type. This MAC header is built as specified in ISO/IEC 10038: 1993, 2.5.

b) The LLC header is formatted as an Unnumbered Information (UI) command with the SNAP/SAP
values for the DSAP and SSAP fields. The protocol identifier is formatted using the Bridge-Tunnel
Ethernet OUI (Table 1) as octets 0, 1, and 2 and the Ethernet protocol type as octets 3 and 4; the pro-
tocol identifier forms a part of the LLC data within the ISO/IEC 8802 MAC frame.

c) The MAC data is copied to the LLC data field beyond the protocol identifier data. Should the copied
MAC data exceed the maximum size of the ISO/IEC 8802 MAC frame, the frame is discarded by the
Bridge.

d) The FCS is recalculated.

Figure 9—Ethernet Bridge-Tunnel Encapsulation

Destination 
MAC Address

Source
MAC Address

Ethernet
Type MAC Data FCS

8802/FDDI MAC SNAP
“AA”

SNAP
“AA”

UI
“03”

Ethernet Tunnel
“00” “00” “F8” Type LLC Data FCS

Ethernet MAC

convert/create constant copy copy calculate

DSAP SSAP CTL Protocol Identifier
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5.3.2 Translation from Bridge-Tunnel Encapsulation Protocol to Ethernet

 

a) The Source and Destination Addresses of the Ethernet MAC are taken from the ISO/IEC 8802
MAC.

b) The protocol type of the Ethernet MAC is taken from octets 3 and 4 of the SNAP protocol identifier.
c) The remaining LLC Data is copied to the MAC Data.
d) The FCS is recalculated.

 

5.4 RFC1042 Encapsulation Protocol

 

RFC1042 specifies a translation for Ethernet frames, such that they can be exchanged with end stations on
LANs that do not provide an Ethernet service. The RFC1042 Encapsulation is performed as shown in
Figure 10. Table 2 shows the OUI assignment for use in RFC1042 protocol identifiers. 

 

Table 1—Bridge-Tunnel Ethernet OUI assignments

 

Assignment OUI value

 

Bridge-Tunnel Ethernet 00-00-F8 

 

Table 2—RFC1042 OUI assignments

 

Assignment OUI value

 

RFC1042 Ethernet 00-00-00

Figure 10—RFC1042 Encapsulation

Destination 
MAC Address

Source
MAC Address

Ethernet
Type MAC Data FCS

8802/FDDI MAC SNAP
“AA”

SNAP
“AA”

UI
“03”

RFC1042 OUI
“00” “00” “00” Type LLC Data FCS

Ethernet MAC

convert/create constant copy copy calculate

DSAP SSAP CTL Protocol Identifier
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Annex A

 

(normative) 

 

Recommended contents of the Selective Translation Table

 

This annex is provided as a service to Bridge users, to aid in determining the appropriate configuration for
the Selective Translation Table (5.2). Note that there is no guarantee that this list is complete. Thus, provi-
sion should be made for additional protocols.

It is the express intent of this recommended practice that the table remain small. New protocols should be
designed not to require inclusion in the table. Protocol designers should see Annex B for guidelines to avoid
inclusion in the table.

It is not the intent of this recommended practice to preclude existing protocols from the table. All known
protocols at the time of publication have been included. This recommended practice will be updated as nec-
essary; notification of protocols for inclusion in the table should be made to the Working Group Chair (see
Introduction in the front of this standard).

The protocols shown in Table A.1 are known to require selective translation at the time of this writing.

 

Table A.1—Recommended Selective Translation Table

 

Protocol use Type value
Encoding in type field

First octet Second octet

 

AppleTalk

 

®

 

 Address 
Resolution Protocol

80F3 80 F3
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Annex B

 

(normative) 

 

Guideline for nonstandard ISO/IEC 8802 protocol design and 
migration

 

Facilities exist for the creation of nonstandard LAN protocols that coexist with standard LAN protocols and
standard LAN interworking devices (Bridges). This annex describes the use of these facilities, the require-
ments placed on nonstandard protocols, and a description of how to migrate an Ethernet-based protocol into
an ISO/IEC 8802-based protocol.

 

B.1 Requirements for nonstandard LAN protocols

 

The requirements placed on nonstandard protocols to allow for coexistence are as follows:

a) The Physical layer and MAC sublayer must be as specified in the appropriate LAN standard (e.g.,
ISO/IEC 8802-3: 1996).

b) Above the MAC sublayer there must be an LLC sublayer as specified in ISO/IEC 8802-2: 1994.
(Note, only LLC Type 1 is required).

c) Two mechanisms are provided to identify a nonstandard protocol at the data link layer. This identifi-
cation is within the LLC sublayer, and should be done by one of the following methods:

1) SNAP protocol identification (preferred method):

IEEE Std 802-1990 defines the use of of a reserved LLC Address (LSAP) called the “SNAP/
SAP.”  A portion of that definition follows:

“IEEE 802 has assigned a single SAP address to SNAP for private and public protocol multi-
plexing and demultiplexing among multiple users of a data link. The reserved LSAP is called
the SNAP/SAP and is defined to be (starting with the least significant bit): 01010101. All SNAP
PDUs contain a protocol identification field. An organization uses its organizationally unique
identifier (OUI) to identify, using a universal unique value, its own protocols.

The protocol identifier is 40 bits in length and follows the logical link control header in a frame.
The first 24 bits of the protocol identifier correspond to the OUI in exactly the same fashion as
in 48-bit LAN MAC addresses. The remaining 16 bits are locally administered by the assignee.
In the protocol identifier the OUI is contained in octets 0,1,2 with octets 3,4 being locally
assigned.… ”

See below for an example use.

The OUI used within the SNAP protocol identifier should be the same one assigned to the orga-
nization for the creation of unique MAC addresses.

 

1

 

1

 

Applicants interested in obtaining an OUI should contact the Registration Authority, c/o IEEE Standards Department, 445 Hoes Lane,
Piscataway, NJ, 08855-1331, USA.
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This is the preferred method to use, because the protocol identification is guaranteed to be
unique between different organizations, and thus offers little chance of misinterpretation when
forming multivendor LANs.

2) Locally administered ISO/IEC 8802-2 LLC addresses (nonpreferred method):

ISO/IEC 8802-2: 1994 uses a bit in the address fields of the LLC header to designate an unre-
stricted (unreserved) address. An unrestricted address may be used to identify a locally admin-
istered SAP.

This is not the preferred method to use, because the protocol identification is not unique, and
thus offers a great chance of misinterpretation when forming multivendor LANs.

 

B.1.1 Example protocol

 

Assume, for example, that the IEEE 802.1 Working Group wished to define a private protocol for exchang-
ing birthday greetings between its members. IEEE 802 “owns” OUI 00-80-C2. The protocol definition for
Birthday is as follows:

a) The Birthday protocol utilizes the ISO/IEC 8802 SNAP PDU format, with protocol identifier 00-80-
C2-80-21.

b) Type 1 ISO/IEC 8802-2 LLC is used, with Birthday PDUs being carried within UI commands.
c) The MACs supported are ISO/IEC 8802-3, 8802-4, 8802-5, and FDDI.
d) Birthday PDUs use the Birthday Multicast address (01-80-C2-11-11-11) as the MAC Destination

address.
e) A Birthday PDU consists of a null-terminated string of ASCII characters conveying the message.

Figure B.1 gives an example of a Birthday protocol message as it would appear on an ISO/IEC 8802-3 LAN.

 

B.2 How to migrate an Ethernet protocol to an ISO/IEC 8802 protocol

 

There are two ways in which an Ethernet-based protocol can be migrated to an ISO/IEC 8802-based proto-
col using the SNAP mechanism referred to in B.1:

a) Use your own OUI in the SNAP protocol identifier. This creates a protocol that may make full use of
the ISO/IEC 8802-2 LLC and that will remain in the same LLC format regardless of the LAN on
which it appears.

b) Use the RFC1042 OUI (00-00-00) in the SNAP protocol identifier on LANs that cannot carry Ether-
net frames. Continue to use Ethernet format on LANs that can carry Ethernet frames. This creates a
protocol that is backward compatible with existing end stations.

 

B.2.1 How to choose the OUI portion of the protocol identifier

 

Choose between your own OUI and the RFC1042 OUI by answering the following questions:

a) If this is a new protocol that is not compatible with any older Ethernet end-station software, then use
your own OUI.

b) If this is a new protocol that is not compatible with any older Ethernet end-station software, and if it
is desirable to use the same value in the locally administered portion of the SNAP protocol identifier
as is being used in the protocol type field of an Ethernet protocol, then use your own OUI.
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c) If it is desirable to differentiate between older Ethernet implementations and newer ISO/IEC 8802
implementations by examining the protocol frames, then use your own OUI.

d) If it is desirable to phase out older Ethernet implementations, to eventually use all new ISO/IEC
8802-based implementations, then use your own OUI.

e) If it is desirable to use ISO/IEC 8802-2 LLC Type 2, then use your own OUI.

f) If it is desirable to leave the older Ethernet implementations alone and to continue to support Ether-
net indefinitely on CSMA/CD LANs, then use the RFC1042 OUI.

If you use your own OUI

a) You have defined a new protocol. Interoperation with end stations using an older Ethernet protocol
will require newer end stations to support both protocols.

If you use the RFC1042 OUI (and do not want to have to place your Ethernet type in the Selective Transla-
tion Table):

Figure B.1—Example protocol message
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a) You have not defined a new protocol. The information that is conveyed within the LLC data field of
the new ISO/IEC 8802-based protocol must have the same structure and usage as the information
that was conveyed in the MAC data field of the old Ethernet-based protocol.

b) You cannot use LLC Type 2 with this protocol.
c) If a CSMA/CD end station sends a frame in the new ISO/IEC 8802-based format, it should be able

to accommodate having that frame converted to Ethernet format by a Bridge. It should be able to
accommodate receipt of a response in Ethernet format.

 

B.2.2 How to choose the local 16-bit portion of the protocol identifier

 

Organizations are requested to administer the last 2 octets of the SNAP protocol identifier such that each
value uniquely identifies a protocol.

If you use your own OUI for the first 3 octets of the SNAP protocol identifier, then your organization sets its
own policy for the administration of the full 16-bit range.

If you use the RFC1042 OUI, then the IETF administers the protocol identifier. The Internet Engineering
Task Force (IETF) has designated that this field contains an Ethernet protocol type field value as adminis-
tered by the Xerox corporation. If you have such an assignment from Xerox, then you should use the value
corresponding to the Ethernet protocol that is being migrated. The IEEE is undertaking the responsibility for
the administration of Ethernet Type Field Values as successor to Xerox.
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Annex C

 

(informative) 

 

Compatibility

 

Bridges implementing ISO/IEC TR 11802-5 (ANSI/IEEE Std 802.1H) are backward compatible with ISO/
IEC 10038 Bridges (which do not support Ethernet) by configuring a full (every protocol type) Selective
Translation Table.

Bridges implementing ISO/IEC TR 11802-5 (ANSI/IEEE Std 802.1H) are backward compatible with
Bridges that implement the simpler RFC1042 encapsulation/decapsulation for all Ethernet frames by config-
uring an empty Selective Translation Table.

Bridges that do not implement ISO/IEC TR 11802-5 (ANSI/IEEE Std 802.1H) will treat the Bridge-Tunnel
Protocol frames as normal ISO/IEC 8802 frames and will forward these onto ISO/IEC 8802-3 LANs as ISO/
IEC 8802-3 frames, which will be ignored by the end stations. Communication will therefore not be possible
without configuring an empty Selective Translation Table.

Note, however, that protocols requiring selective translation cannot be supported by a mixture of Bridges
that support ISO/IEC TR 11802-5 (ANSI/IEEE Std 802.1H) and Bridges that do not.
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(informative) 
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