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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document provides the stage 3 specification of the Rx reference point for the present release. The functional requirements and the stage 2 specifications of the Rx refernce point are contained in 3GPP TS 23.203 [7]. The Rx reference point lies between the Application Function and the Policy and Charging Rule Function.

Whenever it is possible the present document specifies the requirements for the protocol by reference to specifications produced by the IETF within the scope of Diameter. Where this is not possible, extensions to Diameter are defined within the present document.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]

3GPP TS 23.203: "Policy and Charging Control architecture".

[3]

3GPP TS 29.207: "Policy control over Go interface".

[4]

3GPP TS 29.208: "End-to-end Quality of Service (QoS) signalling flows".

[5]
3GPP TS 29.209: “Policy control over Gq interface”

[6]
3GPP TS 29.210: “Charging Rule Provisioning over Gx Interface”

[7]
3GPP TS 29.211: “Rx Interface and Rx/Gx signalling flows”

[8]
3GPP TS 29.212: “Policy and Charging Control over Gx reference point”

[9]
3GPP TS 29.213: “Policy and Charging Control signalling flows and QoS parameter mapping”

[10]

IETF RFC 3588: "Diameter Base Protocol".

[x]
IETF RFC 3556: "Session Description Protocol (SDP) Bandwidth Modifiers for RTP Control Protocol (RTCP) Bandwidth".

[12]

IETF RFC 4005: "".

3
Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply:
Application Function (AF): element offering application(s) that use IP bearer resources. 

NOTE:
One example of an AF is the P-CSCF of the IM CN subsystem.

AF Session: an application level session established by an application level signalling protocol offered by the AF that requires a session set-up with explicit session description before the use of the service. 

NOTE:
One example of an application session is an IMS session.

Attribute-Value Pair (AVP): See RFC 3588 [5], corresponds to an Information Element in a Diameter message.

Binding: the PCRF process of associating IP flows described in AF Service Information with IP-CAN bearers.

IP-CAN bearer: 
Editor’s Note: This definition is FFS
IP-CAN session: The association between a UE and an IP network (for GPRS, APN). The association is identified by a  UE IP address together with a UE identity information, if available. An IP-CAN session incorporates one or more IP-CAN bearers. Support for multiple IP-CAN bearers per IP-CAN session is IP-CAN specific. An IP-CAN session exists as long as the UE IP address is established and announced to the IP network. 

IP flow: a unidirectional flow of IP packets with the same source IP address and port number and the same destination IP address and port number and the same transport protocol. Port numbers are only applicable if used by the transport protocol.

PCC rule: A set of information enabling the detection of a service data flow and providing parameters for policy control and/or charging control. 

Service Information: The set of information conveyed from the AF to the PCRF over the Rx interface to be used as a basis for PCC decisions at the PCRF, including information about the AF session (e.g. application identifier, type of media, bandwidth, IP address and port number). 

3.2 Abbreviations

For the purpose of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply:

AF

Application Function

CRF
Charging Rules Function

PCEF

Policy and Charging Enforcement Function

PCRF

Policy and Charging Rule Function

PDF
Policy Decision Function

4 Rx reference point
4.1 Overview
The Rx reference point is used to exchange application level session information  between the Policy and Charging Rules Function (PCRF) and the Application Function (AF). As defined in the stage 2 specifications (3GPP TS 23.203 [2]), this information is part of the input used by the PCRF for the Policy and Charging Control (PCC) decisions. The PCRF exchanges the PCC rules with the Policy and Charging Enforcement Function (PCEF) as specified in 3GPP TS 29.212 [8].

Editor’s Note: The following text is candidate to be added when the corresponding TS skeleton is defined:
 Signalling flows related to the both Rx and Gx interfaces are specified in 3GPP TS 29.213 [9].
4.2 Rx reference model

The Rx reference point is defined between the PCRF and the AF. The relationships between the different functional entities involved are depicted in figure 4.1.
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Figure 4.1: Rx reference point at the Policy and Charging Control (PCC) architecture

4.3
Functional elements

4.3.1 AF

The AF is an element offering applications that require the Policy and Charging Control of traffic plane resources (e.g. UMTS PS domain/GPRS domain resources). One example of an application function is the P-CSCF. The AF shall use the Rx reference point to provide session information to the PCRF.

4.3.2
PCRF
The PCRF (Policy Control and Charging Rules Function) is a functional element that encompasses policy control decision and flow based charging control functionalities. These 2 functionalities are the heritage of the release 6 logical entities PDF and CRF respectively. The PCRF provides network control regarding the service data flow detection, gating, QoS and flow based charging (except credit management) towards the PCEF.  The PCRF receives session and media related information from the AF and informs AF of traffic plane events

The PCRF may check that the service information provided by the AF is consistent with the operator defined policy rules before storing the service information. The service information shall be used to derive the QoS for the service. The PCRF may reject the request received from the AF and as a result the PCRF shall indicate, in the response to the AF, the service information that can be accepted by the PCRF.
The PCRF may use the subscription information as basis for the policy and charging control decisions. The subscription information may apply for both session based and non-session based services. 

Editor’s note (coming from SA2): The subscription specific information for each service may contain e.g. max QoS class and max bit rate for each APN the subscriber has access permission to and a corresponding charging key.

The PCRF shall report bearer events to the AF via the Rx reference point.

Editor’s note: To be added when the text is agreed in SA2:
“The PCRF PCC Rule decisions may be based on one or more of the following:

· the session and media related information obtained from the AF via the Rx reference point

· the bearer and subscriber related information obtained from the PCEF over the Gx reference point

· subscriber and service related data the PCRF may be aware of by configuration or through the Sp reference point. 

The PCRF shall provision PCC Rules to the PCEF via the Gx reference point.  

4.4
PCC procedures over Rx reference point
4.4.1
AF Session Initiation

When a new AF session is being established and media information for this AF session is available at the AF, the AF shall send the corresponding Service Information to the PCRF by sending the AA-Request message. The AF shall include the corresponding Media-Component-Description AVP(s) into the message. 

In case that the IP-CAN session has more than one IP-CAN bearers, the AF may include the Flow-Grouping AVP(s) to indicate a particular way on how the IP flows described within the service description are distributed to several IP-CAN bearers. 
The AF may also include the Specific-Action AVP to request notification for certain user plane events, e.g., bearer termination. 

The AF shall indicate to the PCRF as part of the Media-Component-Description whether the media IP flow(s) should be enabled or disabled.
To allow the PCRF to match the described service IP flows in an unambiguous manner with the IP-CAN session and IP-CAN bearer, the AF should supply both source and destination IP addresses and port numbers within the Flow-Description AVP, if such information is available.
When the PCRF receives an initial AA-Request from the AF, the PCRF shall check if it contains Media-Component-Description Attribute-Value Pair(s) (AVP(s)) and if so, the PCRF shall store the received Service Information. The PCRF shall process the received Service Information according the operator policy and may decide whether the request is accepted or not. 
Editor’s Note: The scope of the decision (whole Service info or media) and how to answer is FFS 
If the Specific Action AVP is present in the AAR command the PCRF shall take care of  the requested notification and notify them to the AF... 

If the PCRF needs to terminate the Rx session before it has sent the AA Answer, the PCRF shall send the AA Answer immediately and before the AS Request.
The PCRF shall check whether the received Service Information requires PCC Rules to be provisioned .
Editor’s Note: It is FFS whether the following cases need to be included:

· IP-CAN session status: when a new IP-CAN session is being established the PCC rules will be requested by the PCEF as soon as it realizes of the new IP-CAN session. After the IP-CAN session is established the type of provisioning would be dependant on the IP-CAN type and the operator configuration.

· IP-CAN type: There are some IP-CAN types, e.g. I-WLAN, where the service initiation does not have an associated signalling. For those IP-CANs, PCRF self-provisioning of PCC rules will be the only possible mechanism.
Editor’s Note: The way to do an efficient install-PUSH to the PCEF needs to be studied. Old procedure can be improved.
The PCRF identifies suitable IP-CAN sessions and bearers using the binding mechanisms described in clause 6.

The behaviour when the AF does not receive the AAA, or when it arrives after the internal timer waiting for it has expired, or when it arrives with an indication different than DIAMETER_SUCCESS, are outside the scope of this specification and based on operator policy.

Editor’s Note: It is FFS if further procedures are needed.
Editor’s Note: This need to reflect that the AF Session Initiation in all his forms (e.g. this includes AF internal trigger, not necessary an “external” session) leads to the initial provision of session information over Rx
4.4.2
AF Session Modification
If the the AF sends an AA-Request to the PCRF for a Diameter session already active (due to an AF session modification or internal AF trigger) containing the Media-Component-Description AVP(s) with the updated Service Information, the PCRF shall update the Service Information with the new information received. Due to the updated Service Information, the PCRF may need to re-evaluate the related PCC rules and provide the updated information towards the PCEF .
Editor’s Note: For  GPRS case the authorized QoS needs also to be considered
Editor’s Note: The way to do an efficient modification-PUSH to the PCEF needs to be studied. Old procedure can be improved.
If the PCRF needs to terminate the Rx session, the PCRF shall send the AA Answer immediately and before the AS Request.
4.4.3
Gate Related Procedures

Depending on the application, in the Service Information provision,  the AF may instruct the PCRF when the IP flow(s) are to be enabled or disabled to pass through the IP-CAN. The AF does this by sending the AA-Request message containing the Media-Component- Description AVP(s) that contains the flow status information (in the Flow-Status AVP) for the flows to be enabled or disabled 
In response to this action the PCRF shall set the appropriate gate status for the corresponding active PCC rule(s) 
If any RTCP IP Flows, downlink and/or uplink,  in a Media-Component-Description AVP are identified by the Flow-Usage AVP, those shall be enabled when the Flow-Status AVP is taking the values ENABLED_UPLINK, ENABLED_DOWNLINK or DISABLED.
The PCRF shall reply with an AA-Answer and shall include the Access‑Network-Charging-Identifier(s) available at this moment. The PCRF makes the final decision to enable or disable the authorized IP flows.
The behaviour when the AF does not receive the AAA, or when it arrives after the internal timer waiting for it has expired, or when it arrives with an indication different than DIAMETER_SUCCESS, are outside the scope of this specification and based on operator policy.
4.4.4
Policy Specific Procedures

4.4.5
AF Session Termination

When an AF session is terminated, the AF shall send Session-Termination-Request message to the PCRF. 

When the PCRF receives a ST-Request from the AF, indicating an AF session termination, it shall check whether any PCC Rules have been provisioned for the corresponding Service Data Flow(s). If so,  the PCRF shall immediately remove the related PCC r
ules from the PCEF.
Editor’s Note: The way to do an efficient remove-PUSH to the PCEF needs to be studied. Old procedure can be improved.

Editor’s Note: Update of the QoS of the bearer might be required.

After the PCRF has performed the needed actions, the PCRF shall send a ST-Answer to the AF informing of the corresponding result.
4.4.6
Traffic Plane Events

Editor’s Note: This can encompass IP Network Connection Events and/or Bearers Event if the requirements indicate it so.
5
Rx protocol
5.1 Protocol support

The Rx interface is based on Rx and Gq protocols defined for Release 6 as specified in 3GPP TS 29.211 [7] and 3GPP TS 29.209 [5] respectively. 

Editor's note: A  new application id may need to be allocated for Rx Protocol from IANA.

The Rx application is defined as an IETF vendor specific Diameter application, where the vendor is 3GPP. The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/assignments/enterprise-numbers) is 10415.

Editor's note: Following text may need to be added if IETF does not solve the Auth-Application AVP problem by the time this application is approved: 

Due to the definition of the commands used  in Gx protocol,  there is no possibility to skip the Auth-Application-Id AVP and use the Vendor-Specific-Application-Id AVP instead. Therefore the Rx application identification shall be included in the Auth-Application-Id AVP. 

With regard to the Diameter protocol defined over the Rx reference point, the PCRF acts as a Diameter server, in the sense that it is the network element that handles PCC Rule requests for a particular realm. The AF acts as the Diameter client, in the sense that is the network element requesting PCC rules in the transport plane network resources.

5.2 Initialization, maintenance and termination of connection and session

The initialization and maintenance of the connection between each AF and PCRF pair is defined by the underlying protocol. Establishment and maintenance of connections between Diameter nodes is described in IETF RFC 3588 [10].

After establishing the transport connection, the PCRF and the PCEF shall advertise the support of the Rx specific Application by including the value of the application identifier in the Auth-Application-Id AVP and the value of the 3GPP (10415) in the Vendor-Id AVP of the Vendor-Specific-Application-Id AVP contained in the Capabilities‑Exchange-Request and Capabilities-Exchange-Answer commands. The Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands are specified in the Diameter Base Protocol [10].

The termination of the Diameter user session is specified in IETF RFC 3588 [10] in clauses 8.4 and 8.5. The description of how to use of these termination procedures in the normal cases is embedded in the procedures description (clause 4.4).

5.3
Rx specific AVPs 

5.3.x
Flow-Status AVP

The Flow-Status AVP (AVP code 511) is of type Enumerated, and describes whether the IP flow(s) are enabled or disabled. The following values are defined:

ENABLED-UPLINK (0)

This value shall be used to enable associated uplink IP flow(s) and to disable associated downlink IP flow(s). 

ENABLED-DOWNLINK (1)

This value shall be used to enable associated downlink IP flow(s) and to disable associated uplink IP flow(s). 

ENABLED (2)

This value shall be used to enable all associated IP flow(s) in both directions.

DISABLED (3)

This value shall be used to disable all associated IP flow(s) in both directions. 

REMOVED (4)

This value shall be used to remove all associated IP flow(s). The IP Filters for the associated IP flow(s) shall be removed. The associated IP flows shall not be taken into account when deriving the authorized QoS.

NOTE: The interpretation of values for the RTCP flows in the Rx interface is described within the procedures in clause 4.4.3.
5.4
Rx re-used AVPs

5.5
Rx specific Experimental-Result-Code AVP values

5.6
Rx messages

Existing Diameter command codes from the Diameter base protocol RFC 3588 [10] and the NASREQ Diameter application (IETF RFC 4005 [12]) are used with the Rx specific AVPs. An Rx specific Auth‑Application id is used together with the command code to identify the Rx messages.

NOTE:
The notion of NAS (Network Access Server) is not used here, NASREQ is just used for protocol purposes, not for its functional meaning.

NOTE: 
Some of the AVPs included in the messages formats below are in bold to highlight that these AVPs are used by this specific protocol and do not belong to the original Diameter Base Protocol RFC 3588 [10].

5.6.1
AA-Request (AAR) command

The AAR command, indicated by the Command-Code field set to 265 and the 'R' bit set in the Command Flags field, is sent by an AF to the PCRF in order to provide it with the Session Information.

Message Format:

<AA-Request> ::= < Diameter Header: 265, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





*[ Media-Component-Description ]

                *[ Flow-Grouping ]





 [ AF-Charging-Identifier ]





 [ SIP-Forking-Indication ]





*[ Specific-Action ]





*[ Subscription-ID ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]

5.6.2
AA-Answer (AAA) command

The AAA command, indicated by the Command-Code field set to 265 and the 'R' bit cleared in the Command Flags field, is sent by the PCRF to the AF in response to the AAR command.

Message Format:

<AA-Answer> ::=  < Diameter Header: 265, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





*[ Access-Network-Charging-Identifier ]





 [ Access-Network-Charging-Address ]





 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]




*[ Proxy-Info ]





*[ AVP ]

5.6.3
Re-Auth-Request (RAR) command

The RAR command, indicated by the Command-Code field set to 258 and the 'R' bit set in the Command Flags field, is sent by the PCRF to the AF in order to indicate an Rx specific action.

The values INDICATION_OF_ESTABLISHMENT_OF_BEARER and INDICATION_OF_RELEASE_OF_BEARER of the Specific-Action AVP are the only ones used in for Rx. These values of the Specific-Action AVP shall not be combined with each other in a Re-Auth-Request.

Message Format:

<RA-Request> ::= < Diameter Header: 258, REQ, PXY >





 < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 { Auth-Application-Id }





 { Specific-Action }

                *[ Flows ]

 



*[ Subscription-ID ]





 [ Abort-Cause ]




 [ Origin-State-Id ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]

5.6.4
Re-Auth-Answer (RAA) command

The RAA command, indicated by the Command-Code field set to 258 and the 'R' bit cleared in the Command Flags field, is sent by the AF to the PCRF in response to the RAR command.

Message Format:

<RA-Answer> ::=  < Diameter Header: 258, PXY >





 < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





*[ Media-Component-Description ]

                *[ Flow-Grouping ]





 [ Origin-State-Id ]




 [ Error-Message ]





 [ Error-Reporting-Host ] 





*[ Failed-AVP ]




*[ Proxy-Info ]





*[ AVP ]

5.6.5
Session-Termination-Request (STR) command

The STR command, indicated by the Command-Code field set to 275 and the 'R' bit set in the Command Flags field, is sent by the AF to inform the PCRF that an established session shall be terminated.

Message Format:

<ST-Request> ::= < Diameter Header: 275, REQ, PXY >





 < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Auth-Application-Id }





 { Termination-Cause }





 [ Destination-Host ]





*[ Class ]





 [ Origin-State-Id ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]

5.6.6
Session-Termination-Answer (STA) command

The STA command, indicated by the Command-Code field set to 275 and the 'R' bit cleared in the Command Flags field, is sent by the PCRF to the AF in response to the STR command.

Message Format:

<ST-Answer>  ::= < Diameter Header: 275, PXY >





 < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]




 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]





 [ Origin-State-Id ]




*[ Redirect-Host ]





 [ Redirect-Host-Usage ]





 [ Redirect-Max-Cache-Time ]





*[ Proxy-Info ]





 [ AVP ]

5.6.7
Abort-Session-Request (ASR) command

The ASR command, indicated by the Command-Code field set to 274 and the 'R' bit set in the Command Flags field, is sent by the PCRF to inform the AF that bearer for the established session is no longer available.

Message Format:

<AS-Request>  ::= < Diameter Header: 274, REQ, PXY >





  < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 { Auth-Application-Id }





 { Abort-Cause }





 [ Origin-State-Id ]




*[ Proxy-Info ]





*[ Route-Record ]





 [ AVP ]

5.6.8
Abort-Session-Answer (ASA) command

The ASA command, indicated by the Command-Code field set to 274 and the 'R' bit cleared in the Command Flags field, is sent by the AF to the PCRF in response to the ASR command.

Message Format:

<AS-Answer>  ::=  < Diameter Header: 274, PXY >





  < Session-Id >





  { Origin-Host }





  { Origin-Realm }





  [ Result-Code ]





  [ Experimental-Result ]




  [ Origin-State-Id ]




  [ Error-Message ]





  [ Error-Reporting-Host ]





 *[ Failed-AVP ]





 *[ Redirected-Host ]





  [ Redirected-Host-Usage ]





  [ Redirected-Max-Cache-Time ]





 *[ Proxy-Info ]





 *[ AVP ]
6
Binding Mechanism

Editor’s Note: The main description of the Binding Mechanism will go in the TS 29.213. Here it is needed a reference to this binding mechanism to Rx.
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