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Foreword

The Federal Information Processing Standards Publication Series of the National Bureau of Standards is
the official publication relating to standards adopted and promulgated under the provisions of Public Law
89-306 (Brooks Bill) and under Part 6 of Title 15, Code of Federal Regulations. These legidative and
executive mandates have given the Secretary of Commerce important responsibilities for improving the
utilization and management of computers and automatic data processing systems in the Federal Government.
To carry out the Secretary’s responsibilities, the NBS, through its Institute for Computer Sciences and
Technology, provides leadership, technical guidance, and coordination of government efforts in the
development of guidelines and standards in these areas.

The subject areas of persona privacy, data confidentiality and computer security are of the greatest
national interest. The Secretary of Commerce has identified the efforts required to provide solutions to
technical problems encountered in these areas as personal objectives in the Department’s overall program.

Data confidentiality and computer security are dependent upon the application of a balanced set of
manageria and technological safeguards. Within the context of atotal security program, the NBS s pleased
to make these Guidelines for ADP Physical Security and Risk Management available for use by Federal
agencies.

RUTH M. DAVIS, Director
Institute for Computer Sciences
and Technology

Abstract

This publication provides guidelines to be used by Federal organizations in structuring physical security programs
for their ADP fecilities. It treats security analysis, natural disasters, supporting utilities, system reliability, procedural
measures and controls, off-site facilities, contingency plans, security awareness and security audit. It contains statistics
and information relevant to physical security of computer data and facilities and references many applicable
publications for a more exhaustive treatment of specific subjects.

Keywords: ADP security; computer reliability; contingency plans, Federal Information Processing Standards; fire
safety; natural disasters; physical security; risk analysis; security audit; security awareness; supporting utilities.

Nat. Bur. Stand. (U.S.), Fed. Info. Process, Stand. Publ. (FIPS PUB) 31, 92 pages,
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i | ANNOUNCING THE

GUIDELINES FOR AUTOMATIC DATA PROCESSING
PHYSICAL SECURITY AND RISK MANAGEMENT

Federal Information Processing Standards Publications are issued by the National Bureau of Standards pursuant to the Federal Property and
Administrative Services Act of 1949 as amended, Public Law 89-306 (79 Stat. 1127), and as implemented by Executive Order 11717 (38 FR 12315,
dated May 11, 1973), and Part 6 of Title 15 CFR (Code of Federal Regulations).

Name of Standard. Guidelinesfor Automatic Data Processing Physical Security and Risk Management.
Category of Standard. ADP Operations, Computer Security.

Explanation: These guidelines provide a handbook for use by Federal organizations in structuring physical
security and risk management programs for their ADP facilities. This publication discusses security
analysis, natural disasters, supporting utilities, system reliability, procedural measures and controls, off-site
facilities, contingency plans, security awareness, and security audit. It contains statistics and information
relevant to physical security of computer data and facilities and references many applicable publications for
amore exhaustive treatment of specific subjects.

Approving Authority. Department of Commerce, National Bureau of Standards (Institute for Computer
Sciences and Technology).

Maintenance Agency. Department of Commerce, National Bureau of Standards (Institute for Computer
Sciences and Technology).

Cross Index. None.

Applicability. These Guidelines are intended as basic reference document and a checklist for genera use
throughout the Federal Government to evaluate computer security and plan physical security programs in
ADP systems.

Implementation. As new ADP systems are developed and current systems improved, these Guidelines
should be utilized. Each organization should analyze its requirements for protection of data and processing
facilities and implement the recommendations found in these Guidelines commensurate to its calcul ated risk.
Depending upon differing operational requirements, facilities will require various levels of security
protection.. These Guidelines should assist the installation of managers in making, and justifying essential
security decisions.

Specifications. Federal Information Processing Standard 31 (FIPS 31), Guidelines for Automatic Data
Processing Physical Security and Risk Management, (affixed).

Qualifications. The statistics and recommendations provided in these Guidelines are based upon data and
information supplied from many sources within the government and private sectors and reflect current
practice and technologies. As new knowledge, techniques, and equipments become available in the future,
these Guidelines will need to be modified accordingly. As experiences are gained through use and
application of these Guidelines, a basis for security standards may be established. In this regard, comments
and critiques concerning applications experience will be welcomed. These should be addressed to the
Associate Director for ADP Standards, Institute for Computer Sciences and Technology, National Bureau of
Standards, Washington, D.C. 20234.
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Whereto Obtain Copies of the Standard.

a.  Copies of this publication are available from the Superintendent of Documents, U.S. Government
Printing Office, Washington, D.C. 20402 (SD Catalog Number C13.52:31). There is a 25 percent discount
on quantities of 100 or more. When ordering, specify document number, title, and SD Catalog Number.
Payment may be made by check, money order, coupons, or deposit account.

b. Microfiche of this publication is available from the National Technical Information Service, U.S.
Department of Commerce, Springfield, Virginia 22151. When ordering refer to Report Number NBS-FIPS-
PUB-31 and title. Payment may be made by check, money order, coupons, or deposit account.
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Action Summary

The essential recommendations from this publication are summarized here to show the scope of these
guidelines and to provide a quick overview of action items in establishing, implementing and maintaining a
physical security program in an ADP facility.

l. Organize The ADP Physical Security Program

Assign responsibility for ADP Physical Security and establish a task force to prepare a plan for the ADP
security program.

Perform a preliminary risk analysis to identify major problem areas and select interim security measures
as needed to correct magjor problem aress.

. Conduct A Risk Analysis

Estimate potential losses to the ADP facility and its users from (1) physical destruction or theft of
physical assets; (2) loss or destruction of data and program files; (3) theft of information; (4) theft of
indirect assets; and (5) delay or prevention of computer processing.

Estimate the probability of occurrence for potential threats and their effect on the ADP facility in terms
of the five classes of loss potential.
Combine the estimates of loss potential and threat probability to develop an annual 10ss expectancy.

Select the array of remedial measures which effects the greatest reduction in the annual |oss expectancy
a the least total cost. Remedial measures will include: (1) changes in the environment to reduce
exposure; (2) measures to reduce the effect of a threat; (3) improved control procedures, (4) early
detection; and (5) contingency plans.

1. Determine Local Natural Disaster Probabilities

Evaluate the fire safety of the ADP facility (building location, construction, occupancy and
housekeeping) and provide required fire detection and extinguishment, and possibly a trained fire
fighting brigade.

Evaluate the exposure to flooding from internal and external sources. Where needed, provide flood
protection for the building relocate ADP hardware, reroute plumbing lines and provide water
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damage/flood-control equipment (pumps, tarpaulins, etc.) Evaluate resistance of the building to wind
and water damage if exposed to hurricanes, tornadoes or other high winds.

V. Initiate A Security Program

Prepare a plan and a schedule for implementing selected remedial measures.

Prepare and maintain a policy and plans handbook to include: (1) an ADP physical security policy
statement; (2) mandatory security procedures; (3) security guidelines for system design, programming,
testing, and maintenance; (4) contingency plans; (5) security indoctrination materials; and (6) a security
audit program.

V. Protect Supporting Utilities

Estimate the number and duration of electric power transients, undervoltage conditions and power
interruptions and their annual loss expectancy. Install appropriate protective equipment such as: voltage
regulating transformers, dual power feeders, uninterruptible power supplies, on-site power generators and
ADP power isolation circuits.

Estimate annual loss expectancy from air conditioning failures considering required operation schedules,
annual profiles of local temperature and humidity, and an estimated number and duration of air
conditioning failures. Where necessary, increase reliability with redundant equipment, provide for
emergency use of outside air and augment maintenance capability to decrease mean time to repair.

Estimate the annual loss expectancy from teleprocessing circuit failures. Where cost is justified, increase
reliability with redundant communications circuits and augment repair facilities to decrease the duration
of interruptions. Software should be designed to minimize the impact of errors caused by
communications failures.

Determine if ADP operations could be interrupted by the failure of other supporting utilities such as
water, natural gas, steam, elevators or mail conveyors. If necessary, take steps to increase reliability and
decrease the mean time to repair.

VI. Optimize Computer Reliability

Perform a failure analysis to estimate the number and duration of significant hardware failures and their
impact on ADP operations. Estimate the annual loss expectancy from delays in performing urgent ADP
tasks. Where cost is justified, increase system reliability by adding peripherals, multiple configurations,
etc. Review maintenance facilities. Record and analyze al hardware failure-, in order to identify failure
trends promptly and optimize preventive maintenance.

VII.  Provide Physical Protection

Identify criticdl ADP areas including the computer room, data control and conversion area, data file
storage area, programmer's area, forms storage area, maintenance area, and mechanical equipment room,
and then provide adequate physical protection and access control.

Protect against theft, vandalism, sabotage, espionage, civil disorder and other forced intrusions with
improved lighting and intrusion detection systems, with physical barriers at doors, windows, and other
openings, and with guards as required.

Control accessto critical areas and ADP facilities with conventional or electronic door locks; supervision
by guards or receptionists over movement of people and materials; administrative procedures (sign-in
logs, identification cards or badges, property passes and shipping/receiving forms); and other regulations.
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VIIl.  Add Internal Procedural Security

Determine potential targets for fraud, theft or Misuse of resources by analyzing the work flow and the
nature of ADP tasks performed. Incorporate procedures which will minimize exposure to loss. Such
procedures may include (1) requiring cooperation between two individuals to perform critical tasks; (2)
performing additional checks and bounds comparisons;, (3) formalizing standards for high risk
operations; and (4) independent quality control checks.

Designate critical positions in ADP management, system programming, program library control,
input/output control, exception processing, applications programming, data base management, quality
control, internal audit and hardware maintenance and require appropriate pre-employment screening.

Train and supervise all ADP personnel to assure understanding of, and compliance with, internal
controls.

Implement control and record keeping procedures for job initiation, scheduling and distribution of output
to prevent unauthorized processing.

Control access to physical data files to assure that data integrity is maintained, storage media are
protected, custody of data files is traceable and their unauthorized use is prevented. Manua and
automatic audit trails should be utilized.

Establish policy and procedures for program and data file retention to satisfy requirements for (1) back-
up operation; (2) compliance with applicable statutes and regulation; (3) audit and management review of
operation; (4) statistical analysis of operations; and (5) resolution of data integrity problems.

Implement programming, testing and documentation standards which satisfy requirements for (1) audit
capability; (2) automated acceptance testing; (3) control program maintenance; (4) quality controls on
input data; and (5) non-dependence on an individual's knowledge of systems and programs.

IX. Plan For Contingencies

Compile a set of back-up plans which accommodate the expected range of emergency events requiring
back-up operation. The objective of such contingency plans is to protect users of the ADP facility
against unacceptable loss. Document performance specifications, operation instructions and technical
requirements (system hardware and software, program and data files, and preprinted forms) for each
emergency operation.

Select and periodically use an emergency back-up off-site ADP facility. Participate in establishing their
security program.

Provide protection for the source documents, input and output data and programs while using the off-site
facility and in transit.

Establish procedures to assure that (1) current copies of needed back-up materials are retained at a secure
off-site location; (2) adequate time is available from compatible off-site ADP facilities; and (3) back-up
personnel will be available if needed.

Plan for reconstruction of the ADP facility following destruction including specifications of (1) floor
space (quantity, live load rating, location, etc. by functional use); (2) partitions, electric power service, air
conditioning, communications, security, fire safety, etc.; and (3) ADP hardware, office equipment and
supplies.

Coordinate ADP emergency plans for fire, flood, civil disorders, etc. with the Facility Self-Protection
Plan to ensure life safety, limit damage, minimize disruption to ADP operations, and expedite repair.
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Develop Security Awareness
Determine the security training requirements for the ADP staff, senior management, building staff, etc.

Select and implement appropriate security awareness techniques such as (1) training lectures and
seminars; (2) posters; (3) orientation booklets; (4) amendments to job descriptions making employees
responsible for security; (5) publicity for local security incidents, as well as others occurring at similar

installations; and (6) rewards for employees who prevent breeches in security.

Establish and publicize punitive measures.

XI. Audit Physical Security

Establish an internal audit team with representatives from the agency's audit, building safety and security,

ADP, and users organizations.

Develop an audit plan and schedule which systematically validates all critical security and emergency

measures.

State in the audit report which measures require improvement or replacement.

Use a check sheet

(problem description, responsibility for action. action required and follow-up) for each major deficiency

to assure prompt resolution.

1. ADP Security Analysis

1.0. Introduction

The word security when applied to automatic
data processing (ADP), is often taken to mean
protection against wrongful disclosures or
aternatively as protection against an aggressive
atack on an ADP facility. However, Webster’
defines secure as ". . . not likely to fail or give
away; firm; strong; stable . . .". These are certainly
desirable characteristics for an ADP facility and
they are included in the broader meaning of
security that this handbook addresses. It is
intended to assist ADP managers and supporting
agencies in defining specific ADP physical security
requirements, developing and implementing sound
physical security programs, and establishing and
conducting audits of these programs. Those who
are users of ADP facilities can avail themselves of
this handbook to evauate the security of those
facilities, to participate effectively in security
planning and to plan for adequate back-up. A

" Webster's New World Dictionary, 1957, The World Publishing Co.,
Cleveland.

Federal ADP facility exists to support the
accomplishment of the missions of its parent
agency and other users. The objective of the
physical security program is to see that all
reasonable steps have been taken to prevent
situations which would interfere with mission
accomplishment, in other words, to operate an
ADP facility that is "not likely to fail."

1.1. Scope

The scope of the handbook is defined in detail
in section 1.2, but generally spesaking, it is
concerned with physical effects or situations which
affect the ADP facility. Measures to achieve
controlled accessibility, a term defined in the
"Controlled Accessibility Bibliography" [46]' as
the use of technological measures of hardware and
software in a computer system to protect data
against unauthorized access, have been excluded
from this handbook. Privacy and confidentiaity
are defined as concepts which have to do with the

! Figures in brackets indicate literature references in Appendix B at the
end of this handbook.



nature of the data and who is authorized to have
access. It should be understood, however, that it is
difficult to place rigid boundaries on the various
aspects of ADP security. A given measure will
often achieve more than one objective. More than
one discipline or function often will be required to
deal effectively with a particular requirement, and
SO it is important to take a broad view of the
subject during the study and planning stages.

The term ADP security planner is used here as
a convenient title for the person(s) responsible for
ADP security planning, but this should not be
taken to mean that any one person can be expected
to be competent in every area. Indeed, a each
appropriate point sources of special knowledge are
recommended. The manager of an ADP facility
will derive the most from this handbook if he
designates security as an on-going operational
function, and provides adequate staff and budget to
support the function.

The procedure suggested here for developing
and implementing a physical security program can
be summarized as follows:

Analyze risk as the basis for development
of a security policy.

Select and implement appropriate security
measures to reduce exposure to losses.

Develop contingency plans for back-up
operation, disaster recovery  and
emergencies.

Provide indoctrination and training for
personnel.

Plan and conduct continuing tests and
audits and adjust security measures and
contingency plans as needed.

1.2. Threatsto ADP Operations

This handbook deals with the threats to ADP
property and capital equipment and the physical
hazards to continuing operation as outlined below:

Unauthorized access by people to specific
areas and equipment for the purpose of committing
acts such as theft, arson, vandalism, tampering,
circumvention of internal controls, or improper
physical access to information. These controls
may include physical barriers such as fences or
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partitions, locked doors, receptionists or guards at
control points, electronic devices such as closed
circuit televison and intruson detectors,
administrative procedures such as restricted access,
and special identification badges.

Measures to minimize interruptions to data
processing operations caused by ADP hardware
failures. These measures may include introduction
of redundancy in critical portions of the hardware
configuration, preventive maintenance, and close
monitoring and analysis of the causes of hardware
failures.

Failure of supporting utilities including
electric power, air conditioning, communications
circuits, elevators or mail conveyors. Protective
measures may include redundancy of critical
elements, close monitoring or performance,
physical protection against tampering or natural
disasters and provision of means for prompt repair.

Natural disasters including floods, wind-
storms, fires and earthquakes. Countermeasures
include careful selection of the site for the ADP
building, details of building design and
construction and provision of means to protect
against the effects of emergencies.

Protection against human errors through
effective use of training, supervision and controls
to minimize errors.

Nonavailability of key personnel guarded
against by cross-training for critical positions.

Neighboring hazards such as close proximity
to chemica or explosive operations, airports, high
crime areas or the like. Protection may include site
selection, building design features, exclusion of
such hazards from the ADP facility building and
emergency planning.

Tampering with input, programs, or data files
for fraudulent purposes. In addition to physica
access controls, internal controls and procedures
(which may also protect against errors) are used to
deter or detect such tampering.

Compromise of data through interception of
acoustical or electromagnetic emanations from
ADP hardware. Countermeasures include isolation
of ADP hardware from potential locations of
interception  equipment, shielding of ADP
hardware or the room in which it is located and
filtering of power lines. (It is not within the
purview of this handbook to deal with interceptions
through wiretapping or other compromise of data
communications circuits.)



Of course, not every ADP facility will be faced
with all of these threats. The impact of a given
threat may depend on the geographic location of
the ADP facility (earthquakes), the loca
environment (flooding), the potential value of
property or data to a thief (blank check stock or
information of value to a commodities speculator),
or the perceived importance of the agency to
activists and demonstrators or subversives.

1.3. Risk Analysis

Experience has shown that a quantitative risk
analysis will produce the following benefits:

Objectives of the security program are
directly related to the missions of the

agency.

Those charged with selecting specific
security measures  have quantitative
guidance on the amount of resources which
it is reasonable to expend on each security
measure.

Long range planners will have guidance in
applying security considerations to such
things as site selection, building design,
hardware configurations and procurements,
software systems and internal controls.

Criteria are generated for designing and
evaluating contingency plans for back-up
operation, recovery from disaster and
dealing with emergencies.

An explicit security policy can be
generated which identifies what is to be
protected, which threats are significant and
who shall be responsible for execution,
review and reporting of the security
program.

For all these reasons, it is recommended that the
ADP facility management begin development of
the security program with a risk anaysis. A
suggested procedure is outlined in the sections
which follow.

1.3.1 Loss Potential Estimate

The first step of the risk analysis is to estimate
the potential losses to which the ADP facility is

10
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exposed. The objective of the loss potential
estimate is to identify critical aspects of the ADP
facility operation and to place a dollar value on the
loss estimate. Losses may result from a number of
possible situations:

Physical destruction or theft of tangible
assets. Theloss potential is the cost to replace lost
assets and the cost to the user of deayed
processing.

Loss of data or program files. The loss
potential is the cost to reconstruct the files either
from back-up copies if available or from source
documents and possibly the cost to the user of
delayed processing.

Theft of information. The loss potential here
is difficult to quantify. Consider for example
information gathered, collated and then publicly
disseminated which affects marketplace activity.
Knowledge of such information prior to
dissemination would give a trader an advantage
over others who would in effect sustain a loss
equal to the trader's gain. Although the agency
itself would sustain no direct loss it clearly would
have failed in its misson. In some cases
information itself may have market value as, for
example, a proprietary software package or a name
list which can be sold.

Indirect theft of assets. If the ADP system is
used to control other assets such as cash, items in
inventory or authorization for performance of
services, then it may aso be used to steal such
assets. The loss potentia would be the value of
such assets which might be stolen before the
magnitude of the loss is large enough to assure
detection.

Delayed processing. Presumably every
application has some time constraint on it and
failure to complete it on time will cause aloss. In
some cases it may be relatively easy to estimate the
potential loss. For example, a failure to process
payment checks promptly would prevent the
exercise of a prompt payment discount under a
procurement contract. Likewise, delays in an
inventory system may lead to idle man-power at a
warehouse, with secondary losses to recipients of
materials stored at the warehouse, such as the cost
of idle labor at a construction site. In other cases



the loss potential may not be as obvious as, for
example, adelay in issuing paychecks. Sometimes
it may be helpful to use the daily operating cost of
an agency as a rough rule-of-thumb estimate of the
cost of delayed processing in those situations
where a delay would more or less halt operations
of an agency.

It should be noted that the loss experienced will
in general increase with the duration of the delay.
Therefore it is important to establish the maximum
"no loss' delay time and an estimate of the median
time to reconstruct the ADP facility after tota
destruction. Delay loss estimates, where losses are
significant, should then be made for a range of
delay durations between these two bounds.
Generally three or four such representative
durations will be adequate to establish loss trends.

The edtimate of physical destruction loss
potential is quite straightforward. The ADP
security planner with the help of the building
manager and procurement division should
construct a table of replacement costs for physical
assets of the ADP facility. This will usualy
include the following:

The building itself.

Special equipment installed to support the ADP
facility such as air conditioning, electric power
distribution, raised floor.

ADP hardware and other special equipment
such as decollators, microfilm processors,
keypunches.

Supplies and materials such as magnetic tapes,
disk packs, forms, ribbons.

Office equipment such as desks, chairs, file
cabinets, shelves, typewriters.

Preparation of this tabulation, broken down by
specific areas, with help to identify areas needing
specia attention. While the contents of the typical
office area may be valued at $5 to $10 per square
foot, it is not unusua to find that the contents of a
computer room are worth $500 to $2000 per square
foot. The estimate will also be helpful in planning
for recovery in the event of a disaster as described
in section 8.4.

11
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The remaining four loss potential types listed
above are dependent on the characteristics of the
individual data processing tasks performed by the
ADP facility. The ADP security planner should
review each task to establish which losses it is
exposed to and which factors affect the size of the
potential loss. Undoubtedly, he will want to call
on users to help make these estimates, since it is
unlikely that he will be aware of al loss factors.

In order to make the best use of time, the ADP
security planner may want to do some kind of
rapid, preliminary screening in order to identify the
tasks which appear to have dgnificant loss
potential. For example, he might construct a table
of preliminary estimates like the following very
simple example:

File Propri-  Assets
Task Run Recon- Sensitive etary Con-
Name Time struction Data Data trolled
P 1.5/D Easy No Yes Cash
Q Online  Very Diff. No No None
R 2.5/D Difficult Yes No Cash
S 2.00W UsesPFiles No No None
T 0.5/D Very Easy Yes No Inven-

tory

In this example task P runs 1.5 hours per day, has
files that are easy to reconstruct, has no sensitive
data, but does have proprietary data, controls cash
and appears on first inspection to be able to be
delayed up to one day without significant cost. In
actual practice, the ADP security planner would
provide much more detail: what files are used and
why they are easy or difficult to reconstruct, what
data is proprietary and how much cash is
processed.

Having made the above analysis, he can then
draw these initial conclusions:

L oss Exposure
Loss of Theft of Theft of Delayed
Task Data Info. Assets Processing
Q Yes No No Extreme
R Yes Yes Yes Moderate
P No Yes Yes Moderate
T No Yes Yes Low
S No No No Very Low

Notice that on a judgmental basis, he has
rearranged the tasks in descending order of
sengitivity. Tasks Q and R should probably receive
early attention and detailed evaluation. Task S
appears to have a low loss potential and probably

No Cost
Delay
One day
2 hours
8 hours
One week
4 days



will require little more than confirmation of the
preliminary appraisal.

Having made a preliminary screening to
identify the critical tasks, the ADP security planner
should seek to quantify their loss potential more
precisely with the help of user representatives
familiar with the critical tasks and their impact on
other activities. He should think about what could
go wrong and how losses could occur, under the
assumption that if something can go wrong that it
will. The fact that a given task has never been
tampered with or used for an embezzlement is no
assurance that it never will be. At this stage of the
risk anaysis, the ADP security planner should
assume the worst. Later he will undertake to
estimate probahility of occurrence, but at this point
he wants to identify all of the significant potential
losses so that each of them will be addressed by the
security program.

1.3.2 Threat Analysis

The second step of the risk analysis is to
evauate the threats to the ADP facility. Threats
and factors which influence their relative
importance have been outlined in section 1.2.
Details of threats are given in the chapters which
follow and, to the extent it is available, generd
information about the probability of occurrence is
given. These data and the application of common
sense should be used by the ADP security planner
to develop estimates of the probability of
occurrence for each threat type.

While the overall risk anaysis should be
conducted by the ADP security planner, others can
contribute to the threat analysis and their help
should be solicited. The following is a list of
threats and suggested sources of help in analyzing
them:
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Sources of Refer to
Threat Information section
Fire Building fire 21
marshal and loca
fire department
Flood Army Corps of 2.2
Engineers
Earthquake National Earthquake 23
Information Center
Windstorm National Oceanic 2.4
and Atmospheric
Administration and
|local Weather
Service Office
Power Failure  Building engineer 31
and local public
utility
Air Building engineer 3.2
Conditioning and air conditioning
Failure vendor
Communication Federd 3.3
s Failure Telecommunications
System, building
and local telephone
company
ADP Hardware Hardware vendors 4.0
Failure and Federa Supply
Service
Intruders, Building manager, 5.0
Vandals, etc. security director and
the Office of Federal
Protective Service
Management, GSA.
Compromising  Hardware vendors 5.2
Emanations and the Office of
Federal Protective
Service
Management, GSA.
Internal  Theft System Design, 6.0
or Misuse Internal Audit and
Personnel Division
1.3.3. Annual Loss Expectancy

The third step in the risk analysis is to combine
the estimates of the value of potential loss and
probability of loss to develop an estimate of annual
loss expectancy. The purpose is to pinpoint the
significant threats as a guide to the selection of
security measures and to develop a yardstick for



determining the amount of money which it is
reasonable to spend on each of them. In other
words, the cost of a given security measure should
relate to the loss(es) against which it provides
protection.

To develop the annua loss expectancy, one can
construct a matrix of threats and potential losses.
At each intersection one asks if the given threat
could cause the given loss. For example, one
might decide that fire, flood and sabotage do not
cause theft-of-information losses but that in
varying degrees dl three result in physica
destruction losses and losses due to delayed
processing. Likewise internal tampering could
cause an indirect theft of assets. In each case
where there can be significant loss, one multiplies
the loss potential by the probability of occurrence
of the threat to generate an annual estimate of loss.

As an example of a loss expectancy estimate,
consider the simplified case where there are three
ADP tasks in which loss could result from delays
in completed processing as follows:
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Further assume that the annual probability of each
such delay duration resulting from electric power
failures have been estimated to be 0.75, 0.31, 0.10
and 0.09 respectively. One could conclude that the
annual loss expectancy from electric power failure
would be:

0.75 X $3,000 + 0.31 X $21,000 + 0.10 X
$67,000 + 0.09 X $260,000 = $38,860 per year.

The cost of power failures is relatively easy to
estimate since both probability of occurrence and
effect on operations can be quantified with some
precision. Air conditioning and communications
faillures also fall into this class. Quantifying fire
losses is a different matter. One might deal with
them by considering severa degrees of severity
and a number of loss types as shown in figure 1.
The probabilities of occurrence come from the
estimate of inherent fire safety in section 2.1 and
the dollar losses are from the estimates of loss
potential in section 1.3.1. A similar technique can
be applied to earthquakes, floods, windstorms and
similar natural disasters.

Delay Duration - . .
Human acts are more difficult to project since
Task OneHour  FourHours  EightHours  OneDay there is no easy way to estimate probability of
A - - $10,000 $ 45,000
B - $ 5,000 12,000 55,000
C $3,000 16,000 45,000 160,000
TOTAL $3,000 $21,000 $67,000 $260,000
Fire Description
Minor Fire Major Fire Total
in ADP Area in Bldg. Loss Fire
Occurrence
Probability 0.10 0.05 .0005

w Building Damage $10,000 $100,000 $3,700,000

2 | ADP Hardware 50,000 10,000 2,100,000

= . | General Equip. 5,000 - 285,000

3 8 | Supplies, ete. 10,000 - 130,000

'gé:a Task D—Delay - _— 35,000

2" | Task B—Delay 5,000 7,000 100,000

& |Task F—Delay 12,000 20,000 250,000

i File Reconstruct 5,000 —— 85,000

Total potential loss __________ 97,000 137,000 6,686,000

Annual loss . ___________. $ 9,700 $ 6,850 $ 3342

F1aure 1. HEstimating fire 1oss.

occurrence. However, one can probably estimate
potential losses with acceptable accuracy and so
pinpoint critica threats. For example, consider
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fraud via program tampering. An examination of
tasks which disburse funds might revea the
following:



Expected Program
Changes

Task Dollars per Cycle (next 12 months)
J $20,000,000 5
K 200,000 25
L 5,000,000 10

If one assumed that a 1% theft would definitely be
detected and also that the embezzler would not
attempt to insert a wrongful program change more
often than once in ten changes, one could draw
these conclusions:

Task Potential Theft ~ Fraud Expectation  Est. Loss
J $200,000 05 $100,000
K 2,000 25 5,000
L 50,000 10 50,000
$155,000

Such conclusions might appear improbable.
Perhaps the assumptions are not valid. The
judgment factor plays a large part in arriving at
these conclusions; repeated attempts may serve to
sharpen one's judgment in such matters. As a
result of iterative analyses, one might arrive at an
annual loss for J of $10,000, or twice that of K, and
for task L aloss equal to that for K or $5,000; the
revised annua loss potential for the three tasks
then would be only $20,000.

The key point is that in attempting the estimate,
a clearer picture of the critical exposures and
reasonable criteria emerges. It now becomes
obvious that task K is just as critical as task J
because, even though it disburses only one
hundredth as much money per cycle, the program
is il in afluid state and therefore more subject to
compromise. Because a quantitative effort has
been undertaken, the probability of occurrence of
each threat and its effect on the ADP facility have
been examined redlisticaly.

Clearly thisis not an exact science. Indeed, itis
quite likely that one will have to reappraise threats
and losses more than once, concentrating on the
areas initialy identified as most critical, before the
loss expectancy estimate reaches a satisfactory
level of confidence. In some cases it may not be
feasible to generate more than a rough estimate;
however, the value of disciplined thinking about
risk will be ample reward for the effort to deal with
it in a quantitative way.

1.34. Selecting Remedial Measures
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When the estimate of annual loss has been
completed, ADP management will have a clear
picture of the significant threats and critical ADP
tasks. The response to significant threats can take
one or more of the following forms:

Alter the environment to reduce the
probability of occurrence. In an extreme case this
could lead to relocation of the ADP facility to a
less exposed location. Alternatively, a hazardous
occupancy adjacent to or inside the ADP facility
could be moved elsewhere.

Erect barriers to ward off the threat. These
might take the form of changes to strengthen the
building against the effects of natural disasters,
saboteurs or vandals. Specia equipment can be
installed to improve the quality and reliability of
electric power. Speciad door locks, guards and
intrusion detectors can be used to control access to
critical areas.

Improve procedures to close gaps in controls.
These might include better controls over
operations, more rigorous pre-hire screening or
standards for programming and software testing.

Early detection of harmful situations permit
more rapid response to minimize damage. Fire or
intrusion detectors are both typical examples.

Contingency plans permit  satisfactory
accomplishment of agency missions subsequent to
a damaging event. Contingency plans will include
immediate response to emergencies to protect life
and property and to limit damage, maintenance of
plans and materials needed for back-up operation
off-site and maintenance of plans for prompt
recovery following major damage to or destruction
of the ADP facility.

The criteria for selecting specific remedial
measures are that the annual cost of the remedia
measures shall be less than the reduction in
expected annual loss which they bring about and
that the mix of remedial measures selected shall be
the one having the lowest total cost.

The first criterion simply says that there must
be a cost justification for the security program—-
that it returns more in savings to the ADP facility
than it costs. This may seem obvious but it is not
uncommon for an ADP manager to cal for a
security measure without first analyzing the risks.
His experience and judgment tell him that some
particular action is desirable. While this might
seem to obviate the need for risk analysis, what it
really amounts to is recognition of a possibly



serious but unquantified loss potential. 1t would be
more appropriate for the ADP manager to factor
his judgment into a quantified risk analysis.

The second criterion reflects the fact that a
given remedial measure may often be effective
against more than one threat. To illustrate:

REMEDIAL THREATS

MEASURES Fire | Internal | External | Hurri Sabotage
theft theft cane

Fire detection

system X X

Loss control

team X X X

Roving guard

patrol X X X X

Intrusion

detectors X X X

Personnel

screening X X

On-site power

generator X X

Back-up plan X X X

Since a given remedial measure may affect
more than one threat, the least cost mix of
measures probably will not be immediately
obvious. One possible way to make the selection is
to begin with the threat having the largest annua
loss potential. Consider possible remedial
measures and list those for which the annual cost is
less than the expected reduction in annual loss.
(Precision in estimating cost and loss reduction is
not necessary at this point) If two or more
remedial measures would cause a loss reduction in
the same area, liss them all but note the
redundancy. Repeat the process for the next most
serious threat and continue until reaching the point
where no cost justifiable measure for a threat can
be found. When the cost of a remedial measure is
increased if it is extended to cover an additional
threat, the incremental cost should be noted. At
this point one has a matrix of individua threats and
remedial measures with estimates of loss
reductions and costs and thus an estimate of the net
saving, which can also be shown graphically:
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For each threat, the estimated loss reduction, the
cost of the remediad measure and the net loss
reduction have been given (in that order). By
applying remedial measure Jto threat A at a cost of
$9,000, a loss reduction of $20,000 can be
expected (a net saving of $11,000). Furthermore
remedial measure Jwill reduce the threat B loss by
$10,000 at no additional cost and the threat C loss
by $4,000 at an added cost of only $1,000. Finaly,
though, it appears that it would cost more than it
would save to apply J to threat D. Therefore J
would not be implemented for D. The net loss
reduction from J could be expressed as:

J(A,B&C)==11+10+3
== $24,000

The table indicates that J and K have the same
reduction effect on threat A. Since K costs more
than J, it might, at first glance, be rejected.
However,

K(A B C&D)==5+12+6+2
== $25,000

and

J(A,B&C)+K (A, B,C&D) ==
—4+22+49+2
== $29,000

Therefore, while J and K are equaly effective on
threat A, K appears to be more effective than J on
the other threats, but further checking shows that
their combined use results in the greatest overal
net loss reduction.

By going through the process just described,
using preliminary estimates for cost and loss
reduction, the ADP security planner can test
various combinations of remedial measures. This
will enable him to identify the subset of remedia
measures which appears to be the most effective.
At this point the ADP security planner should
review the estimates for the candidate subset and



refine them as necessary to establish confidence in
the tentative choices. In margina situations this
might cause a change of the optimum subset.
However, by iterating the process as required, the
ADP security planner will finally reach the point
where he can recommend a given group of
remedial measures with considerable confidence.
And, almost as important is the ability to defend
the rejection of remedia measures which cannot be
cost justified.

If al of the above procedures have been
followed, the following will have been established
and documented:

Significant threats and probabilities of
occurrence.

Critical tasks and the loss of potential
related to each threat on an annual basis.

A list of remedial measures which will
yield the greatest net reduction in losses,
together with their annual cost.

With this information at hand ADP management
can move ahead with implementation of the
physical security program. Since the anaysis of
remedial measures will have identified those with
the greatest impact, relative priorities for
implementation can aso be established.

14. Implementing the Security Program

In section 1.3 the use of arisk analysis has been
described as the basis for developing an ADP
security program. Implementation of the program
will depend on local conditions and the practical
congtraints of time and budget, but it may not
always be clear just where to begin. The following
is a brief outline of a procedure which should be
generally applicable.

Preliminary planning. Establish an ADP
security study team to prepare an ADP security
program consisting of detailed task descriptions for
the next three tasks, a budget and schedule and
responsibility assignments.

Perform a preliminary risk analysis to
identify major problem areas.

Select and implement urgent " quick fix"
security measures is needed.
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Perform and document a detailed risk
analysis for review and approval.

Based on the approved risk analysis
selected, cost justify and document action plans
with budgets and schedules for security measures,
contingency plans, training and indoctrination
plans and test and audit plans.

Carry out the approved action plans.

Depending on the results of tests, audits
and changes in mission or environment, repeat the
detailed risk analysis and subsequent steps on a
regular, at least annual, basis.

The action plans should include adequate
documentation. The documentation might include:

A security policy statement which provides
general guidance and assigns responsibilities.

A security handbook which describes in
detail the security program and procedures and the
obligations of ADP personnel, users and
supporting personnel.

Technical standards for system design,
programming, testing and maintenance to reflect
security objectives.

Contingency plans for back-up operations,
disaster recovery and emergency response.

Booklets for ADP saff indoctrination in
security program requirements.

Depending on the normal practice of the ADP
facility, these documents may be completely
Sseparate items or may be included in other
documents. For example, emergency response
plans for the ADP facility might be included in the
agency's Facility Self-Protection Plan. Similarly,
technical security standards could be added to
existing documents.

The final point to be made is the importance of
continuing audit and review of the security
program. A major effort will be required for the
initial risk analysis but once it has been completed
a regular review and updating can be done much
more quickly. By evaluating changes in agency
mission, the loca environment, the hardware
configuration and tasks performed, the ADP



security planner can determine what, if any,
changes should be made in the security program to
keep it effective.

15.  Supporting Documents

There are a number of Federa documents
relating generally to ADP security which will be
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helpful to security planners. These, as well as a
number of other useful references, are listed in the
bibliography in Appendix B. It is suggested that
this list be consulted by planners early in their
assignment in order to be able to take advantage of
the extensive fund of knowledge they represent.

2. Anticipating Natural Disasters

2.0. Introduction

This chapter deals with fire, flood, windstorm
and earthquake. These events all tend to have the
same basic effects on ADP operations: physical
destruction of the facility and its contents and
interruption of normal operations. They aso
represent a threat to the life safety of the ADP
staff. In the sections which follow, protective
measures and factors for evaluating exposure are
presented. Planning for emergency response is
discussed in Chapter 8—Contingency Planning.

2.1 Fire Safety

Experience over the last two decades has
demonstrated the sensitivity of ADP facilities to
fire damage and disruption of operations. For
example, a parts warehouse which included a $1
million computer system was totally destroyed by
a fire. The building, amost 0.8 sg. mi. (two
hectares) in size, was of non-combustible
construction and had neither sprinklers, interior
fire partitions nor fire curtains. Furthermore, the
building was located just outside the municipal
fire district, presumably because of the low tax
rate. The fire evidently started when an electric
spark ignited a flammable solvent being used to
remove floor sealant. Although the structure,
contents and computer system were completely
destroyed, the company's emergency procedures
called for storage of magnetic tapes in fire-rated
vaults and they were recovered intact. As a
result, and with a mgjor effort on the part of the
hardware vendor, a new computer system was
operating at an alternate site four days later. This
episode highlights the value of close attention to
both fire safety and contingency planning. A
number of such maor losses have involved
noncombustible buildings. 1n those cases where
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vital tapes had been safeguarded and the computer
hardware was relatively uncomplicated, rapid
recovery was possible, often in a matter of days.
However, it seems likely that if a large computer
configuration is destroyed or if back-up records
are inadequate, recovery would be a lengthy
process that could take many weeks or months.

Fire safety should be a key part of the ADP
facility physical security program and should
include these elements:

Location, design, construction and
maintenance of the ADP facility to
minimize the exposure to fire damage.

Measures to insure prompt detection of
and response to afire emergency.

Provison of adequate means to
extinguish fires and for quick human
intervention.

Provison of adequate means and

personnel to limit damage and effect
prompt recovery.

Each of these points is discussed in the
subsections which follow. A comprehensive
treatment of the subject of fire prevention and
control is aso the subject of the Fire Protection
Handbook [24]. To quote from the handbook
itsalf, it ". constitutes an authoritative
encyclopedia on fire and its control and is
designed to serve both as a textbook for those
learning the science and as an independent
reference book . . .". It includes fire control
considerations in  building design and
construction, tables of the fire hazard properties
of severa hundred materials, and an engineering
handbook on hydraulic properties, in addition to



the other topics on fire control one would expect
in such a handbook.

21.1. ADP Facility Fire Exposure

The first factor to consider in evaluating the
fire safety of an ADP facility is what fire
exposure results from the nature of the occupancy
of nearby buildings and the ADP facility building.
Generally speaking the degree of hazard
associated with a given occupancy depends on the
amount of combustible materids, the ease with
which they can be ignited and the likelihood of a
source of ignition. The following occupancies
have been found to be particularly hazardous:
building under construction; clothing and textile
processing; chemical, plastic, paint and petroleum
processing;  electric  appliance  assembly;
foundries, paper manufacturing; and storage and
warehousing operations. The inherent hazard of
an occupancy can also be evaluated in terms of
the probable severity of afire as a function of the
heat potential (fuel load) of the contents. This
relationship can be expressed approximately as
follows:

Fuel Loading Potential Heat
(Equivalent pounds Release (Kilo- Fire Severity
of wood per square calories per square (duration in hours)
foot) centimeter)

5 11 0.5
10 22 1
20 43 2
30 65 3
50 110 6
70 152 9

A typical office with metal furniture and
storage cabinets will have fuel loading ranging
from 5 to 15 pounds per square foot (11 to 33
kcal/cm?). A storage room for paper forms and
boxed punched cards, or a magnetic tape library,
will have fuel loads of 50 to 80 pounds per square
foot (110 to 175 kcal/cm?®).” The severity of afire
and its effect on the structure and contents will
depend on the rate at which temperature rises and
the duration of the fire. Thusif the fuel load is so
configured and stored as to retard ignition and
combustion of, for example, paper records in

" NFPA computes fuel load based on a heat of combustion of 8,000
BTU per pound : arepresentative value for wood or paper. Magnetic
tape is roughly twice as combustible as wood, so that 40 Ib. of
magnetic tape would have an 80 Ib. fuel load.
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metal file cabinets, temperature will rise relatively
slowly. If the same fuel load were in the form of
reels of magnetic tape stored in relatively open
racks, the temperature could be expected to rise
rapidly but the fire would be of brief duration.

The second fire safety factor is the design and
construction of the building. There are five basic
types of construction:

Fire-Resistive—The structure of the
building—framing, floors, walls and
roof—-is constructed of noncombustible
materials which are insulated to protect
againgt loss of strength as a result of a
fire.

Heavy Timber—Exterior wals are
noncombustible with a 2-hour rating and
columns, beams, floors and roof are
heavy timber. Because of the dow
burning character of heavy timber, it will
be superior in performance to
noncombustible.

Noncombustible—The  structure is
noncombustible, but lacks protection
againgt the effect of heat on the structural
members. The difference is this: while a
fire in a noncombustible building will not
draw fuel from the structure itself, the
heat from the fire may cause the structure
to collapse. A classc example of a
noncombustible building fire was a
transmisson plant in  Michigan.
Although the structure itself did not
contribute any fuel to the fire, the asphalt
on the roof provided enough fue to
completely destroy the building.

Ordinary Construction—Ordinary
construction is the same as Heavy Timber
except that the dimensions of the timber
portions of the structure are too small to
qualify as heavy timber.

Wood Frame—This is the typica
residential construction using two inch (5
cm) thick framing and one inch (2.5 cm)
boards.



To summarize the above simply, and ignoring
design features which can increase fire resistance,
one can construct the following table:

Type of Construction Approximate Fire

Classification

Fire Resistant 2 or 3 hours
Heavy Timber 1 plus hours
Noncombustible 1 hour

Ordinary Construction Lessthan 1 hour
Wood Frame Minutes

The actua performance of a building will
depend not only on the type of construction, but
on design details such as:

Fire walls which in effect divide a
structure into separate buildings with
respect to fires.

Fire rated partitions which retard the
spread of afire within abuilding.

Fire rated stairwells, dampers or
shutters in ducts, fire stops a the
junction of floors and walls and similar
measures to retard the spread of smoke
and fire within a building.

Use of low-flame-spread materials for
floor, wall and ceiling finish to retard
propagation of flame.

To summarize, the four basic fire safety
factors and their effects can be tabulated as
follows:

19

FIPS PUB 31

Factor Effect

Occupancy

Fuel load
Construction Type
Construction Details

Probability of afire occurring
Intensity and duration of afire
Resistance to structure damage
Confinement of afire

It should be understood that this discussion has
been much simplified. However, consideration of
these factors by the ADP security planner as they
apply to an existing or projected ADP facility will
help him to determine the amount of attention he
should pay to fire safety. He will want to seek the
assistance of a qualified fire protection engineer
in evaluating the inherent fire safety of the ADP
facility and identifying hazards. A detailed
discussion will be found in "Building Firesafety
Criteria" [13].

The July, 1973 fire a the U.S. Military
Personnel Records Center, Overland, Mo., was an
unfortunate demonstration of the result when well
tested fire safety design criteria are disregarded in
overemphasizing protection against other risks.
Lack of sprinkler protection, inadequate access to
the fire site and related design deficiencies
seriously hampered fire fighting and in the end
resulted in much more damage to records than
would have resulted from the operation of
sprinkler heads.

The third factor in fire safety is the way in
which the building is operated. It should be
understood that the inherent fire safety of a
building can be rendered ineffective by careless
operation. This includes: fire doors propped
open; undue accumulation of debris or trash;
cardless use of flammable fluids, welding
equipment and cutting torches, substandard
electric wiring; inadequate maintenance of safety
controls on ovens and boilers;, and excessive
concentration of flammable materials. ADP
facilities, for example, have a particular hazard
from the accumulation of lint from card and paper
operations. The ADP physical security program
should strive, in coordination with the building
maintenance staff, to identify and eliminate such
dangerous conditions. Furthermore, it should be
understood that this must be a continuing effort
and a consideration in the assgnment of security
management responsibilities. The security audit



plan should include verification of compliance
with established standards.

Specific guidance for the construction of ADP
facilities will be found in chapter 2 of "Fire
Protection for Essentia Electronic Equipment"
[9]. Thisdocument, hereafter referred to as RP-1,
has been adopted by the GSA for al GSA
facilities under GSA Order PBS 5920.4B with
certain minor modifications.

2.1.2. FireDetection

Despite careful attention to the location,
design, construction and operation of the ADP
facility, there is till the possibility that a fire can
start. Experience has shown repeatedly that
prompt detection is a mgjor factor in limiting fire
damage. Typicaly a fire goes through three
stages. Some event, such as a failure of electrical
insulation, causes ignition. An electrical fire will
often smolder for along period of time. When an
open flame develops, the fire spreads through
direct flame contact, progressing relatively
dowly, with a rise in the temperature of the
surrounding air. The duration of this stage is
dependent on the combustibility of the materials
a and near the point of ignition. Findly the
temperature reaches the point at which adjacent
combustible materials give off flammable gases.
At this point the fire spreads rapidly and ignition
of nearby materials will result from heat radiation
as well as direct flame contact. Because of the
high temperatures and volumes of smoke and
toxic gases associated with this third stage, fire
fighting becomes increasingly difficult and often
people cannot remain at the fire site.

Given the objective to discover and deal with a
fire before it reaches the third stage, one can see
the limitation of fire detection which depends on
detecting a rise in air temperature. It is for this
reason that RP-1 requires that the areas in which
electronic equipment is installed be equipped with
products-of-combustion (smoke) detectors. Such
detectors use electronic circuitry to detect the
presence of abnormal constituentsin the air which
are usually associated with combustion.

To be effective in providing prompt detection
the following points should be considered in
designing afire detection system:
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The location and spacing of detectors
should take into consideration the
direction and velocity of ar flow, the
presence of areas with stagnant air, and
the location of equipment and other
potential fire sites. Note that detectors
may be required under the raised floor,
above the hung ceiling and in air
conditioning ducts as well as at the
celling. It may also be wise to put
detectors in electric and telephone
equipment closets and cable tunnels.

The design of the detection control
pand should make it easy to identify the
detector which has alarmed. Thisimplies
that the detectors in definable areas (for
example, the tape vault, the east end of
the computer room, etc) should be
displayed as a group on the control panel.
In other words, when an alarm sounds,
inspection of the control pane should
indicate which area or zone caused the
aarm. Generdly, and preferably, each
detector will include a pilot light which
lights when the detector is in the alarm
state. In some cases it may be determined
that there should be a separate indicator
light at the control panel for each
detector. It is also important to see that
the alarm system itself is secure. Its
design should cause a trouble alarm to
sound if any portion of it fails, or if there
is a power failure. Steps should be taken
to assure that the system could not be
deactivated readily, either malicioudly or
accidentaly. In a recent case of
suspected arson in a tape library it
appeared that the smoke detection system
had been turned off.

Meaningful human response to the
detection and alarm systems is necessary
if they are to be of any value. This means
that the fire detection system should be
designed to assure that someone will
always be derted to the fire. Typicaly,
we expect that the computer room staff
will respond to an darm from the ADP
facility alarm system. A remote aarm
should also be located at another point in



the building which we expect will be
manned at all times, such as the lobby
guard post, security center or building
engineer's station.  This provides for
back-up response and response when the
computer area is not occupied. If thereis
any possibility that the remote alarm
point will not be manned at al times, a
third alarm point should be located off-
site, typicaly at the nearest fire station or
location of the fire brigade for the facility.

Proper maintenance is essentia to the
fire detection system. The nature of
smoke detectors is such that nuisance
alarms may be caused by dust in the air or
other factors. Thus there is a tendency to
reduce sensitivity in order to eliminate
nuisance alarms, with the result that
detection of an actua fire may be
delayed. To insure proper operation, it is
important to see that qualified personnel
(a vendor representative or building
engineer) verify correct operation at the
time of installation and at least once each
year thereafter. Furthermore, each fault
condition should be corrected
immediately. Unfortunately, there is a
common tendency to turn off the fire
detection system or silence the alarm bell,
creating the danger that there will be no
response if afire should occur.

In addition to aerting personnel to the
presence of afire, the detection equipment can be
used to control the air conditioning system. There
is some support for the view that upon detection,
air handling equipment should be shut down
automatically to avoid "fanning the flames' and
spreading smoke. This may not be the best plan,
as nuisance aarms will result in needless
disruption. A preferred technique may be to
cause the system to exhaust smoke by stopping
recirculation and switching to 100% outside air
intake and room air discharge. Asarule this can
be done by adjustment of air conditioning damper
controls and their interconnection with the fire
detection system. However, it may be necessary
to modify the ar conditioning system. More
details will be found in section 3.2.
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2.1.3. Fire Extinguishment

Fire extinguishment is accomplished in four
ways:

portable or hand extinguishers operated
by agency personnd in an effort to
control the fire before it gets out of hand.

hose lines used by professiona fire
fightersto attack the fire with water.

automatic sprinkler systems which
release water from one or more sprinkler
heads when the air temperature reaches
the design temperature of the head which
range from 135-280 °F (57-138 °C).

volume extinguishment systems using
HALON-1301" which fill the room with a
gas that interferes with the combustion
process.

A review of the history of fires involving
electronic equipment and the effectiveness of
each of these extinguishment devices has led the
Federal Fire Council to establish a number of
requirements for extinguishment in Chapter 3 of
RP-1.

First, at least one carbon dioxide extinguisher
of 15 pounds (6.8 kg) capacity or more and one
2% galon (9.5 1.) plain water extinguisher shall
be located within fifty feet (15m) of each piece of
equipment. These extinguishers are intended to
be used by ADP facility personnel for immediate
fire fighting.  Given prompt detection and
response by properly trained personnel and
freedom from gross fire hazards in the computer
area, portable extinguishers will be effective for
controlling most fires quickly.

To insure effectiveness of  portable
extinguishers, severa points must be considered.
Extinguishers should be placed in readily
accessible locations, not in corners or behind
equipment. Each location should be marked for
rapid identification; for example, a large red spot
or band can be painted on the wall or around the
column above the point where each extinguisher

" HALON- 1301 is a term applied to bromotrifluoromethane, a
halogenated extinguishing agent.



is mounted. It is important to have adl
extinguishers inspected. (See "Portable Fire
Extinguishers' [44].) Each extinguisher should
have an inspection tag affixed to it on which the
inspector signs his name and gives the inspection
date. In addition to the required extinguishers, it
may be wise to provide five pound (2.3 kg)
carbon-dioxide extinguishers in areas principaly
staffed by personnedl unable to lift heavy objects.
Experience indicates that such personnel can deal
effectively with minor equipment and trash fires
if lighter extinguishers are made available to
them.

The second RP-1 requirement is that computer
areas be equipped with automatic sprinklers and,
unless building construction is fire resistive or
noncombustible, that the entire building shall be
so equipped. Portions of the building which are
not protected by sprinklers and which cannot be
reached easily with hose lines from the exterior
should have standpipes and inside hose systems.
The automatic sprinkler system is the preferred
extinguishment system for a number of reasons,
but the ADP facility manager may be concerned
that installation of sprinklers will expose the ADP
facility to serious water damage. If the worst
thing that could happen to an ADP facility were
to spray water on the hardware, it would make
sense to omit sprinkler protection, but it isn't; the
worst is a structural collapse of the building. In
an effort to provide effective extinguishment
without damaging side effects, one might
consider a HALON-1301 deluge system. Carbon
dioxide (CO,) systems represent a significant life
sofety hazard and their use cannot be
recommended. The characteristics of automatic
sprinklers and HALON-1301 are compared
below:
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Automatic HALON-1301
Sprinklers
Extinguishment | Water coolingand | Chemical
mechanism smothering of fire | interference with
site. combustion
process.
Reliability Very high: limited | Very high : limited
by reiability of by reiability of
water supply. detection system.
Effectiveness | very high. Very high if
effective
concentration is
achieved at fire site.
Life safety None. Some danger if
hazard concentration
greater than 10%.
Side effects Prompt cooling No side effects if

Approx. cost to

and cleaning of air

effective: otherwise

by water spray corrosive toxic
with attendant decomposition
damage to products.
contents.

$1.00/sg. ft. new

$0.50/cu. ft. of

install building, protected volume.
$3.00+/s1. ft.,
retrofit.
Discharge Air temperature (or | Detection system or
controlled by: auto. recycle) manual.
Timeand cost | Minutesand $5to | Hours and 40% of
to refurbish $20. installed cost.
ater fire

Because of its lower cost, proven effectiveness
and inherent safety, the automatic sprinkler is the
preferred fixed extinguishment system in most
cases. HALON-1301 appears to be better suited
for the initia fire attack at critical points, such as
atape or disk storage area or a room housing one-
of-a-kind hardware or at points which cannot be
covered effectively by a sprinkler system, eg.,
under araised floor or in a cable tunnel.
Automatic sprinkler systems offer a feature
which should be included in the fire safety
system. Devices called flow sensors are available
which can be inserted into the sprinkler pipes to
detect the flow of water. These flow aarms
should be located at the source of water and at
each magjor branch in the piping and should be



connected to a fire alam panel. When a fire
causes a sprinkler head to open and discharge
water, an adam will be sounded aerting
personnel to the emergency. This feature can be
of real value during hours when work areas are
unoccupied, as the security force is aerted
immediately to sprinkler operation and can shut
off the water flow as soon as the fire is
extinguished. To make this easy to do, the
sprinkler system piping should be configured to
supply the computer area from a single point and
equipped with a shut-off valve which is located in
an easily accessible point. All sprinkler system
shut-off valves should have supervisory switches
attached which will signal the fire alarm panel if a
valve is closed. This is important because there
have been many cases where fires were not
defeated because sprinkler control valves had
been left closed inadvertently. In some cases it
was suspected that valves were closed
deliberately.

The gas extinguishment systems also have
features which contribute to more effective and
reliable quenching. Pressure sensors are used to
detect a significant loss of gas and to signal a
trouble alarm. Systems are normally installed so
that there is a delay of up to a minute between the
initial alarm and release of the gas. With carbon
dioxide systems, this allows the area to be clear of
personnel, because of the serious hazard to life
when the gas is discharged. With HALON
systems, the delay permits the actual discharge of
this rather expensive quenching agent to be
overridden manualy when there is no fire or
when the fire is quenched easily by using portable
extinguishers.

If fire extinguishing equipment is to remain
effective, it must have regular maintenance by
properly qualified personnel. "Fire Extinguishing
Equipment” [11] is a useful guide to extinguisher
equipment inspection and maintenance. The ADP
security planner should work with the Building
Manager and Fire Marsha to insure that an
effective maintenance program is in effect. The
bibliography lists a number of standards,
guidelines and recommendations from the
National Fire Code published by the National Fire
Protection Association [22-43].

214 FireFighting
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The discussion of extinguishment has stressed
the value of prompt, effective fire fighting. With
regard to who should do this fire fighting, the
ADP facility manager should consider local
conditions carefully to determine the most
practical approach to meet this individua
problem. Some ADP facilities are located within
large industrial complexes which either employ
their own professiona firefighters, have highly
trained industrial fire brigades or are located in
close proximity to a municipal fire department
composed of professiona firefighters.
Conversely, some facilities may be situated in
remote locations where response by professiona
or highly trained firefighters is delayed or perhaps
nonexistent because of travel distance.
Obviously, the best arrangement is one which
results in immediate response by professiona
firefighters in time of need. However, when this
is not feasible, other aternatives must be
explored—particularly when one considers the
high value of equipment usually housed within
ADP facilities.

In al probability, the enlightened ADP facility
manager will want to establish a first line of
defense against fire involvement between the time
of notification of and response by professional or
highly trained firefighters, and will incorporate
this as part of the Facility Self Protection Plan.
Every plant, regardless of size, needs personnel
who are knowledgeable and trained in fire safety.
Any practical and effective organization for fire
protection must be designed to assure prompt
action immediately at the point where a fire
breaks out. This usualy necessitates every
organizational unit or area of a plant having a
nucleus of key employees who are prepared
through instruction and training to extinguish fires
promptly in their incipient stage. Such
individuals become knowledgeable in specialized
fire protection and the systems applicable to the
facility in question: how to turn in an alarm,
which type of extinguisher to use for which type
of fire and how to use it. Further, such
individuals can serve as on-the-job fire inspectors,
constantly seeking out and reporting and
correcting conditions that may cause fires. They
can help ensure that fire fighting equipment is
properly located and maintained, that storage does
not cause congestion which could hamper fire
fighting, and that general housekeeping is



maintained at a reasonably high level to minimize
firerisk.

Should a decision be made to establish an
ADP facility fire brigade organization, reference
should be made to the NFPA "Industrial Fire
Brigades Training Manua" [27]. This document
will serve as a useful guide in organizing and
training a fire brigade. The ADP fire brigade
should consist of a fire captain, a deputy fire
captain and several fire fighters on each operating
shift. Large ADP facilities should consider more
fire fighters to ensure adequate coverage. All
other members of the facility staff should vacate
the premises during fire involvement.

Designated fire fighters should receive training
each year in extinguishing actua fires using
extinguishers of the type located in the computer
area. In addition, they should understand the
operation of fire detection equipment, alarms,
sprinklers and any other fire safety equipment.
To maintain competence, the fire brigade should
meet regularly, perhaps at two or three month
intervals, for brief training sessions. The fire
captain should review any new equipment or
procedures. He might also lead a discussion
about how to deal with a hypothetical fire
situation with questions like: What equipment
should be turned off? Where is the nearest
extinguisher? Other nearby extinguishers? Would
there be any difficulty in getting at the fire site?
Who is notified and how? He should also ask for
discussion of newly-observed fire safety
problems. Undoubtedly the building fire marshal
and the local fire department can and will
contribute to the training program with training
materials and facilities and with advice.

Because of the special characteristics of ADP
hardware and the desire to avoid disruption to
operations, it is important for fire fighting and
loss control measures to be carefully structured.
ADP management and systems and operations
supervisors should participate with the fire
marshal and fire captains in developing guidelines
for decisions to power down hardware, shut off
air conditioning and take related steps. All fire
control measures must be coordinated with the
fire department serving the ADP instalation.
There should be site visits to familiarize the fire
department with norma and emergency
entrances, electric power switches, hoses and
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portable extinguishers, sprinkler control valves,
location of covers for equipment, exhaust fans
and ventilation controls, combustibles storage,
building construction and characteristics, and
other pertinent items. Unique ADP hazards such
as the susceptibility of disk and drum surfaces to
contamination and the presence of underfloor
electric outlets should be pointed out.

Emergency planning is presented in more
detail in Chapter 8.

2.2 Flood

The discussion of automatic sprinklers in the
preceding section may have left the impression
that water damage can be dismissed as a
significant threat to ADP facilities. While it is
true that the damage resulting from operation of
one or two sprinkler heads will be minor and
certainly preferable to the smoke and heat damage
of a mgor fire, flooding is quite a different
matter. The water may be contaminated with dirt,
oil or chemicals. Buildings may be damaged or
even destroyed.

Tropical storm Agnes which swept through
Pennsylvania in June, 1972, caused severe
flooding. Newspaper accounts reported that
hundreds of computer systems were submerged in
mud and water. The resulting damage appeared
to depend largely on location and the reported
time to recover ranged from two days to two
months. The Pennsylvania Bureau of
Management Information Systems reported its
large computer submerged in six feet of water.
The entire reserve supply of certain forms used
weekly, 45 million in all, was lost by another
computer facility, leaving only a one week supply
on hand. A number of computer centers lost card
data files which were not backed up.

This experience points up two things. First, if
an ADP fecility is located in a basement in a low
lying area, disruptions from flooding are amost
inevitable. Second, careful planning for back-up
operation can greatly reduce the time required to
restore normal operations after an emergency.

Executive Order 11296 was issued in August
1966 in response to growing concern about flood-
related losses in Federal buildings but to insure
optimum use of flood plains by Federa agencies.
In summary this Executive Order requires



executive agencies to evaluate flood hazards
when locating new facilities, administering funds
to support facilities, evaluating future use of
Federal facilities to be disposed of, or when
planning land use so as to "preclude the
uneconomic, hazardous, or unnecessary use of
flood plains M. Where practical and
economically feasible, it requires that flood-
proofing measures be applied to existing
structures.

Flood hazard information is available
primarily from the Army Corps of Engineers, the
Tennessee Valey Authority and aso from the
Departments of Agriculture, Interior, Commerce,
Housing and Urban Development and from the
Office of Emergency Planning. State and local
agencies may aso have information available
about past floods. Basic guidelines are presented
in "Flood Hazard Evaluation Guidelines for
Federal Executive Agencies’ [54]. These
guidelines point out that there are three types of
flood areas where flooding can be hazardous.
First are riverine flood plains where floods are
due to heavy rainfall or snow-melt runoff or to
obstruction of a narrow channel. Second are
coastal flood plains bordering on a body of
standing water where floods can result from high
tides, wind-driven waves, tsunamis (large waves
caused by undersea earthquakes) or from a
combination of these effects. Findly, debris
cones, deposited at the base of a mountain by
mountain streams, are subject to flash flooding. If
it appears that the ADP facility is located in any
of these areas, one must give consideration to
flood exposure.

In evaluating the exposure to natural flooding,
the ADP security planner should first examine the
rules and regulations issued by his agency under
Executive Order 11296. Next he should examine
such evaluations of flood hazard as may be
available for his own building or other nearby
Federal buildings. These should help to
determine the need to look more closaly at the
exposure. The information available will often
allow the ADP security planner to estimate the
probability of flooding to several levels. By
examining the building layout, he can then
estimate the probable effect on operations from
damage or destruction of contents, interruption of
electric power and communications, lack of
access to the building, and the like. By relating
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these effects to the risk analysis, he will be ableto
estimate flood-related losses as a basis for cost
justification of flood protection measures.

In addition to the overal effect of natural
flooding, one should examine the flood damage
potential from all causes. The first step is to
evaluate the location of the ADP facility within
the building. The basement is potentially the least
desirable location since surface water from heavy
rain or fire fighting water may collect in the
basement. Drains can be equipped with
backwater or check valves to prevent back up.
Electrically driven sump pumps and ejector
pumps may be provided to augment gravity
drainage. However, in an emergency Situation
these may all prove ineffective. During a fire on
an upper floor, the pumps and drains may be
overwhelmed since fire fighting hose streams can
easily pump a thousand or more gallons of water
per minute into the building. Furthermore, it is
possible that debris from the fire area may clog
drains and pumps. Electric power for sump pump
motors may be interrupted by a fire or hurricane-
putting them out of service just when they are
most needed. The ADP security planner should
attempt to balance the physical protection offered
by a basement location against the exposure to
flooding and make a judgment about the net
exposure. If the ADP facility is located in the
basement and the flooding exposure is significant,
it may be prudent to consider these
countermeasures:

Sump pumps (one or more) driven by
gasoline motors for emergency use.

Drains equipped with check valves.

If surface water flooding is a significant
threat, a supply of sandbags can be kept
on hand to be used to construct a dike
quickly. Heavy duty adhesive tape may
be adequate to seal low lying exterior
doors.

It may be possible to install masonry
curbs around the ADP area to divert
flood water. This will help only with
minor flooding but may be worth the
effort.



These measures will be helpful where the
exposure is modest or comes primarily from
internal sources. For existing facilities having a
significant exposure to external flooding, full
scale flood proofing may be required. Excellent
guidance will be found in "Flood-Proofing
Regulations® [51]. This document is in the form
of a model building code and provides guidance
for minimizing flood-related hazards of building
occupancy and for protecting structures against
flood damage.

Flooding may also result from plumbing leaks.
As a part of the threat evaluation, the ceiling
above the ADP facility should be inspected for
plumbing lines and for holes. Ideally no pipes
should be routed over ADP hardware aress;
where this is unavoidable, easily accessible shut-
off valves should be provided. Likewise, chilled
or condenser water pipes which support air
conditioning units inside the ADP area should
have shut-off valves which can be used to isolate
aleak. Magor water lines should be instrumented
to detect abrupt loss of pressure—a sign of
catastrophic  faillure—to aert the building
engineer and, perhaps, shut off pumps
automatically so as to limit the amount of water
which can escape. All holesin the floor slab over
the ADP facility should be plugged with cement
or similar material. Many buildings include so
called wet columns. These are structural columns
with adjacent vertical plumbing lines usualy
referred to asrisers. As arule one can identify a
wet column because the walls enclosing it will be
larger than most columns to allow space for the
pipes. Since wet columns represent an increased
exposure to leaks or flooding it would be
preferable to exclude them from ADP areas.
When this is unavoidable, each column should be
checked to insure that any leskage will drain
freely to the floor below.

Almost all computer rooms are equipped with
a raised floor to provide a protected space for
inter-cabinet and power cables (and often as a
supply air plenum for the air conditioning
system). |If water collects under the raised floor,
there is a danger that these cables will be affected.
Inter-cabinet cables with connectors at the ends
only should be highly water resistant. However,
power cables often plug into receptacles located
on the floor, risking short circuiting and
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corrosion.  Where possible, receptacle boxes
should be raised up from the floor at least eight to
ten cm. and the wiring enclosed in unbroken rigid
conduit. It is aso desirable to provide positive
water drainage with floor drains spaced about six
meters apart. This is particularly important in
new construction where the floor slab under the
raised floor has been depressed to bring the raised
floor flush with the surrounding floor. This
eliminates the need for ramps but, without
positive drainage in the depressed dab area, it is
obvious that substantial amounts of water could
collect under the raised floor. Not only would
cables be submerged but each inch of water will
add about five pounds per square foot to the live
load, leading in extreme cases to structurd
damage or collapse.

An increasing number of ADP facilities are
now stockpiling plastic sheeting to protect ADP
hardware in an emergency. Several cases have
been reported where the prompt use of such
sheeting has protected hardware against leakage
from broken plumbing or fire fighting on upper
floors. Because of the modest cost and assured
effectiveness of this countermeasure, it can be
recommended highly.

2.3. Earthquake

Earthquakes represent a threat to ADP
operations for two reasons. First, an earthquake
may cause structural damage or collapse of the
ADRP facility building, interruption of electric or
communications circuits, loss of utilities and
other direct effectss Second are the more
widespread effects on the community: disruption-
of transportation, food supplies and other vital
services. As aresult, many of the ADP staff may
be unable to report for work and supporting
services may not be available.

Assessing the probability of an earthquake is
not easy because of the relatively short recorded
history of earthquakes in the United States.
Figure 2 shows the number and intensity of
known earthquakes and figure 3 is a seismic risk
map based on these data. Note that the latter map
merely indicates the probable severity, not
probability of occurrence. On-going Federally-
sponsored research is expected to lead to the
ability to forecast long term probability and
possibly even actual occurrence. However, until



such techniques become available it seems
prudent for ADP facilities located in Zone 3
regions to assume that an earthquake which could
disrupt operations for at least a week will occur at
50 to 100 year intervals. Furthermore, ADP
facilities within about five to ten miles of major
faults should probably assume total destruction of
the facility with about the same probability of
occurrence.

There ae two types of potential
countermeasures. The first is to select a building
with high resistance to earthquake damage and so
located as to be protected against damage from
neighboring buildings. Locations which should
be avoided include hillsides, land fill aress,
waterfront areas, fuel storage aress, tall structures
(such as buildings, radio towers or transmission
lines) which might fall on the ADP facility or
underground fuel transmission lines. One should
bear in mind that the mgjority of the damage from
the San Francisco earthquake was caused by the
subsequent conflagration which raged
uncontrolled from the lack of fire fighting water.
For this reason consideration should be given to
using sway bracing, flexible joints, etc. to make
the sprinkler system earthquake resistant and to
provide areliable on-site water supply.

Beyond preventive measures such as these, the
ADP security planner may wish to safeguard the
agency mission by including off-site operation in
the ADP facility contingency plan. In this case he
must be careful to select locations which are
sufficiently separated so as not to be affected by
the same earthquake. Consideration should aso
be given to the location and construction of the
facility used to store back-up files, documentation
and the like in order to assure that these materials
will be undamaged and accessible following an
earthquake. Valuable guidance in risk analysis
and remedial measures will be found in "Building
Practices for Disaster Mitigation" [59].
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2.4, Windstorms

Windstorms, hurricanes and tornadoes all
represent potential threats to an ADP facility.
Hurricanes are characterized by high winds and
heavy rain resulting in structural damage,
flooding and in many cases loss of electric power.
Of 148 magjor electric power interruptions in the
United States reported during the period 1954 to
1966, 17 were attributed to hurricanes—an
average of 1.3 per year. In 1970, Hurricane Celia
was reported to have affected some 50 data
processing facilities (some quite seriously) in the
Corpus Christi area. Power was off for as much
as 36 hours.

A study of hurricane frequencies based on
occurrences during the period 1886-1970,
reported in "Atlantic Hurricane Frequencies
Along the U.S. Coastline" [48], will be helpful to
the ADP security planner in evaluating the
exposure of his facility. Results of the study for
high probability areas are summarized below:

Annual
Probability

(Percent) Locations
16 Fort Lauderdale, Florida
15 Palm Beach, Florida
14 Brazoria County, Texas
13 Lafourche Parish, Louisiana
13 Mobile, Alabama-Pensacola, Fla.
13 Key West, Florida
12 Chambers County, Texas
11 Carteret County, North Carolina
9 Matagorda County, Texas
9 Franklin Parish, Louisiana
9 St. Bernard Parish, Louisiana
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Other localities on the Gulf and Florida coasts
have probabilities in the range of 4% to 8%. The
probabilities for Atlantic coast areas not listed
above range from 7% to zero. If the ADP facility
is in or near the high probability locdlities, the
ADP security planner should give careful
consideration to the threat from hurricanes.

Apart from measures to protect against flooding
and electric power failure, described elsewhere in
these guidelines, one should consider the resistance
of the ADP facility building to wind damage,
particularly windows broken by wind-driven debris
or damage from falling trees, utility poles and the
like. A "walk-around" inspection of the building
should be adequate to identify potential trouble
spots. Since ample warning is usually available,
thought should be given to stockpiling plywood or
similar materials for temporary protection of
exposed windows and doors.

The occurrence of tornadoes by state during the
period 1953 to 1969 is depicted in figure 4. There
was an average of 642 tornadoes per year. The
mean number per 10,000 square miles per year is
tabulated below for the high incidence states:
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Tornadoes/
State 10,000 Sq. Mi./Year
Oklahoma 8.5
Kansas 6.0
Indiana 6.0
Massachusetts 54
Florida 49
lowa 4.5
Nebraska 4.3
Missouri 4.3

For all other states the incidence is less than
four. There is some evidence to suggest that
tornadoes tend to reoccur in some relatively limited
areas. Therefore one should not base an estimate
of occurrence probability on the gross figures
given above. Rather, if the ADP facility is located
east of the Rocky Mountains, the ADP security
planner should consult with local authorities of the
nearest National Weather Service office for
information about the past record for the location
of the ADP facility.

UPPER FIGURE IS NUMBER OF TORNADOES
LOWER FIGURE 1S MEAN ANNUAL

TORNADOES PER 10,000 SQUARE MILES

FIGURE 4. Tornado incidence by State (1953-1969).
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During a recent tornado in Georgia a water
main above the computer room of a data
processing facility ruptured and caused extensive
flooding and the building evidently was badly
damaged. Rapid reconstruction of the computer
room in a nearby company building and hard
work by the ADP staff and vendor engineers were
major factors in rapid recovery. An effective data
base management system and centralized
administration of it, were also important factors.
Some work was performed at off-site facilities
and a week later work was back to the normal
schedule at the temporary location.

Even if there is no damage to the building
itself, an ADP facility may lose eectric power
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because of a nearby tornado. During 1954 to
1967 there were ten major electric power
interruptions reported to be caused by tornadoes
and seven more to be caused by high wind.

To summarize, historic data should give a
good indication of the probability of occurrence
of hurricanes, tornadoes and high winds. Where
the probability warrants the effort, the ADP
security planner should give attention to measures
to protect against building damage, flooding and
electric power falure and should see that the
contingency plan has the capability to meet such
situations satisfactorily.

3. Supporting Utilities

3.0. Introduction

Every ADP facility is dependent on supporting
utilities: electric power, air conditioning and often
others such as communications circuits, water
supplies and elevators for its operation. The ADP
security planner should consider the probability of
occurrence and the effect of breakdowns,
sabotage, vandalism and such accidents as fire,
flooding and the like on these utilities. He can
then relate the effects to the needs of the ADP
facility as established by the risk analysis. This
chapter discusses the factors affecting such events
and measures to guard against them.

3.1 Electric Power

Electric power as it affects ADP operations
has two significant characteristics: quality and
reliability. Quality is used here to refer to the
absence of variations from the normal wave-form
which are too small to be recorded by the local
electric utility company but, depending on the
ADP hardware, are large enough to affect
operation of ADP hardware. Typicaly the ADP
hardware rectifies the alternating electricity,
filters and voltage-regulates the resulting direct
current and applies it to the ADP circuitry. The
filtering and regulation cannot be expected to
eliminate voltage variations beyond a reasonable
range. If line voltage is 90% or less of nomina
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for more than four milli-seconds, or 120% or
more of nomina for more than 16 milliseconds,
one can expect excessive fluctuations in the DC
voltage applied to the hardware circuitry. The
effect on the circuitry is difficult to predict since
it will depend on the amount and duration of the
fluctuation and the state of the hardware. One
may expect to find logic errors, erroneous data
transfers or, in extreme cases, damage to
hardware.  Such things are usually obvious
immediately, while other effects can go unnoticed
until much later, if ever.

These power line fluctuations, usualy referred
to as transients, can be caused by lightning
strikes.  Their probability of occurrence is
dependent on the number of thunderstorms, the
spacing between substations and the use of
underground, as opposed to overhead, distribution
lines. Figure 5 shows the incidence of
thunderstorm days in the United States.
Experience has shown that there will be
approximately one lightning induced transient at
an ADP facility for every three thunderstorm
days, with a somewhat higher rate in rura areas
and about one third as many in urban areas where
distribution lines are underground.

Utility company transients are more difficult
to predict but it is not unusua to find a transient
every morning at about 7:30 am. when energy
demand begins to build up and power factor
correcting equipment is switched off-line. As a



rule, such transents will not affect ADP
operations, but cases have been reported where
major problems were experienced every morning.

Internally generated transients will depend on
the configuration of power distribution inside the
building and the percentage of tota load
represented by the largest single switching load.
The effects of internal transients can be
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minimized by isolating the ADP hardware from
other building loads. Ideally the computer area
power distribution panels should be connected
directly to the primary feeders and should not
share step-down transformers with other loads,
particularly high horsepower motors. A typical
power distribution system is shown in figure 12.

Alaska and Howaii are less than [0,

THUNDERSTORM DAYS

\

T3 RO 90 100

50 &0

Lightning i= the at-
tendant. of thunder-
storms. The map at
left shows the inci-
dence of thunder-
storm days—days on
which thunderstorms
are cbserved—for the
United States.

P

Fiouee 5 Thunderatorm doys,

This discussion has outlined the causes and
effects of power line transients, but it is difficult
to develop good estimates for frequency of
occurrence  from  abstract  considerations.
Fortunately, equipment is available which enables
one to measure the actual occurrence of
transients. Typically the device will include a
strip chart recorder and electronic circuitry which
will cause even brief or minor transients to be
permanently recorded. By comparing the times
when transients occurred with the console log
records of abnormal operation one can usually
determine the number of disruptive transientsin a
given time period and often the cause of the
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transient. Such measurements should be made for
at least a month and some ADP facilities do so
continuously. However, there are two pitfalls.
First galvanometer recorders will not respond to
brief transents and so display only the line
voltage trend. For this reason they will not be
helpful in dedling with transients. Second it is
important to see that a qualified electrical
engineer supervises measurements closely. If the
measurements are to be useful, they must be
carefully made, intelligently interpreted and
correlated with other inputs. Discussions with
representatives of the local electric utility will



also be helpful in understanding the causes of
observed transients.

The second basic quality of eectric power—
reliability—has to do with the number and
duration of occasions when the line voltage
departs from nominal for periods too long to be
considered transients. One may observe sustained
undervoltage (brownout) or actua failure
(blackout). Brownouts are a result of load near to
or equaling generating capacity. In extreme
cases the public utility will deliberately reduce
line voltage by a maximum of 8% to stretch the
generating capacity to meet demands. As a last
resort they may actually disconnect a portion of
the load, a procedure referred to as "load
shedding,” but which, for affected customers, is a
blackout. In addition, blackouts may result from
windstorms floods and similar causes noted in
Chapter 2, from failures of electric system
equipment or, in rare cases, from human error.

The famous Northeast blackout of 1965
revealed basic defects in the systems and
procedures for power pool management.
Hopefully, the measures since taken to increase
the reliability of the national electric system make
a repetition unlikely. Nonetheless, certain
problems remain, e.g., the inherent reliability of
generating equipment, particularly very large
units, and new problems are arising, eg.,
environmental protection measures, which make
new construction to meet growing demand a
lengthy process. The probability of occurrence of
a blackout will depend on both random failures at
amore or less constant rate and the need for |oad
shedding which depends on the amount of reserve
generating capacity.  Each factor must be
evaluated separately.

During the first half of 1967, fifty-two
significant random power failures in the United
States were reported by the Federal Power
Commission (FPC) [10]. It seems reasonable to
assume that this is a representative sample and
that similar failures will occur at the same rate in
the future. Less widespread or less significant
events are not centrally reported—events such as
transformer breakdowns, local accidents severing
electric lines and other mishaps. There is no way
to predict the frequency or imminence of these
random or near-random events.

33

FIPS PUB 31

The same FPC report suggests that the
duration of randomly caused blackouts is about as
follows:

Percent of Cumulative

Duration Totd Totd
9 — 15 minutes 6% 6%
15 — 30 minutes 36% 42%
30- 60 minutes 18% 60%
1-2 hours 14% 74%
2—4 hours 10% 84%
4 —8 hours 8% 92%
8 —16 hours 6% 98%
16 or more hours 2% 100%

The probability of loss of service due to
blackouts or 1oad-shedding by the local utility can
be foreseen to some extent by becoming familiar
with its generating capacity, its reserves and,
possibly, its current reliability and maintenance
situation. If the reserve capacity is 20% of peak
load, the probability of load related blackout is
very small. As reserve capacity approaches the
capacity of the largest single generating unit, the
probability of a blackout rises rapidly and an even
lower reserve capacity represents a precarious
situation. Current information in this and related
areas can be obtained from FPC reports and the
National Electric Reliability Council [22].

By considering all these factors, one can
estimate the effect of power transients and failures
with some confidence. By referring back to the
risk analysis, he can then estimate the cost of
these transients and blackouts to the ADP facility.
This cost estimate is then used to cost-justify
protective measures. Of course, one should be
careful to take into consideration projected
growth in particularly sensitive applications such
as real-time or teleprocessing in projecting future
loss potential.

With a reasonable estimate of potential losses,
the ADP security planner is in a position to
evaluate candidate countermeasures on a cost-
performance basis. There are a number of
possible measures which address one or more
quality problems at a range of costs. In the
discussion which follows, general price ranges are
included and will be stated in terms of
kilovoltamperes (KVA) of load. While these
prices will be helpful for preliminary anayss,



they should be used with caution and final
decisions should be based on accurate estimates.

As a pat of the analysis of protective
measures, the ADP security planner should obtain
an accurate tabulation of these types of loads: the
ADP hardware including data transmission
devices, data conversion equipment, air
conditioning equipment, normal and minimal
lighting and other egquipment essential to
emergency operation such as boilers, power
doors, etc. He should make a "one-ling" diagram
of the electric power distribution arrangement for
the building, particularly for the loads given
above, down to the individual breaker panel level.
These data are necessary to evaluate possible
remedial measures to be described.

If the magor loss is expected to come from
internally generated transients, a rearrangement of
the power distribution may effectively solve the
problem. No useful cost guidance can be given
since it will depend on the particulars of the
specific situation.

In some cases it may be economicaly feasible
to connect the building to more than one utility
feeder via transfer switch. Thus if one feeder
fails, the building load (or by splitting the main
bus bar only critical loads) may be transferred to
the alternate feeder. This technique is of greater
value if the two feeders connect to different
substations.  Since dua feeders only protect
against localized blackouts, they are of limited
value but one may in some situations find the cost
justifiable.

A voltage regulating transformer (VRT) will
provide significant protection against minor long-
duration transients (4 milliseconds or more) and
brownouts at a cost of about $100 to $200 per
KVA of load. However, VRT's will not protect
against brief, high-intensity transients or actual
power failures.

At a cost of $200 to $300 per KVA, one can
install a motor-alternator (motor-generator) set
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which includes an energy storage flywheed, as
shown in figure 6. Such a configuration will
protect very effectively against transients and
power failures up to about 15 seconds in duration.
While reliability is quite high, one must allow for
regular maintenance, particularly of bearings. It
will be necessary to provide a specia room for
the equipment because the acoustic noise level is
quite high and the floor loading may be above
normal.

A number of vendors now offer what are
referred to as uninterruptable power supplies
(UPS). The typical UPS consists of a solid state
rectifier which keeps a battery charged and drives
a solid state inverter. The inverter synthesizes
alternating current for the computer. A simplified
block diagram is given in figure 7.

In effect, the UPS simulates the motor-fly-
wheel-generator set with the battery acting as a
huge flywheel. Depending on the ampere-hour
capacity of the battery, the UPS can support its
load for as long as 45 minutes without input
electricity. At the same time, it will filter out
transients and compensate for brownouts. The
cost for aUPS isin the range of $700 to $900 per
KVA plus ingtallation and site preparation costs,
such as added air conditioning and floor
reinforcement.

To provide extra capacity, to clear load faults
and to protect against a failure of the UPS, one
can insert a static transfer switch between the
UPS and the computer loads as shown in figure 8.
The control circuitry for the static switch can
sense an over-current condition and switch the
load to the prime power source without causing a
noticeabl e transient.

When the total |oad exceeds 100 KVA or <0, it
may be economically feasible to use multiple,
independent UPS units as shown in figure 9.
Since each unit has its own disconnect switch, it
can be switched off line should it fail for any
reason.
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FIGURE 6. Typical motor-alternator set with Flywheel energy storage.
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FIGURE 7. Simplified block diagram of an uninterruptable power supply.
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Finally, if the risks analysis has shown a magjor When the external power fails, the control unit
loss from power outages beyond 30 to 45 starts the prime mover automatically which in
minutes, one can install on-site generation, as turn brings the generator up to speed. At this
shown in figure 10 at a cost of about $100 per point, the UPS switches over to the generator.
KVA plus installation and site preparation. The Barring hardware failures, the system will support
prime mover may be a diesel motor or a turbine. the connected load as long as there is fuel for the
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prime mover. Note that the generator must be
large enough to support other essential loads such
as air conditioning, minimum lighting, etc., as
well as the UPS |oad.

There ae many variagtions on the
configurations shown here. If it appears that one
or more of these measures can be cost justified,
one should seek expert help in determining
optimum performance specifications and the best
overall solution to the problems of integration
into the building power distribution before
deciding on a particular  configuration.
Furthermore, one must remember that in addition
to the rough cost guidelines given above, one
must allow for any special installation costs, the
cost of the floor space required for the equipment,
the cost of any needed dlterations to the air
conditioning for the space, the cost for equipment
maintenance and the cost of additional electric
energy which will be dissipated by the equipment.
Because of these complex cost factors, the
analysis is a lengthy process. It is hoped that the
discussion here will provide enough information
to permit the ADP security planner to determine if
a detaled analysis is warranted. A helpful
discussion of UPS systems will be found in
"Consultants Guide to Uninterrupable Power
Supply Systems' [57].

In the event of a fire, flooding or other
emergency, it is important to be able to shut off
electric power quickly, easily and selectively.
First, one can use the power-off switch on the
individual unit. However, one should remember
that the power cable and circuitry up to and
including the built-in power-off switch are till
energized. These can be de-energized by
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manually tripping the branch circuit breaker at the
distribution panel. To do this easily and
effectively, several conditions must be met.
Didtribution panels should be located in the
computer room and access to them must be
unobstructed. It is not uncommon to find
distribution panels hidden by other equipment or
otherwise difficult to reach. Individua circuit
breakers must be clearly marked so that one can
quickly and accurately determine which circuit
breaker is associated with each hardware unit.
Finally, one can disconnect al power from
computer room loads except for room lighting.
While this can be accomplished by throwing the
necessary disconnect switches, they may be
located some distance from the computer room.
To avoid this problem, RP-1 [9] requires that a
master control switch be located near the console
and just insde each principal entrance to the
computer room which, when depressed, will
disconnect power to al electronic equipment.
NFPA Standard No. 75 [34] requires that power
to ventilating equipment be disconnected as well,
but it is suggested that this not be done without
first considering the factors given in section 3.2.
While these master control switches perform a
vital emergency function, it is obvious that their
inadvertent  operation will be extremely
disruptive. For this reason it is important to see
that they are clearly marked as to function and
physically designed to require deliberate effort to
operate them. Figure 11. shows one solution to
this problem. The master control switch shown in
the figure is inside a plastic box located about six
feet (2.0m) above floor level. Accidental or
careless operation appears to be highly unlikely.
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A one-line diagram of atypical building power
distribution system is shown in figure 12 to
clarify the preceding discussion. Beginning at the
top, we see that power flows through a series of
step down transformers, disconnect switches and
overcurrent protective devices (fuses) until it
reaches the individual distribution panels. Each
panel has a number of circuit-breaker protected
branch circuits to which individual hardware units
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are connected. This basic configuration can be
modified in a number of ways to enhance quality
or reliability. First one could take pains to isolate
ADP circuits from equipment which generate
transients, e.g., high horsepower motors. The
greater the distance from the ADP facility to the
substation, the greater the probability of a feeder
failure, al other things being equal. If feeder
failure appears to be a significant threat, one can



usually arrange for a second feeder (ideally from
a different substation) to be run to the ADP
facility. A transfer switch which can be ether
manua or automatic is used to switch the step
down transformer from the primary feeder to the
back-up feeder in the event of a failure.
Alternatively, one might isolate critical building
loads, e.g., ADP bus bar, ADP air conditioning,
emergency lighting, security hardware, and
supply them through a completely separate power
distribution system. In this case only the critical
load need be switched to the back-up feeder. This
arrangement insures isolation, and the cost of the
back-up feeder is reduced since it does not have
to carry the entire building load. This may have a
major impact on the cost justification.

With the help of the building manager or
engineering staff, the ADP security planner
should check these points about the power
distribution system:

(@) Electric wiring conforms to the
requirements of the National Electric Code [55],
NFPA No. 75 [34] and RP-1[9].

(b) Procedures are established in
coordination with the building manager to insure
that electrical maintenance work is coordinated
with ADP operations to avoid inadvertent shut-off
of computer room, ar conditioning or
communications power. It may be desirable to
label sensitive disconnect switches "up stream™ of
the computer room, but not in such a way as to
flag them for a saboteur.

(o) All eectric power distribution equipment
is adequately protected physicaly against
accidental damage or sabotage. Protection may
include such things as control over access to
electrical equipment rooms and closets, barriers to
protect utility poles and exterior transformer pads
against damage by vehicles and avoidance of
proximity to fire hazards.

In summary, the appropriate steps should be
taken to assure that the quality and reliability of
electric power will satisfy the needs of the ADP
facility. Depending on the risk analysis and cost
factors these measures may include changes to the
power distribution system configuration, dua
feeders, devices to filter out transients,
uninterruptable power supplies, devices to
compensate for brownouts, on-site generators and
physical protection against tampering, sabotage or
accidents. In addition, the wiring should conform
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to applicable codes and be properly integrated
with the fire safety program.
3.2 Air Conditioning

Properly conditioned computer room air is
important for three reasons. First the electronic
circuitry requires fairly close temperature limits to
minimize erratic operation. High temperatures
(above about 30°C) may cause permanent damage
to ADP hardware. Second, humidity control is
required to assure proper operation of tabulating
card devices and tape drives. Excessive humidity
may cause cards to swell and feed erraticaly.
Very low humidity often leads to static electricity
buildup which can affect tape handlers, line
printers and sometimes the ADP hardware itself.
Finally, it is important that the room air be free of
contamination which may be corrosive,
conductive or large enough to cause disk drive
head-crashes.” To the extent that controls over
temperature, humidity or contaminants fail, ADP
operations may be hampered or hardware
damaged. In extreme cases it may be necessary to
suspend operations until the Situation can be
corrected. Furthermore, if the computer room is a
part of a building-wide air conditioning system,
smoke from a fire elsewhere in the building may
be introduced into the computer room.

In order to properly assess the exposure to
these potential hazards, the ADP security planner
should review the air conditioning system for the
ADP facility with the building manager. Figure
13 shows a typica ar conditioning system in
diagrammatic form. The heart of the system is
the ar handling unit (AHU) through which
computer room air is circulated by a fan. The
function of the AHU is to provide temperature
and humidity control and air filtering. To refresh
the room air, outside air is drawn in through a
louver in an exterior wall and mixed with return
air. In addition, there may be an exhaust fan as
well.

" One type of humidifier operates by atomizing water and injecting
it into the air stream. This type should not be used in hard water
areas because minerals in the water will be deposited on the ADP
hardware.
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Air flows through ducts, usualy made of sheet
metal, and proportioning is controlled by
motorized dampers. To perform its function, the
AHU needs a supply of water or steam for
humidification during periods of low humidity, and
some way to exhaust the heat removed from room
air. This latter is done by connecting the AHU
with some kind of heat pump (a chiller, direct
expansion unit, etc.) by means of a refrigerant
(eg., chilled water) circulated by a pump.
Likewise, the heat pump must have some means to
dissipate the heat, usualy a cooling tower or
condenser.

The actual arrangement of system elements will
depend on its size and local conditions. For
example, a typical resdentid window air
conditioning unit will combine al the functions
except humidification into a single unit.  Quite
often computer rooms make use of so-caled
packaged air conditioning units which perform all
functions except air intake and exhaust and heat
exchange. In large buildings it is quite common to
use one or a few heat pumps to support building
comfort air conditioning as well as computer room
AHU's. From this discussion one can see that there
are many different devices which can fail with
different consequences to ADP operations. The
major failure modes, their effect and possible
countermeasures are tabulated below in general
terms.

Failure Effect Countermeasures

Outside air damper | No outside air, but | Multiple outside air

or fan. usually not critical. sources.
AHU fan. No air circulation. | Multiple AHU's.
Temperature rises.
AHU humidity | Loss of humidity | Multiple AHU's
control. control.  Critical if
outside air humidity
isvery high or low.
AHU temperature | Temperature rises. Multiple AHU's
control.
Circulating pumps, | Temperature rises. Multiple units
heat pump or heat interconnected so

affected unit can be
taken off line. Use
outside air, and even
floor fans,
temporarily.

exchanger.
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To minimize the effects of failures, one can use
multiple units, interconnected to permit affected
units to be taken off line or to permit outside air to
be used in an emergency. As an example, consider
the situation where the computer room requires 50
tons of cooling, the balance of the building requires
100 tons for comfort air conditioning and a chilled
water system is to be used. Two different system
configurations are tabulated below:

Simple Redundant
One 150 ton chiller
One chilled
circulating pump

One 50 ton computer
room AHU

Three 50 ton chillers
Three  chilled  water
circulating pumps

Three 20 ton computer
room AHU’s

water

While the smple system will meet the need, the
fallure of any single piece of equipment will
probably require ADP operations to be halted
within a few minutes to a half hour. The redundant
system will be somewhat more expensive but
failure of a given unit can be accommodated. If
one or two chillers or circulating pumps fail, the
computer room can still be supported by reducing
or cutting off the comfort air conditioning to the
balance of the building. If a computer room AHU
fails, operations can probably be continued by
reducing the heat load. This can be done by
reducing lighting and turning off the least
important ADP hardware.

Both as an emergency procedure and as normal
energy conservation, outside air can be used for
cooling if the temperature and humidity are low
enough. How high the temperature of the outside
ar may be and dill be effective for cooling
depends on three things: the maximum alowable
room-ambient or equipment intake temperature
(either or both may be specified), the amount of
heating that takes place in the air-handlers and
ducts and the degree to which outside air (as
opposed to recirculated warm air) may be used.
Most of the existing air conditioning installations
do not alow for an intake of only outside air,
although in some cases it may be feasible and cost
effective to modify the ducts and venting to permit
this.



Assuming a 100% intake of outside air and
exhaust of room air, there can be a temperature rise
of up to 15 °F (8 °C) between the temperature at
the intake to the air handling units and the warmest
spot in the computer room. If, therefore, the
maximum allowable temperature in the computer
room is to be 90 °F (32 °C), then the highest
temperature at which outside air may be used
would be on the order of 75 °F (24 °C). However,
this should be determined for each installation,
based on its equipment specifications and air
conditioning configuration.

In extreme emergencies it may be possible to
use floor fans to exhaust computer room air to
other parts of the building.

To evaluate the inherent system rdliability, one
should consider the factors already discussed, past
failures and the estimated time to repair. This
latter will depend on the availability of spare parts
and qualified service personnel. The building
engineering staff will be able to help with this
estimate and with consideration of alternate means
of increasing reliability. It isalso desirable to keep
one or more temperature-humidity recorders to
monitor performance. Assuming normal operation,
such records should be reviewed each week to
discover erratic or inadequate performance,
identify the cause and institute corrective action.
One recorder should be kept in a fixed, central
location to permit week-to-week comparisons.
Additional fixed units may be desrable for
computer rooms in excess of 1,000 sguare feet
(100 m.A. Finaly, if problems are encountered
with even temperature distribution, it may be
helpful to have an additional recorder for spot
checking.

Since computer hardware is relatively sensitive
to dirt and corrosion, the source and filtering of the
outside air is important. When air intake louvers
are located at ground level, there is a danger that
excessve dust or dangerous fumes will be
ingested. In one case a skunk near an air intake
louver was disturbed by a maintenance worker who
was cutting the grass. The resulting odor forced
the tota evacuation of a three story building!
Further, it is important to see that filters are
adequate and that they are inspected regularly and
cleaned or replaced as needed.

Because the air conditioning system is used to
move air within the building, it isimportant to be
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able to predict and control its operation during a
fire. Referring to figure 13 one can see how the air
conditioning system can be used to exhaust smoke
from a computer room by closing the return air
damper and fully opening the intake and exhaust
dampers. Since prompt smoke remova will limit
damage and permit fire fighting, such an
arrangement is preferred to a complete shut down
of air conditioning. However, if smoke will be
forced into other parts of the building or ducts will
be subjected to high temperatures, then shut-down
is required and can be included as a part of the
functions of the master control switch described in
section 3.1.

Figure 14 shows a typical building air
conditioning system. Return air and fresh air are
mixed at the top floor of the building, passed
through an AHU and then distributed to each floor
of the building via the main supply duct. It can be
seen that with such a system, smoke from afire on
the first floor would be quickly distributed
throughout the building unless fire dampers were
provided. Furthermore, the duct work may provide
an avenue for the spread of afire. In arecent ADP
facility fire, air conditioning ducts were routed
along the basement ceiling and then up through
holes in the floor dab to a first floor computer
room. When a fire started in packing materials
stored in the basement, these ducts quickly failed
and heat and flames entered the computer room.
Extensive damage was done to hardware and
supplies.  For these reasons, air conditioning
systems should conform to NFPA Standard No.
90A [28] as required by RP-1 [9]. Figure 14
illustrates a number of these requirements which
can be briefly summarized as follows:

Where ducts pass through fire walls they are
equipped with automatically operating fire
doors.

Fire dampers are required at fire rated walls
which are intended to restrict the spread of the
fire, a openings in vertical shafts and other
similar paints.

Smoke and heat detectors properly located in
the duct work and emergency shut down
controls are required to protect the system
against smoke or high temperature air.
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FIGURE 14. Typical air conditioning system in « fire resistive building.

NFPA Standard No. 90A (28] aso requires
that ducts, filters and other pats be
noncombustible, that electrical wiring and
equipment conform to the National Electric Code
[55] and that in genera the air conditioning
system not defeat building features intended to
limit the spread of a firee. The Standard also
includes criteria for determining if the system can
be used safely for smoke removal as has been
suggested above for the computer room. The key
factors are the ahility of the system to handle high
temperature gases and the effect on life safety
objectives. In summary, it is important for the
ADP security planner to understand the operation
of the building air conditioning as it effects fire
safety, and to identify the corrective actions
needed to provide protection for the ADP facility.
In section 3.1 it was asserted that emergency
electric generating equipment should have enough
capacity for minimum lighting and air
conditioning as well as for the ADP equipment. It
follows that the efficiency of the air conditioning
system then effects not only its own cost of
operation, but also the size and cost of emergency
generators. The power required to operate ADP
air conditioning is substantial, being on the order
of 40 % to 75% of the power required by the ADP
equipment, lighting and other loads. This says
that for every kilowatt of load removed in an
emergency, the power input requirement is
reduced by roughly one-and-one-half kilowatts.

Few ADP air conditioning systems were
designed with energy costs and unavailability and
the requirement for backup electric generators as
significant design constraints. This may be one of
the reasons it is quite common to find computer
rooms operating at 72-75 °F (22-24 °C) and 50%
RH and consequent dew-points of 52-55 °F (11-
13 °C), while the chilled water used for cooling
may be supplied at 42 °F (6 °C). Therefore, the
chilling units are constantly extracting water from
the air. Not only does this reduce the cooling
efficiency and require considerably more energy,
but even more energy will be required to add
water back into the ar to bring the relative
humidity back to 50%, generally done by
injecting steam (which in turn counteracts the
cooling). In existing installations, energy savings
may be accomplished by lowering the relative
humidity, by lowering the computer room
temperature (particularly when recirculated air is
being chilled) or by raising the temperature of the
chilled water (where the savings appear in
refrigeration-compression  costs). In  new
facilities, the need for emergency -electric
generators and increased fuel costs can be
factored into the original design to achieve an
optimum solution.

None of these suggestions should be under-
taken without a thorough evaluation by heating
and air conditioning specialists through GSA or



the building engineer for privately owned
facilities. Equipment manufacturers should be
consulted if one anticipates lowering the relative
humidity significantly, such as to below 35% RH,
because of the possibility of static electricity
problems.

3.3. Communications Cir cuits

Increasingly ADP systems are making use of
communications circuits for rapid data entry and
output. It is important to see that the reliability
and integrity of the communications circuits
satisfy the requirement of the ADP facility.
Figure 15 shows a representative teleprocessing
equipment  configuration. A gpecific
teleprocessing system may use any one or more of
the elements shown in figure 15. As a rule there
will be some identifiable hardware unit or units
(referred to here as the message processor) which
acts as the interface between the computer and the
circuits to the individual terminals. Circuits may
be hardwired DC circuits or may use modems as
shown in the figure. A termina may be " stand
alone", using either a leased line or the dia-up
network for access. It may be one of severd
terminals (usually at several locations) which
share a multi-drop leased line or one of several
low speed terminals (usually at the same location)
which share a high speed leased line via a
concentrator. Typicaly the configuration has
been selected to minimize the total direct cost
taking into account the cost per minute of dial-up
calls, monthly charges for leased lines of WATS
lines and lease or capital costs of terminals,
modems, etc. However. the cost of delays
resulting from communications failures may be
significant and provide justification for the direct
cost of measures to increase reliability. If the risk
analysis has indicated a significant loss potential
from delayed processing, the ADP security
planner should attempt to estimate the rate and
duration of failures and look for remediad
measures which can be cost justified. The
following are some of the potential failure modes:

One channel of the message processor, one
local modem or one telephone circuit to the local
central office fails. The result is one channel out
of service until the failed element is repaired and,
if the channel was in operation at the time of the
failure, one incompleted message transmission. |If
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access is via the dia-up network, remote
terminals can dill access the ADP  system,
although there may be increased waiting time
during busy periods. If accessis via leased lines,
only the remote terminal(s)’ connected to the
falled circuit will be affected. A message
processor circuit failure cannot be overcome until
the unit is repaired unless there are space circuits
one of which can be quickly substituted for the
failed circuit.

In general it should be relatively easy to
replace a failed modem with a stand-by unit.
Repair of a circuit to the local central office will
probably be completed within afew hours in most
cases but the risk analysis may indicate the need
for one or more spare circuits.

The entire message processor, al circuits to
the local central office or the central office itself
may fal. Any of these result in cutting off al
remote terminals and messages being transmitted.
A message processor failure is probably the most
likely of the three and the repair time may be
quite protracted. The ADP security planner
should consult with the vendor, review the past
history of the unit and attempt to estimate the
probable failure rate, and mean time to repair. If
the risk analysis supports the cost and it is
technically feasible, one may elect to install
multiple units which share the common traffic
load so that the failure of a single unit will not be
catastrophic. By consulting with representatives
of the loca telephone company or Federal
Telecommunications System, the ADP security
planner can determine the practicability of
installing a separate set of circuits to another
central office.  While the probability of the
simultaneous failure of all circuits to the central
office is quite low, it is not zero. In June, 1973 it
was reported that thieves had cut the telephone
cable leading into a central burglar alarm station.
They then broke into and robbed severa of the
protected premises before the cable could be
repaired. This points up the potential exposure to
sabotage or vandalism. Cables are also exposed
to construction excavation, ice storms, utility pole

*
Note that failure of a multi-drop or concentrator circuit will affect
more than one terminal.
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knock-down, manhole explosions, floods,
damage from fires insde the building and
earthquakes.

Failure of a circuit from the local central
office to aremote terminal or of the terminal itself
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or its modem. This is the least critical failure
since it affects only one termina and does not
impinge on ADP operations. The time to recover
from a circuit failure will usually be a few hours
for aleased line. Terminal or modem repair time



will depend on availability of vendor service
support. Based on an estimate of the expected
failure rate of the termina and modem and the
mean time to repair, the ADP security planner and
the terminal users can project the associated loss
potential and so determine if standby equipment
can be cost judtified. Unless there are many
terminals at the remote location or the application
is particularly time-sensitive, standby equipment
probably will not be justifiable.

This outline analysis of failure modes leads to
several points which the ADP security planner
should consider:

Dial-up versus leased lines. As a rule one
selects leased lines when the amount of traffic
reaches the point where leased lines are less
expensive than dia-up toll charges or conditioned
lines are required because of the data transmission
rate. Leased lines lack the inherent reliability and
flexibility of the dial-up network. The time
urgency of some user applications may justify the
cost of additional leased or dial-up lines for back-
up. However, it will be necessary to provide the
hardware (line switching), software and operating
procedures to make full use of back-up lines.
Finally, dial-up exposes the system to foreign
terminals.

At the same
reliability and

time he is investigating the
mean time to repar of
communications circuits, the ADP security
planner should examine means to restore
communications at an aternate site in the event
of a catastrophe. The ADP security planner
should also consider alternate means to process
user input and output, e.g. use of other remote
terminals or on-site input-output devices. This
information is a vital input to the development of
the back-up planning described in Chapter 8.

The ADP security planner should examine the
way in which the teleprocessing software
handles failures. The key points are:

Recognition of a failure and generation of
helpful diagnostic messages at the
console.

Proper handling of interrupted messages
paticularly as they may affect file
updates
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Software flexibility to accommodate a
failed channel and the reassignment of
users to alternate channels or terminals

Alternate software to accommodate back-
up modes of entry and output.

Finally one should examine the security of
communications circuits. Terminal boards and
other equipment should be located in locked
rooms to which access can be controlled. Cables
should be so routed as to protect them against
physica damage, preferably by placing them in
rigid conduit. Procedures should be established to
coordinate telephone system changes and repairs.
Care should be taken to show the location of
underground cables accurately on ADP facility
site drawings and to assure that subsequent
excavations are properly planned and supervised
to avoid cutting cables by mistake.

Communications circuits are also subject to
more subtle tampering. A 1971 newspaper
report’ describes alleged sabotage of a system by
a group of strikers. According to the report,
computer polling commands were tape recorded
and then transmitted via the dial-up network to
remote terminals. The result was to prevent
subsequent polling of the terminas by the
computer. Twenty-five terminals were affected
for nearly a month. This episode suggests the
possibilities for what might be called software
sabotage. The ADP security planner should
review communications software and procedures
and if there is significant exposure to tampering,
identify modifications which will reduce the
exposure, insure rapid discovery and minimize
potential damage.

Wire tapping; message intercept, alteration
and forwarding; access by an unauthorized user
via the dia-up network and other aspects of
controlled accessibility are not included in this
handbook.

3.4.  Other Supporting Utilities

Electric power, ar conditioning and
communications are clearly vita to ADP
operations, but other utilities may aso be required

: "System Sabotaged by Phone", Computerworld, p. 1, December
15, 1971.



for normal operations. These are some
possibilities which should be examined:

Water supply. Because water is probably
required by the air conditioning system and the
heating plant, the loss of water pressure may halt
operations. A temporary loss of water for
drinking and fire fighting purposes probably will
not interfere with operations immediately. Water
may also be required for processing of microfilm
or other photographic media.

Elevators, particularly in high rise buildings,
may be important for the movement of people,
data and supplies. It is unlikely that al elevators
will fail simultaneously except in the event of an
electric power faillure. However, if it is essential
to keep one elevator operating, one must provide
an on-site generator which may, of course, also be
required for the ADP hardware.

In some large facilities interna mail
conveyors or pneumatic tubes may be used to
deliver source documents or output. It is likely
that hand delivery can be substituted, if necessary,
but the ADP security planner should verify this
and also consider if urgent material in transit at
the time of the failure might be trapped in the
equipment.

In a few cases, building heating or air
conditioning may be supported by steam
generated outside the building. If thisis the case,
the ADP security planner should investigate the
reliability of the source and the effect of a failure
to determine the possible need for aternate
sources or for gpecial provisons in the
contingency plan.
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Building heating or air conditioning may
depend on natural gas supplied by a public
utility. The considerations are much the same as
with an external steam source. If an
uninterruptible supply is found to be important,
the risk analysis may provide cost justification for
an on-site back-up supply.

To anadyze these and related matters and to
examine the cost and feasbility of counter-
measures, the ADP security planner should seek
qualified professiona help from the building
manager and other technical specialists available
to him.

Because of the interrelationship of heating, air
conditioning and electric power, a number of
recent buildings have made use of what is referred
to as atota energy system (TES). Stated simply,
a TES integrates these elements into a single
system to provide al three functions. Typically
electric power is generated on site and exhaust
heat is used for building heating. It has been
reported that the overall cost can be less than
separate systems and one has the advantage of
control over the source of energy. This means
that reliability and quality can be tailored to
specific user needs. For these reasons, it is
worthwhile to consider a TES where planning a
new facility, but the ADP security planner should
apply the same standards for quality and
reliability as he would to conventional systems
and be sure that ADP facility requirements will,
in fact, be satisfied.

4. Computer System Reliability

4.0. Introduction

Without question, computer reliability is
fundamental to ADP operations. However,
computer reliability does not aways receive
adequate attention, often because responsibility
for it is not clearly assigned. This chapter
introduces three basic areas—reliability of
existing computer  systems,  maintenance
management, and procurement of new systems—
and suggests ways to deal with them.

41 Computer System Reliability

48

The typical computer is composed of many
interconnected units which perform the functions
necessary to complete assigned data processing
tasks. In the simplest situation, the computer
performs a single task and so would probably be
configured to use the minimum number of
hardware elements required by thetask. Thus, the
failure of any element would halt operations. In
the more typical multi-task environment not all
tasks will use al the resources of the computer,
and so a falure will not necessarily prevent
completion of all tasks. Most computers use an



operating system to control the job stream and to
allocate memory and peripheral devices to
individual jobs. Depending on its features, the
operating system will detect failures as indicated
by hardware alarms, attempt to localize and
define the failure, notify the console operator and
adjust its control of the job stream to maximize
the number of tasks which can continue to be
executed.

Of course, failure of the central processor
control logic will usually halt operations. (Note,
however, that a failure might go undetected and
could disable hardware which controls access.)
Likewise the failure of one-of-a-kind peripheral
units will interrupt all tasks which use them.
Thus fallures may permit al tasks to be
performed but at a lower throughput rate, may
prevent the performance of some tasks or may
completely halt operations.

In order to understand the impact of hardware
failures on the reliability of ADP operations, the
ADP security planner should conduct a system
failure mode study by examining the impact of
each significant hardware failure. He can do this
by noting the computer system resources required
by each of the applications identified by the risk
analysis as time critical. If the system is at all
complicated, he will probably want to consult
with staff members responsible for the hardware
and operating systems and the vendor's technical
support personnel.

The typical ADP procurement will include
standards of performance demonstration required
for acceptance of a system. Review of the
acceptance test documentation will often be
helpful to the ADP security planner in estimating
system reliability of an existing installation and
identifying units most likely to fail.

The objective is to use the faillure mode
analysis, the loss potential of urgent tasks, and
estimates of failure rates and repair times, for
projecting future losses to the ADP facility from
hardware failures. The projection will permit the
ADP security planner to identify those hardware
units where failures will be most critical to
operations as the basis for the cost justification of
remedial measures, as a guide for development of
a contingency plan and as an ad in future
procurement decisions.

If the analysis shows a significant loss
potential from hardware failures, the ADP
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security planner can consider the following
alternatives:

Incorporate one or more additional
units of a given type beyond the minimum
required to perform the stated task load to permit
continued operation in the event of the failure of a
unit when the analysis shows it to be critical.

Alternatively, eliminate a critical
peripheral unit and substitute an aternate
technique or procedure. In other words it may be
possible that the savings in operating cost
resulting from use of a specialized input device
might be outweighed by the exposure to losses
caused by itsfailures.

Take steps to reduce failures and speed-
up repairs as described in section 4.2.

Install two or more computers which
as a group can handle the normal work load. If
one computer fails, only the least critical tasks
will be interrupted.

Install two (or, indeed, several)
identically configured computers so that either
system can perform all assigned tasks. While this
approach (dua or multiple computers) will be
difficult to cost justify in most cases, it may be
the only acceptable solution for extremely critical
or high risk missions.

4.2. Management of Hardware
Maintenance
Apat from optimizing the system

configuration in terms of achieving established
reliability goals, it is important to establish
adequate policy and procedures for management
of hardware maintenance. Effective maintenance
management should include these activities:

Determine the optimum schedule and
scope of preventive maintenance, arrange for
on-going supervision to reduce falures to an
acceptable level, if possible. Asarule, provisions
for preventive maintenance will follow the
applicable Federal Supply Schedule but can be
modified by mutual agreement between the
vendor and the government.



Report and perform statistical analysis
on hardware failures so as to detect significant
faillure trends and take remedial measures on a
timely basis. This implies that ADP Operations
Branch must report all system failures in enough
detail to permit the technical staff to determine
the cause of the failure. One ADP facility uses
the following procedure: Whenever the system
goes down regardless of the apparent reason, a
System Incident Report (SIR) is prepared by
Operations. The SIR form cals for full
information including the time of day, system
status, tasks and jobs in the system, diagnostic
messages, availability of core dumps and the like.
The form also provides spaces for information
about routing of the SIR and the final disposition
of the incident. At the same time, the incident is
added to a log of unresolved incidents by ADP
Technical Services Branch. When the incident
appears to be caused by hardware, a vendor
representative is notified immediately. When the
cause is software or unknown, the SIR is passed
to the Current Systems Branch for disposition.
When the cause of the incident has been
discovered, the appropriate agencies take
corrective action as needed. The SIR is
completed, copies with supporting documents are
disseminated to appropriate functions, and the log
entry is closed out. This or a similar procedure
will insure that problems are discovered and dealt
with effectively and that the needed information
about system operation is retained.

At regular intervals, the ADP staff member
assigned responsibility for system reliability
should anadyze these reports to identify
unfavorable trends. Careful maintenance of
meaningful, detailed reports can be of great value.
Without them an unfavorable hardware trend may
go unobserved for an unnecessarily long period of
time and identification of the cause may be
further delayed while specific information is
being acquired. Full use should be made of error
reporting features available in the operating
system.

Remedial maintenance should also
receive continuing attention. The analysis of loss
potential associated with hardware failures may
show that efforts to reduce the mean time to
repair may be particularly cost effective.
Provisions for remedia maintenance are specified
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in the applicable Federal Supply Schedule but,
where the need can be supported by an analysis,
the ADP facility may elect to arrange for on-site
maintenance personnel or stock piling of critical
spare parts.
43 Reliability Considerations for New
Systems

It is not unusual to find that inherent system
reliability receives little detailed consideration in
the design of a new system. Paragraph 101-32.
402-7 of the Federal Property Management
Regulations [15] defines data system
specifications in part as including . a
description of the data output and its intended
uses, the data input, the data files and record
content, the volumes of data, the processing
frequencies, timing and such other facts as may
be necessary to provide for a full description of
the system.” What is suggested here is that "such
other facts' should properly include a
consideration of reliability.

The typical Federal Supply Schedule (FSS)
will call for a System Effectiveness Ratio (SER)
(operating time divided by operating time plus
failure down time) of 90%. It is likely that the
system designer accepts this figure for throughput
estimates with the realization that work load and
run time estimates are of comparable accuracy.
Experience suggests that an SER of 90% will be
acceptable for the typical batch mode operation
but on-line service requires an SER of at least
95%. If the ADP system is involved in life
support in any way, a much higher figure is
probably required. The ADP security planner
should look closely at the characteristics of the
planned and likely future work load to test the
validity of the system reliability assumptions.
Notice that the SER is roughly eguivalent to mean
time between failures (MTBF) divided by MTBF
plus mean time to repair (MTTR). Thus if 160
hours are scheduled for a week (20 eight-hour
shifts) one could have eighteen hours of down-
time and still achieve a 90% effectiveness ratio.
If the nature of the projected work load would
make this much down-time unacceptable,
additional consideration of reliability is in order.
The measures aready described for existing
systems (dual systems, redundancy within a
system and accelerated repair) apply to new



systems as well, but it may be easier to apply the
firs¢ two during system design than after
installation.

In cases where the ADP hardware has had
significant use elsewhere, it may be possible to
get more redligtic figures for MTBF and MTTR
from the vendor. In such cases, the reliability
analysis will be benefited even if it is not
appropriate to include reliability figures as
contractual  requirements. This will be
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particularly true in the cases where the reliability
of a system appears to be marginal based on a
90% SER but corrective efforts cannot be cost
justified easily. If credible vendor-supplied
estimates indicate that a higher ratio will, in fact,
be achieved, one might conclude that system
reliability will be acceptable.

Finally one should note that SER does not
indicate the duration of hardware failure
interruptions. Continuing the example above, one
might have one 18-hour interruption per week, six
3-hour interruptions or any other combination
limited only by the response time of service
personnel. For this reason, the ADP security
planner should attempt to determine the likely
distribution of interruption durations and examine
the implications on performance of urgent tasks
since six 3-hour interruptions might not cause any
significant loss, but a single 18-hour interruption
could be quite serious.

5. Physical Protection of ADP Facilities

5.0. Introduction

This chapter addresses the requirements for
physical protection of the ADP facility which can
be thought of as the process of permitting access to
the facility by authorized persons while denying
access to others. It is helpful to think about the
problem in three dimensions: the roles of people,
e.g., computer room operator, ADP programmer,
vendor representative; the criticality of specific
areas eg., the surrounding grounds, public areas
inside the building, mechanical equipment rooms,
the tape library; and the time of day, e.g., norma
business hours, computer room second and third
shifts, periods when the ADP facility is
unoccupied.  The objective of the physical
protection plan is to establish go/no-go criteria for
all combinations of these three dimensions and
then provide measures to implement them. In
other words for each class of individua, the times
for which access is permitted is stated for each
specified area. To develop these go/no-go criteria,
the ADP security planner should conduct a
systematic and comprehensive anaysis of the
threats to which the ADP facility is exposed, the
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physical characteristics of the building which
houses the ADP facility and the organization and
mission of the ADP facility. Since the physical
protection and controls over access by people will
cost money to implement and operate and may
represent some impediment to work flow, it is
important to try to achieve the optimum level of
protection . . .neither inadequate to achieve stated
security goals nor needlessly expensive or
cumbersome. Likewise it is important to have
balanced protection against all determined risks. A
senior bank officer recently observed that there
was a tendency to build . . . steel doors in paper
walls”” a very graphic description of unevenly
applied security measures. For just such reasons
the effort to determine protection needs on a
realistic basisis well worth the effort.
5.1. Deter mining Protection Requirements
The first step in the determination is to evaluate
the potential threat to the ADP facility from
outsiders.  Since one is deding with human

: "IBM, Security Test Sites Vieon Software Strength”.
Computerworld, p. 1, June 13, 1973



motivation there is no easy way to be qualitative.
However, one should attempt to make a reasonable
determination for each of the classifications which
follow. Specificaly, consider how both the ADP
facility and building tenants will appear to
attackers.  While determining the likelihood of
attack, one should aso estimate the likely level of
effort the wrongdoer might be willing to exert to
achieve his goal.

Common criminals. The concern here is with
theft of government property. Would a burglar be
likely to think there is valuable property in the
building? This might include office machines,
firearms, drugs, cash, personal possessions or any
other items subject to easy resale or useful for
other criminal activities.

Activists. Isthe agency active (or thought to be
active) in fields which are controversial? Might
the building be thought of as a desirable symbolic
target at which to direct attention getting
demonstrations. An activist group forced entry at a
Midwestern research laboratory's ADP facility with
the intention of destroying magnetic tape data files
for research projects of which the group
disapproved. No employees were present at the
time and the activists did not damage any of the
hardware. A number of tapes were said to have
been erased and punched cards and the like were
thrown on the floor. The group was not discovered
during the break-in but revedled themselves at a
press conference a few days later. The research
laboratory is said to have increased its patrol force
coverage and given consideration to intrusion
detectors subsequent to the break-in.  While
damage was estimated to be no more than
$100,000 this episode points up the importance to
safeguarding an ADP facility against intrusion.

Espionage agents. Does the ADP facility hold
or process data which could be of value to an
outsider prior to its public release such as
economic activity, future alocations of Federal
funds or sensitive personal information?

Vandals. |Isthe ADP facility located in an area
where vandalism is prevalent?

The second step in the analysis is to define and
tabulate areas within the facility for control
purposes.  The tabulation should include a
statement of the location, function, access
requirements (what people at what times), and
criticality (contents or activities which may be
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targets for wrongdoers) for each area. Of course,
details will depend on the specifics of the building
but these are typical examples of areas which
should be considered:

Public entrance and lobby

Loading dock

Spaces occupied by other building tenants
ADP facility reception area

ADP input/output counter area

ADP data conversion area

Tape library

Systems analysis and programming areas
Computer rooms

Communications equipment rooms

Air conditioning and other mechanical or
electrical equipment spaces

At this point it will be worthwhile to conduct a
complete survey of the ADP facility and its
environs to determine exposures, to verify security
measures already in place and to determine from
first hand inspection the state of current practice.
GSA provides the following instructions for a
physical security survey of a facility (exclusive of
internal ADP areas):

5.1.1. Instructionsfor the Facility Physical Security

Survey

A. Obtain a current floor plan which depicts all
areas within the facility to include all access
points and any adjacent areas belonging to the
facility, such as parking lots and storage areas.

B. Begin the survey at the perimeter of the facility
and note the following:

1. Property line to include fencing, if any,
and type. Condition, number of
openings as to type and use, and how
secured. Are there any manned posts at
the property line,

2. Outside parking facilities. Is this area
enclosed and are there any controls? Is
the parking lot controlled by manned
posts or are devices used?

3. Perimeter of facility. Note all vehicular
and pedestrian entrances and what
controls are used, if any. Check al
doors—number, how secured, any



controls or devices, such as alarms or
key card devices. Check for all ground
floor or basement windows—how
secured; screening, bars, etc., and
vulnerability. Check for other entrances
such as vents, manholes, etc. Are they
secured and how?  Check for tire
escapes—number and location and
accessibility to interior of facility from
fire escape (windows, doors, roof). How
are accessways secured?

Internal security. Begin at the top floor
or in the basement. Check for fire alarm
systems and devices noting the type,
location, and number. Where does the
alarm annunciate? Check telephone and
electrica closets to see if they are
locked. Are mechanical and electrical
rooms locked or secured? Note any
existing aarms as to type and number.
Where do the aarms annunciate?
Determine number and location of
manned posts, hours, and shifts.

Monitoring facility.  Location, who
monitors, who responds, type, and
number of alarms being monitored.

C. The following questions should also be
included in a physical security survey:

1.

Is the installation/building protected by
alarm system (9)?

How many zones of protection are
within the protected building?

Is the alarm system adequate and does it
provide the level of protection required?

Are there any vulnerable aress,
perimeter, or openings not covered by an
alarm system?

Is there a particular system that has a
high nuisance alarm rate?

Is the alarm system inspected and tested
occasionaly to insure operation?

Is the system backed up by properly
trained, aert protection officers who
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know what steps to take in case of an
alarm?

8. Is the aarm system regularly inspected
for physical and mechanical
deterioration?

9. Does the system have tamper-proof
switches to protect its integrity?

10. Do system (s) have environmental or

protective housing or covers?

11. Isthere an alternate or separate source of
power available for use on the system in

the event of external power failure?

12. Whereisthe annunciating unit located—

local, central station, etc.?

13. Who maintains the equipment and how
is it maintained (contract, lease

equipment, force account personnel)?

14. Isthe present equipment outdated?

15. Are records kept of al aarm signals
recelved to include time, date, location,

action taken and cause of darm?

16. Are aarms generated occasionaly to
determine the sendtivity and the

capabilities of systems?

When the physical security survey is completed,
it should provide a picture of the existing aarm
systems and their location and also the number and
location of manned posts, the number of personnel
at these posts, and their schedule.

With these facts in hand, the ADP security
planner can proceed to the evaluation of existing
access controls and protection  measures,
identification of areas where remedial measures are
needed and selection of specific measures. The
sections which follow describe a variety of useful
controls and measures which are included here for
general guidance. However, one should seek help
from the building manager and the Federd
Protective Service (FPS) of the General Services
Administration. To the extent permitted by the
availability of personnel, the FPS will perform a
building security survey on request and can also
provide expert advice and guidance on security



hardware and the services which can be provided
by Federal Protective Officers or contract guards.

The use of various types of devices to augment
the existing protective force should be considered.
Through the use of such devices, it may be possible
to eliminate some of the stationary manned posts at
both vehicle and pedestrian entrances. The
manpower thus freed could be directed to other
areas or facilities.

5.2. Boundary Protection

The threat analysis may indicate the need to
protect the boundary of the property on which the
building is located. This may be done by installing
fences or other physical barriers, outside lighting,
perimeter intrusion detectors or by using a patrol
force. Often a combination of one or more of these
will be effective. Fencing may be high enough to
deter the casual trespasser (three or four feet), too
high to climb easily (six to seven feet) or may be
intended to deter the determined intruder (eight
feet high with three strands of barbed wire). In
some cases it may not be necessary to fence the
entire area.  One may concentrate on key areas
such as truck dock areas, parking areas
(particularly for nighttime use) or portions of the
building which are difficult to keep under
surveillance.

Alternatively, one can consider the use of
extensive lighting to discourage prowlers. This
may be the preferred solution where the threat level
is low and fencing is not desired for cost or
appearance reasons.  Critical areas, entrances,
parking areas and locations not covered by existing
street lights should receive special attention. In
those situations where an entrance is protected by a
guard stationed inside, or is used by personnel
exiting after dark, it is wise to provide ample
exterior lighting. Likewise it is advisable to avoid
the use of tinted glass in such locations, as it may
be difficult or impossible to see outside after dark.

A third technique for perimeter protection is to
use detection devices, usudly infrared or
microwave beams, which will be interrupted by an
intruder. Such devices will cost in the range of $1
to $7 per linear meter and avoid the unsightly
appearance of a fence. However, they are not as
effective in deterring trespassers, have no value for
crowd control, and probably can be circumvented
by the skilled intruder. Furthermore, if intrusion
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detectors are to be useful, one must provide for
prompt and effective response by guards when
there is an alarm. Depending on the characteristics
of the device used and the locale, one must expect
false alarms aswell. For all these reasonsintrusion
detectors are of limited value except as a back-up
to fencing where a high level of perimeter
protection is required or in certain specia
circumstances where fences are not feasible.

In situations where one is concerned about
intruders climbing over or sipping under a fence,
one can equip the fence with vibration sensors.
One such system uses small sensors mounted on
every second or third post and at each gate.
Sensors are connected by a continuous wire run to
a control panel. Fence motion equivalent to an
effort to climb the fence will cause an alarm. The
cost is in the range of $1 to $3 per linear meter of
fence.

When the ADP facility building is part of a
group of Federal buildings and the threat level is
judged to be high and fencing is not practical, an
outside patrol force may prove to be the most
effective protective measure. The composition of
the patrol force, its resources (vehicles, radios,
dogs, etc.) and standing orders should be carefully
worked out to meet protection needs at least cost.
As arule these decisions will be made by the FPS.
The ADP security planner will want to understand
the level of protection being provided, and be
satisfied that it is adequate to meet the needs of the
ADP facility or, if necessary, seek appropriate
adjustments.

In some situations, for example, an employee
parking lot in a high crime area, it may be helpful
to provide a low light-level, closed-circuit
televison (CCTV) system for nighttime
survelllance.  Such a system uses one or more
CCTV cameras located to cover the desired area
and connected to monitors at a central security
location. Typically each camera will be on a pan-
tilt mount and have a zoom lens, both of which can
be controlled from the monitor. These features
will permit the operator to watch a wide area for
general activity or to zero in on a particular spot.
Depending on installation and specific features,
each camera-monitor pair will cost from $4,000 to
$10,000 or more. Hardware should be specified by
a properly qualified and experienced person. It
should be understood that it is unredlistic to expect
the operator to watch the monitors alertly for long



time periods. Either he should have a schedule for
periodic sweeps, or intrusion detectors should be
provided to alert him to unusual events. However,
a well planned and properly used CCTV system
can permit a single guard to monitor a wide area
often at alower cost than aroving patrol.

An exterior CCTV surveillance system can also
be of great value for a facility which is subject to
demonstrations or  other  crowd  control
requirements. Because he can see the entire
situation at a glance, the security director can
control his security forces in "rea time" to assure
that the appropriate level of force is applied at all
times and to respond promptly to changing
conditions. This technique has been used with
great success at amajor Federal research facility.

It should be noted that prior to the procurement
of CCTV equipment for use in GSA operated
buildings, proposals must be submitted to the
Office of Federal Protective Service Management,
Systems Branch, for concurrence.

To summarize briefly:

Fences or other barriers will provide
crowd control, deter casua trespassers and help in
controlling access to entrances, but it can be costly,
will not stop the determined intruder and may be
unacceptably unsightly.

Intrusion detectors can aert a guard
force to intruders and may be practical where a
fence cannot be installed, but they are subject to
nuisance alarms, can probably be penetrated by the
skilled intruder and require human response to
alarms.

A patrol force can provide flexible
response (particularly in emergencies), and good
deterrence and may be particularly effective for
protection of a group of buildings. However, the
cost may be excessive.

CCTV systems permit one man to
monitor a large area and see exactly what is
happening but should be coupled with an aerting
function (intrusion detectors or scheduled
scanning) and the provision for human response.

5.2.1. Emanations

In evaluating the need for perimeter protection,
the ADP security planner should take into account
the possibility that electromagnetic or acoustic
emanations from ADP hardware may be
intercepted. Tests have shown that interception
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and interpretation of such emanations may be
possible under the right conditions by technically
qualified persons using generally available
hardware. As a rule of thumb, interception of
electromagnetic emanations beyond 300 meters is
very difficult. However, if the ADP security
planner has reason to believe that there may be a
potential exposure to interception he should seek
technica guidance from qualified vendor
representatives. The choice between physical
separation of radiating devices from potentia
intercept points and the use of screening should be
based on an analysis of relative cost. Particular
attention should be paid to remote terminals which
may be located in commercial buildings with non-
government tenants.

5.3 Entrance Door Controls

The objective of perimeter protection is to deter
trespassing and to funnel employees, visitors and
the public to selected entrances. The objective of
entrance door controlsis to screen entrants, to deny
entrance where appropriate and to control the flow
of materials into and out of the building.

Screening can be done in two ways. personal
recognition of the entrant or acceptance of
credentials by a guard” or by the possession by the
entrant of a suitable device to unlock the door.
Screening by a guard is by far the most positive
when applied conscientioudy but will cost in the
range of $2 to $10 per hour per entrance depending
on circumstances.  Entrant screening can be
accomplished by electronic or mechanical devices.
Authorized entrants may use a key (conventiona
or electronic), enter the combination of a push
button lock, or be screened by a device which
compares an entrant characteristic (hand geometry,
finger-print or voice characteristics) with stored
information about authorized entrants. Access
control which depends on a key lock or screening
device in place of a guard suffers from several
shortcomings. Keys or combinations can fall into
the wrong hands. An intruder may enter
immediately behind an authorized entrant (often
referred to as "tail gating”). The skilled intruder
may defeat the lock. While these shortcomings can

" Reference to a guard for screening entrants should be taken to mean
any person who has specific screening responsibility and thus may
include a receptionist, truck dock supervisor or clerk at a computer in
place of a uniformed security guard.



be managed (careful key control, security
conscious employees, burglar-alarmed doors, etc.),
the ADP security planner should be aware of these
problems and not fal into the trap of accepting
blanket statements like "This door is aways
locked", or "This key cannot be duplicated.” The
features of various door control devices can be
summarized briefly as follows:

Conventional keys and lock sets. Cost is
minimum, less than $1 per key and about $5 per
cylinder. Almost any door type can be equipped.
However, keys are easily duplicated and locks can
be picked. A key holder can enter at any time.
There is no control over entrance and exit of
materials.

Pick resistant lock sets. Cost is about two or
three times higher than conventional locks, keys
are much more difficult to duplicate and locks are
much harder to pick. Other characteristics are the
same as conventional locks.

Electronic key system. These use specialy
encoded cards to actuate an electric door strike.
(With a conventional lock set, the key is used to
withdraw the bolt from the strike, thus permitting
the door to open. With an electric strike, the bolt
remains extended and an electric solenoid retracts
the door dstrike to alow the door to open.)
Depending on features and installation, cost will
range from about $400 per door to severd
thousand dollars per door. Cards may cost severd
dollars each. Simple systems perform as pick-
resistant lock sets. At higher cost the system can
include the ability to lock out specified cards, to
limit access to specified times, to log all entrances
and exits, and to control a group of doors such that
access to each door in the group can be specified
for each card.

Electronic combination locks. Such locks
typicaly have eectronic push buttons into which
the entrant keys the combination to actuate an
electric strike.  Costs and features are generally
similar to electronic key systems except the entrant
need not carry a card. Some allow the entrant to
use a special code when under duress which will
open the door but at the same time sound a remote
adarm. Cost isabout $500 per door.

Mechanical push button combination locks.
Pressing the correct combination allows one to
retract the bolt and open the door. The specia
features described for electronic locks are not
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available, but the cost is much lower, typically $40
to $80 per door.

Physical characteristic locks. Cogt is in the
range of thousands of dollars per door and may
require the entrant to carry an electronic key card.
These systems come the closest to duplicating
human screening in that they measure some
physical characteristic of the entrant such as hand
geometry, a fingerprint, etc. However the accept-
reject decison is made on the basis of an analog
input and so some errors will be made, i.e. entry
will be denied to an authorized entrant, and vice
versa Furthermore, since such devices are
relatively new, it is not yet clear how reliable they
are and how easy it may be to circumvent them.

If it is determined that personal screening is
necessary at a number of doors and traffic a to
each is relatively light, it may be cost effective to
have a single guard control these entrances with a
closed circuit TV (CCTV) system. Each door is
equipped with a TV camera, a signaling device, an
intercom and an electric door strike. To control
both entrance and exit it is necessary to have two
controlled doors with a vestibule between. This
may lead to conflict with emergency exit
requirements so caution in planning the installation
is required. One commercialy-offered system
includes a special TV camera which presents a
close-up view of the entrant's photo-identification
card. By dso viewing the entrant on the CCTV
monitor and talking to him on the intercom, the
guard can screen the entrant almost as effectively
as he could in person. Note that he can aso
monitor movement of materials. The cost for
hardware will be in the range of $3,000 to $6,000
per entrance but will be quickly recovered in
savings in labor. Since the screening may permit
only four or five entrants per minute, one should
analyze the traffic patterns carefully, particularly at
shift changes, to be sure that there will be no undue
delays. Such delay of personned on an hourly
payroll could lead to added expense, a point which
should be considered for any unusua screening
technique, including CCTV.

It can be seen that at gradually increasing cost
one can impose ever more effective screening of
personnel and materials. Every effort should be
made to establish requirements carefully for each
entrance to avoid needless expense and
unnecessary entrances should be eiminated if
possible.



Each entrance door should be capable of
resisting forced or covert entry up to the level of
effort which is likely to be applied. This entails
careful consideration of door hardware and
installation.  Where appropriate one may use
heavy-duty lock sets, reinforced strike plates and
door frames, tamper-resistant hinges and break-
resistant glass in vision panels. The ADP security
planner should seek advice from qualified persons
inthisarea

In addition to reinforcing doors one may aso
connect critical doors to a perimeter alarm system
to signal a guard when a door is opened. This can
be done for electric strike-equipped doors in such a
way that an aarm is not sounded when normal
entry is made but forced entry will cause an alarm.

5.4, Perimeter Intrusion Controls

One should check the perimeter of the building
for other possible entry points such as windows,
transformer vaults, air conditioning louvers, roof
hatches and the like. Each point which represents a
potential intruder route should be appropriately
secured physically or added to the perimeter alarm
system. For example, exposed windows can be
glazed with break-resistant glass or plastic.
Louvers can be protected with heavy gauge
screens.  The determined intruder may even break
through a wall or roof if he feels he will be
unobserved for a long enough time period and the
target is worth the effort. Where physica
protection or adequate surveillance against such
forced entry is not practical (as, for example, in a
building not controlled by the government) one
may install special sensors at windows, loading
docks or around the entire perimeter of the building
if needed.

The electromechanical type of intrusion
detection system is in widest use today. It consists
of a continuous electrical circuit so balanced that a
change or break in the circuit will set off an alarm.
Some examples of systems using a continuous
electrical circuit are: foil strips on a window that
will break if the window is broken, magnetic or
contact switches on the doors, mercury switches on
openings that tilt, vibration detectors to detect
breaking through walls, and screens and traps
which consist of fine wires imbedded in breakable
dowels or in the walls, ceilings, and floors. Any
tampering with the mechanical parts of the system
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or breaking or grounding of the electrical circuitry
will cause an aarm in the central station. These
devices are relatively simple and are normally used
for perimeter protection. They may be added to
any system (local, proprietary, etc) without
interfering with other detection devices. The
various kinds are listed below:

Window foil. Window foil is a metalic tape
affixed to windows and glass doors. When the
glass is broken, the foil breaks, an open circuit
results, and an alarm is sounded. A hairline crack
or scratch will activate the system causing an
alarm.

Wire lacing and screening. This
electromechanical device uses fine wires laced
across door panels, floors, walls, and ceilings. A
forced entry into the protected area will break a
strand of the laced wire which will cause an alarm.

Taut wire. A taut wire device is used to detect
intrusion into a protected area. A fine strand of
wire is strung under tension across interna
openings such as air ducts or utilities tunnels. Any
change in the tension of the wire will cause an
alarm.

Intrusion switch. A magnet or mechanica
intrusion switch is frequently used to protect doors,
windows, skylights, and other accessible openings.
Switches may be surface mounted or recessed.

- Magnetic intrusion switch. This switch
consists of two parts, one being the
magnet, the other a switch assembly.
When the magnet is properly oriented and
mounted adjacent to the switch assembly,
the switch is activated. When it is
removed the switch is deactivated and an
alarm is sounded. Usually the magnet is
mounted on the movable portion of the
door, window, or item protected.
Mechanical intrusion switch. This switch
is aso activated by opening a door,
window, skylight, etc. The plunger type
switch is usually recessed and costly to
install.  The lever type switch is less
expensive to install but is easily detected.
Mechanical switches exposed to the
weather may stick or freeze.

In summary, entry into a building is best
controlled through either surveillance or high
integrity access controls at desired points of entry
and by either surveillance or alarm systems around
the remainder of the building perimeter. A recent



report, "Penetration Tests on JSIIDS Barriers'
[21] shows very graphically how inadequate most
structures are for stopping a determined intruder.
The report describes actual tests of the time
required to make an 8" x 12" opening in awall, the
size judged to be the minimum required by an
intruder. Results can be summarized briefly as

follows:

Wall Construction Tools Used Penetration
Time

2" x 4" studs with Hand brace and 1.55 minutes

1” siding both sides | electric sabre saw

8’cinder block wall | Sledgehammer 1.52 minutes*

8" cinder block wall | Sledgehammer 2.12 minutes*

with brick veneer on

one side

5-%" reinforced Rotohammer drill 5.44 minutes*

concrete and sledgehammer

8" reinforced Rotohammer drill 10 minutes

concrete and sledgehammer | approx.*

* Add approximately 1 minute for each reinforcing rod
encountered.

55.  Critical Area Controls

Within the ADP facility, there may not be equal
access to al areas even when it is assumed that
everyone in the building has been screened through
the building perimeter controls. The following
areas constitute a minimum set to be analyzed to
determine permissible access, both during
operational periods and when the facility is closed:
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Communications
equipment area

Computer room
Data storage library

Input/output area Computer  maintenance
Data conversion area room
Programmer areas/files Mechanical  equipment
room
Document library Telephone closet
Supplies storage

In addition to protecting the confidentiality and
integrity of data files, areas should be considered
with regard to protecting valuable assets,
preventing tampering, vandalism and sabotage, and
preventing the perception of opportunities for
malice and mischief through unauthorized
browsing.

The objective of the analysis is to identify all
sensitive or critical areas and determine from a
study of work flow and job assignments which
persons are to be given access and at what times.
The next step is to select control methods. The
basic techniques which apply to exterior doors
apply here but with two significant differences.

First, it is expected that such areas would be
either unoccupied and locked or occupied by
authorized personnel. If clear regulations have
been published and affected persons properly
briefed as described in Chapter 9, then it is
reasonable to expect unauthorized persons to be
challenged if they enter the space while it is
occupied.

Second is the important requirement to avoid
impeding work flow unnecessarily. This means
that the ADP security planner should examine
work flow, people, information and materias
carefully in relationship to the physical layout of
the ADP facility to avoid obvious problems, such
as placing a secured area in the path between two
less critical areas. Furthermore, one should try to
avoid situations where the designated access route
to a controlled area is circuitous and a shorter but
unauthorized route (e.g., afire exit) isavailable. In
such cases there will be a natural tendency to use
the short cut. But even when the designated route
is convenient, it is not uncommon to find fire exits
misused. The common solution for this is to place
alarm actuators on fire exit doors. If the facility
has a central alarm system, a signal should go to
the centra system whenever a fire exit door is
opened. However, for maximum effectiveness, the
alarm should be audible at the doorway. There are



self contained alarm boxes which may be mounted
on fire doors. The typical alarm is about 10 x 20 x
7 cm in size and has a key actuated arm/disarm
switch. When the door is opened, a loud aarm,
powered by an internal battery, comes on and can
continue to sound until turned off with the key.
The cost is approximately $60 per alarm.

The ADP security planner should remember
that efforts to control access must not conflict with
life safety objectives. The NFPA "Life Safety
Code" [30] defines the number, size, and location
of fire exits as afunction of the building occupancy
and construction. It isimportant to see that thereis
compliance with such standards and with
applicable Federa regulations.

There are severa technological means of
determining access to or occupancy of critical
areas during periods when the areas should be
vacant. Two have been discussed: light beams
across entrances and CCTV systems. An important
caution is that CCTV systems are best used only
for a determination of an area's status after there
has been an aert from some other, more positive
intrusion detector. There are at least four distinct
technologies for detecting the presence of an
intruder:

1. Photometric Systems. These are passive
systems which detect a change in the level of
light in an area, due to added sources of
light, or reflections or absorptions of
existing light. Since these systems are
sensitive to ambient light levels, they may be
used only in windowless areas (or areas in
which the windows have been covered).

2. Motion Detection Systems. The basis for
the operation of these systems is the Doppler
effect. When the source of a sound or
electromagnetic signal, or areflector of such
a signal, moves toward or away from a
receiver, the frequency or pitch of the signa
received will be higher or lower,
respectively. In a room having a source of
wave energy and a receiver, if a body moves
within that room, the motion can be detected
from the change in frequency of received
wave-forms. The receiver will pick up the
source frequency strongly, but will aso
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detect a dightly different frequency a a
much lesser strength.

Sonic. Sonic detection systems operate
in the audible range, 1500 to 2000 hertz
and higher. The constant tone is very
annoying since it is well within the audio
range and at a high decibel (DB) output.
This system wuses transmitters and
receivers (transducers) to saturate the
entire enclosure with sound waves.
These transmitting and receiving
transducers are permanent magnet (PM)
speakers and are mounted within the
same room, usualy on walls opposite
each other. The receiver listens to the
tone being transmitted and compares the
reflected signal. Whenever the pattern of
the tone varies due to a disturbance
within the protected area, the receiver
detects this change in frequency and
activates an alarm.

Ultrasonic.  The ultrasonic detection
system utilizes high frequency sound
waves with a frequency of about 19000-
20000 hertz, but are otherwise like the
sonic systems. Since the frequencies
used are at the upper limit of the audible
range, only a few persons (generaly
children) can hear them.

Microwave. The microwave system
operates in a similar manner to the above
systems. The difference is that
microwaves are high frequency radio
waves. These radio waves are
transmitted at a frequency between 400-
10,000 megahertz. Microwave signals
can be controlled asto the size of the area
to be protected through selection of the
type of antenna used. One or severa
antennas can be used in a given location.
Single or multiple units can be used to
provide the required protection without
interfering with sonic or ultrasonic units.

3. The Acoustical-seismic Systems (audio).

This system employs microphone-type



devices to detect sounds which exceed the
ambient noise level of the area under
protection. It is obvious that they cannot be
employed in areas where noise from man-
made sources, such as aircraft, construction,
etc., are likely to set off nuisance alarms.
Some are even triggered into alarm by the
elements, such as rain or thunder. Some
acoustic systems rely upon air to transmit
the sound to the microphone-type device.
Others will not respond to ordinary noisesin
the air but only to those transmitted through
astructure such asawall.

Acoustical (audio). An audio detection
system listens for intrusion sounds by
using microphones installed in the
protected area Upon detection of
intrusion sounds, an alarm occurs. This
type of system may be equipped with
cancellation and discrimination units
which  electronicaly evaluate the
significance of the sound disturbance,
thus eliminating reaction to nuisance
adams which may be caused by
airplanes, thunder, etc.

Vibration (seismic). This type of system
utilizes the same principle as the audio
detection system except that highly
sensitive and specialized microphones
are attached directly to objects such as
safes, filing cabinets, windows, walls,
and ceilings. Vibration of these objects
initiates alarms. Cancellation and
discrimination units are necessary to
prevent nuisance alarms.

4. Proximity Systems. There are various types

of proximity systems all of which detect the
approach or presence of an object or an
individual. In principle, a proximity system
employs an electrical field which, when
upset by a foreign body, causes an aarm.
The field may be set up around a cabinet or
it may simply surround a wire. Whether the
field is electromagnetic or eectrostatic, the
principle of balance and unbalance applies.
There are several methods of establishing
the field; methods differ to some extent
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among manufacturers. A proximity system
may also be employed to protect an area by
erecting what is commonly known as a
magnetic fence; that is an integral part of the
system. Other  variations  provide
surveillance of doors and windows.

The proximity system is designed to be
supplemental and cannot be used effectively
as a primary system. This is because of the
system's susceptibility to nuisance alarms
caused by electric supply fluctuations and by
the presence of mops, pails, etc., placed near
the system. Animals and birds can trigger a
system into alarm if it is too senstive.
Therefore, proximity systems should be

backed up by other security systems.
The following table compares six of the more
commonly available interior surveillance systems:

Approx | Limitations Resistance

Sensor Type  Cost to Defeat
Photometric ~ $500 | Extraneouslight must | High

be excluded from

area; limited to

interior rooms.
Mation Ultra- Air motion may Moderate to
Sonic $250 | causefalseaarms. High
Mation micro- Energy can penetrate | High
wave $500 | walls, etc. causing

nuisance alarms.
Acoustical-seismic, Extraneous noises High
sound $250 | will generate

nuisance alarms.
Acoustical-seismic, | Localizing the source | High
vibration $100 | of nuisance alarms

could be difficult.
Proximity, Susceptible to High
capacitive $350 | nuisance alarms;

require backup.

In planning the security for critical areas one
may make use of the intrusion detectors aready
described, the controls which can be imposed by
guards or personnel assigned to the areas or the
physical barriers created by internal partitions. In
the latter case, the ADP security planner should

check construction details carefully.
office buildings using hung ceilings,

In modern
interior

partitions may not extend above the ceiling. This
means that an intruder may be able to enter a room
by lifting a ceiling panel and climbing over the
partition; thisis a particularly troublesome form of
intrusion since it can be done quickly and quietly
without tools and will leave no sign of forced



entry. Likewise, interior partition door frames are
often of lightweight construction and easily forced
open. The key point is not to place undue reliance
on interior partitions.

5.6.  Guard Force Operations

Physical protection measures, physical barriers
and intrusion detectors depend ultimately on
human intervention. Where there is a need for full
time guards, they will either be Federal Protective
Officers provided by the Federal Protective Service
of GSA or guards furnished by a private company
under contract. In assessing the role guards can
play in supporting the ADP security program, it is
helpful to review the kinds of tasks which can be
assigned to them.

First a guard may be assigned to a fixed post: a
lobby, entrance door, truck dock, entrance gate or
security control desk. His post orders may include:

Checking entrant credentials and use of the
sign-in log.

Issuing and recovering visitor badges.
Monitoring intrusion and fire aam
systems and dispatch personnel to respond
to alarms.

Controlling movement of materials into
and out of the building and enforcing
property pass regulations.

Enforcing rules and regulations established
for the building.

Accepting registered mail.

To make optimum use of a guard it is important
to see that his post orders are complete and clear
and that he is properly trained. For example, if the
guard is to control the movement of tapes, disks
and other ADP media, he must be able to recognize
them and understand what they are. If a guard
must devote his time and attention to receiving
visitors, preparing badges and telephoning for
escorts, he cannot be expected to check employee
credentials vigoroudly at the same time. The ADP
security planner who intends to make use of a
specific guard post to support the ADP security
program, should review the guard's post orders and
work load with the building security director to be
sure his expectations can be met.

61

FIPS PUB 31

Second, a guard may be a roving patrol guard
with a specific route or a general area which he
may cover on foot or in avehicle.

His duties may include these functions:

Verify that doors, windows and other
openings are properly locked during
designated periods.

Observe and correct or report safety
hazards such as immediate fire hazards,
equipment or machinery left on, stumble
hazards, fire doors propped open and the
like.

Verify the condition of fire extinguishers,
hose lines and automatic sprinkler systems.

Check that files, safes and restricted areas
are properly secured.

Be alert to suspicious persons or activity,
unusual odors, leaks or other abnorma
conditions.

If he isto be effective, the roving guard must be
under some kind of control. This means either that
he reports to a control point at regular intervals
either in person or by telephone, or that he is
provided with a portable two-way radio. In the
latter case he can be dispatched to the scene
immediately should an emergency arise. As with
the fixed post guard, it is important for the ADP
security planner to see that the roving guard has the
necessary orders and training to protect the ADP
facility properly. For example, if the roving guard
smells smoke in an unattended computer room,
what should he do beyond giving the darm? Can
he turn off electric power and, if so, does he know
where the disconnect switch is located? Similar
guestions about air conditioning, plumbing leaks
and other ADP related emergencies during
unattended hours should be analyzed carefully and
appropriate orders formulated and guards trained to
carry them out.

There is a fina point which should be
considered when developing the security
indoctrination program described in Chapter 9.
There is often a tendency for professional staff
members to think of the Federal Protective Officer
or private contract guard as unimportant and
unworthy of consideration. Apart from human



feelings, this attitude can nullify the contribution
which the guard is depended upon to make to ADP
security.  ADP management and senior staff
members should, by willing compliance with
regulations and their general behavior, display their
support for the guard in carrying out his assigned
duties.
5.7. Integrating Physical Security Measures

The preceding sections of this chapter have
discussed the various techniques for providing
physical protection. It is not uncommon to find
that as each new security or emergency response
requirement is discovered (often as the result of a
specific event) a an ADP facility, some
countermeasures are taken to deal with it. As a
result the overall physical protection program
evolves piecemeal and so is usually uneven,
expensive and cumbersome. On the other hand, a
careful examination of the totality of security and
emergency requirements, people and procedures
will often show how they can be integrated for
maximum effectiveness at |east cost.

For example, these guidelines have discussed
the following kinds of security hardware systems:

ADP area smoke detection systems
Sprinkler system flow alarms
Building-wide fire alarm pull-boxes
Perimeter intrusion detectors

Door status detectors

Critical areaintrusion detectors
Areasurvelllance CCTV

Entrance control CCTV

Electronic door locks

As required by particular circumstances, the
physical protection plan may use severa of these
systems. While one may specify and procure each
needed system separately, planning for all
requirements as an integrated whole can have two
major benefits. First is the requirement for human
response to each alarm condition. Consolidating
alarm control panels and CCTV monitors in the
least number of locations will minimize the
number of people required to do this. Second, one
may find that more sophisticated alarm controls
can be used. One approach uses multiplexor
techniques to connect many alarm points to a
single control unit via a single circuit with
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substantial savings in wiring cost and improved
maintainability. Typicaly more than one sensor
type can be connected to the individual alarm
points. More advanced systems use a process-
control mini-computer to control electronic access
doors, monitor aam sensors and building
mechanical equipment.

In addition to integrating hardware, the ADP
security planner, working with the building
manager and building security director, should
consider the human resources available to support
the physical protection plan. In addition to full-
time guards, the following people may, as
permitted by regular duties, be able to participate:

Receptionists and  information  desk
personnel

Building engineering staff

Building and grounds maintenance staff

Shipping and receiving clerks

Messengers

Area supervisors

Mail room personnel

By considering where such people are located
and the needs of the physical protection plan, it
may prove possible to get the needed response to
alarm dituations with a minimum number of
guards. However, it can be seen that to do so,
thought must be given to the location of security
systems, particularly alarm indicators.

We have purposely omitted from this chapter
detailed information on security hardware and
alarm systems for two reasons. The technology is
developing rapidly and new devices appear on the
market amost daily. In addition, the Federal
Protective Service of GSA can be called upon for
detailed advice and expert guidance in meeting
specific requirements.

When physical protection plans have been
completed, the ADP security planner should check
two final points. First, great care should be taken
to see that plans and specifications for the ADP
facility and its security hardware, alarms, locking
systems and related items are protected against
disclosure except on a need-to-know Dbasis.
Second, the emergency response plans and
physical protection measures should be carefully
integrated to assure maintenance of security during
an emergency. For example, one must guard
againgt the use of a nuisance fire alarm and the



resulting evacuation to circumvent controls over

6.

6.0. Introduction

The four preceding chapters have presented
physica means for supporting ADP security
objectives. This chapter discusses the use of
internal controls to reinforce physical safe-guards
in four areas. personnel, organization structure, the
data base and programming. Generally speaking it
will not be necessary to cost justify interna
controls solely on the basis of expected loss
reduction since controls will usually be installed to
serve other objectives as well, eg., cost
accounting, error detection and correction,
management reports. It is likely that the ADP
security planner will find that needed controls
already exist and that his task will be to determine
what modifications and extensions are needed.
The basic risk analysis will have identified
sensitive areas and applications. Physical security
measures will require human intervention, support
and cooperation. The ADP security planner should
bear these factors in mind as he reviews the
sections which follow to be sure that internal
controls are structured to reflect security
objectives.

6.1. Personnel Controls

People are undoubtedly the most important part
of the ADP facility, and no ADP facility can
function without a trained staff dedicated to
achieving the mission of the agency. Personnel
controls should reflect the need for careful
selection of mature, trustworthy people for
sensitive positions, the importance of providing
adequate training to assume  competent
performance of ADP duties, and the value of good
supervision in achieving a high level of motivation.

6.1.1. Personn€l Selection

The selection of personnel routinely includes an
effort to determine that the candidate is qualified
by training, talent and experience to perform the
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access to key areas.

Internal Controls

duties to be assigned. In addition to this
determination of job skills, the selection process
for sensitive ADP positions should also verify the
trustworthiness of the candidate for sensitive
positions by appropriate pre-hire screening.
Several levels of screening are available and, of
course, both effectiveness and cost increase as the
depth of the investigation increases. Therefore the
level of screening used should reflect the relative
sengitivity of each position. Each ADP facility
must define for itself its sensitive positions,
generally these will include computer operations,
data control, management, auditing, and
programming (including acceptance testing and
maintenance) of critical applications and systems.
The risk analysis for fraud will usualy identify
critical interface points.  Wherever a critical
interface involves a single individual, the position
is probably sensitive. This is especidly true for
hidden interfaces in which checks and balances are
missing, eg., a single programmer has the
responsibility for creating, testing, debugging, and
installing a critical program. The most sensitive
position is often that of the system programmer; a
qgualified practitioner of operating system
maintenance can do more damage with less chance
of being caught than amost any other person
involved with data processing.

Each Federal Department or independent
agency has established regulations and procedures
for designating one or more levels of position
sengitivity and the screening applied to each
sengitivity level. The ADP security planner should
establish the appropriate level to apply to each
ADP facility position.  Personnel procedures
should be established to insure that Item E,
Position Sensitivity of Part | of U.S. Civil Service
Commission Form 2—Request for Personnel
Action, properly reflects the sendsitivity levels
selected.

6.1.2. Training



A surprising number of operations problems
and security breaches result from promoting an
individual into a position beyond his competence.
Rather than admit defeat, such people have been
known to destroy source documents or falsify
reportsin an attempt to conceal shortcomings.

The ADP facility can use its personnel training
program to minimize such security and integrity
problems. The training for each specific job
should be thorough, efficient, and competent. But
strong motivations is just as essential as technical
competence. Each employee should be given an
adequate orientation to the agency, its mission, the
ADP facility and his own career development
opportunities.  Personalized security training is
essential. It should include not only the objectives
of the security program and its operation but the
duties and obligations of each staff member as
well. Details are given in Chapter 9.

6.1.3. Supervision

Each ADP supervisor can make a strong
contribution to the security program in several
ways. Firgt, he can see that he and his staff comply
with both the letter and the spirit of security
regulations and control procedures. He can aso
actively seek out effective ways to improve
Ssecurity.

Next, the good supervisor will work at
maintaining close, effective communications with
his staff. He should try to be sensitive to feelings
and attitudes so that he can act affirmatively in
cases of potential disgruntlement. It is much better
to seek resolution of conflict situations than to
ignore them, as unresolved conflict can only lead
to frustration and impulsive action.

Finally, the good supervisor will take pains to
see that each member of his staff is competent in
his assigned duties. While incompetence cannot be
tolerated in any work situation, the consequences
can be particularly pervasive in an ADP facility. A
program will faithfully repeat an erroneous
instruction indefinitely. A moment of careless
operation can damage hardware or destroy a file.
Staging the wrong tapes can delay jobs. While
errors and lapses can never be completely
eliminated, the conscientious supervisor will do his
best to match the individua to the job and to give
him needed support and training.
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6.2.  Organizing for Internal Control

One of the basic principles of internal control is
to divide the execution of critical functions
between two or more persons, a technique often
referred to as separation of duties. The theory is
that errors are less likely to go undetected when
several people review the same transactions and
fraud is deterred if there is a need for collusion.
One individual should never be totally responsible
for a given activity especidly if it relates to the
processng or development of sengtive
applications.  This principle of two individuals
acting in concert, yet independently, to effect
action can be applied to data processing operations.
The best approach to determine the exact points
where separation of duties should occur is to
identify the loss targets by referring to the basic
risk anaysis for the ADP facility and then to
identify the routes to those targets which an
intruder could use. Finally, the points along the
route can be identified where separation of duties
would provide a desirable level of protection. Asa
rule, separation of duties will be required to control
sendsitive applications, to prevent compromise of
access controls and to avoid abuses in the area of
reject and exception processing.

Figure 16 is a generalized diagram of a typica
ADP operation with potential control points
indicated. @ The ADP security planner should
review each sensitive ADP task to determine where
controls would be effective in forestalling errors or
fraud and determine how existing controls should
be expanded to meet security needs. Consider
payroll processing, for example: the controls
should insure that input is accurate and valid and
that output, paychecks, payroll journas, etc. do not
fal into the wrong hands. If the payrall is large,
exception processing is probably important.
Therefore, the clerk who prepares input should not
control check s€igning and distribution or
corrections to the payroll file.  Similarly, the
programmer who maintains the payroll program
should not control its acceptance testing. These
examples are much ssimplified, of course. The real
exposures are often hidden from direct view. The
key point is to examine each potential target and
identify the points in the work flow where
separation of duties can help to stem losses.

Many applications are designed for the rejection
of invalid input and its correction and re-entering.



While this is a valuable quality control technique,
the introduction of manua processing of rejects
offers significant opportunity for fraud as well as
errors. A useful control for reects processing is
the use of a system-generated log or a bookkeeping
journa record to keep track of all incompleted
transactions.  These records will provide an
independent audit trail for control purposes, and
separation of duties should apply to the clearing of
the log. Someone other than the person
responsible for correcting faulty input should
initiate the transaction to clear log entries.

Program and procedure change controls should
receive specia attention from the ADP security
planner. The process of getting a program from
test to production status exposes the system to
compromise from unauthorized changes and to loss
of data integrity caused by too hurried
development or inadequate testing. The ideal
approach to instaling a change in a production
program is a formalized system in which several
different organizational functions are involved.
User, programmer, auditor, and operations
personnel should al be involved in the approval
process. Quality control of programming is as
important a concept as quality control in
manufacturing. An organizationaly discrete
checking and follow-up function can be of value in
maintaining program quality standards. In
addition, the larger ADP facility should consider
establishing a separate testing function for all
programs that have reached final production status.

Since controls are managed by people, the basic
organizational structure must be responsive to the
desired internal controls. Figure 17 shows a
prototype organization chart. Note that the key
control functions: testing and quality control,
project management, input/output control, tape
disk library and standards, security and data base
administration have been separated from the
production functions. This makes it easier to
assure that checks and controls will function
effectively. Of course, the details for a specific
ADP facility will depend on its size and mission.
While the major problem for a large ADP facility
is often effective control of resources, the major
problem for the small ADP facility may be the
practical problems of having enough different
people available to implement desired separation of
duties. If thisis the case, and it is necessary for
one or more individuals to have an unusually wide
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span of control, it may be necessary to depend on
auditing. This presumes that good audit trails are
provided.

To summarize, the following points have been
made:

Take great care in selecting personnel
for sensitive ADP positions. Be sure that each
person receives ample training and close, effective
supervision. These measures will provide the basis
for astrong ADP steff.

Analyze the tasks performed and assets
controlled by the ADP facility to identify the
targets and mechanisms for damaging errors or
fraud.

To the extent permitted by the size of the
ADP gaff use separation of duties at key control
points to minimize errors and deter fraud.

Augment separation of duties with
internal controls as appropriate to meet the
security objectives.

6.3. Data Controls

Apart from conventiona internal controls, the
ADP security planner should particularly verify
control and protection of data files. Care must be
taken to see that information which has been
designated as sensitive under Federal regulationsis
properly safeguarded when it is entered into ADP
data files. This may require specia handling,
segregation or other techniques similar to those
used for national security information.

The ADP security planner should also evaluate
physica handling of data files at all points. He
should examine the flow of data through the ADP
facility to identify points at the input/output
interfaces, during handling, and during custodial
storage, where controls may be needed to
safeguard against possible loss or destruction—and
equally important to assure that a loss will be
detected. The ADP facility should follow defined
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procedures in case data is lost. Manua control
techniques might include tape/disk movement
control forms, inventory logs, authorization for
use and special handling for critical items.

The use of a computer system for control of
data files deserves special consideration if there
are a large number of files. Many vendor
supplied tape or disk library management systems
provide logging and control of tapes by volume,
seriad number and name; prevent unauthorized
destruction of a data file; and provide automatic
backup facilities. Such systems handle both on-
line and off-line files.

Similar systems are available to manage a
program library. The typical system allows
continual modification of a program which is
being developed while retaining al previous
versions. It protects against unauthorized
modification, and helps with the management of
program modifications. Such packages, whether
purchased or developed in-house can be very
useful for management and control of data and
program files.

In pre-computer days it was axiomatic to lock
up sensitive or important information, ledger
books and vital records in a desk drawer, file or
safe when not in use. The same principle should
also apply to valuable computerized data. The
tape library should be locked when unoccupied
and unauthorized persons should be excluded.
Data safes and vaults, and data control rooms
should be protected in accordance with the
sengitivity and value of the material (data) stored
within. The exposure to magnetic fields should
be evauated redlistically [12] and reasonable
protective measures taken. Computer printouts
should be destroyed in accordance with sound
procedures to prevent disclosure. It does little
good to develop extensive security controls
against theft of data from the computer or
programming area and then alow the same
information to be available from waste baskets,
loading docks or trash heaps. The ADP security
planner should be sure that data control
requirements are properly reflected in the physica
protection program described in Chapter 5.

6.4. Data Retention and Back-Up

The preceding section has discussed protection

of current data files. The next step is to integrate
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the vital records management program with the
data base management program to support
common retention objectives. Generally speaking
both short term and long term back-up is required.

6.4.1. Short Term Back-Up

Short term back-up protects against |ocalized
or temporary loss such as cancellation of a job
because of an interruption or error.  The
interruption may last only a millisecond. and the
program (especidly if it is a short one) may be re-
run easily. However, if the job is interrupted in
the thirteenth hour of a fourteen hour processing
job, it would be wasteful to have to begin the job
again. Therefore, checkpoints, restarting,
recovering, and backup at intermediate points
need to be considered for al long jobs. This is
not news to anyone operating-ADP facilities.
Nonetheless, a consistent back-up program is
rarely found.

In determining short term  back-up
requirements, cost considerations play a large
role. For example, assume one could checkpoint
at any time at a cost of X dollars. If the total job
costs X dollars to run, it would not be cost
effective to use any checkpoints. If it costs 200X
to run the job, it would probably be sensible to
back-up the data at intermediate points. A review
of system reliability as described in Chapter 4
may be of help in making the best decisions.

6.4.2. Long Term Back-Up

There are six reasons why one would want to
retain a past environment:

1. Discovery of errors that caused data
integrity problemsin the past, e.g. to trace a series
of mistakes going back six months but not
discovered until yesterday.

2. Back-up which permits disaster recovery.
These situations are covered in detail in Chapter
8.

3. Management performance review or
planning. The future goals and activities of the
ADP facility can be predicted more easily if
information on past activities can be retained.
Use of simulation models or other planning tools
isenhanced if empirical datais used asinput.



4. Statistical reporting requirements. Data
from the past may be needed for analysis of
trends and for extrapolations.

5. Audit requirements (internal  and
external). The ability to analyze the past
environment is a primary requirement of the
auditor. Specific requirements are discussed in
Chapter 10.

6. Lega requirements. Other government
agencies may need the data or there may be a
statutory requirement to retain them.

Any of these reasons would dictate that one
should keep at least program source code,
documentation and data files which were in use at
any given point in time. The ADP security
planner should give thought to what is to be
retained. Should it be the entire operating system
configuration, al documentation, compiler,
execution job language programs and data files?
Or should it be just the changing elements of the
processing? Once he decides what is to be
retained, he must also decide how to retain it. A
good outline of advanced techniques is available
in "Reliability of Real Time Systems' [60-65].

6.5. Programming Controls

In line with the recognized objective of
generating technically sound programs, the ADP
security program should include controls in the
areas of program design, acceptance testing and
standards. Each of these topicsis discussed in the
following sections.

6.5.1. Program Design

There are five mgjor program areas in which
design can contribute to security. First is the
inclusion of audit trails in the programming
process. The basic objective is to make it
possible a any point in time to determine the
status of a given piece of data. In most cases the
systems analysts and system designers will want
to involve the auditor in the design phase as he
will be able to postulate the optimum placement
of audit trails and controls.

The second is the development of a test plan
that will consider al possible elements of input,
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and the interfaces and operational aspects of each
new program as part of the program design effort
rather than as an afterthought. It is not enough to
test a program for ranges of likely input; it should
aso be tested for improbable, illega and
impossible input. In addition, stand-alone tests
usualy are not sufficient to establish the
adequacy of a given program or module. Not all
programs need to meet the same test criteria; the
stringency of the testing should be a function of
importance, complexity and  sengitivity.
Development of written testing guidelines tailored
to the needs of the ADP facility is an important
step in achieving good control.

The third control area is program change.
Programs should be designed to simplify
installation of future changes. Every change,
even those involving only one statement, should
be authorized, approved, and documented with no
exceptions. Otherwise, control is lost and the
programming process becomes anarchistic.
Program library maintenance packages, as
mentioned previously, can help in the control and
maintenance of program changes.  Naming
conventions are essential to program change
control. The current trend is toward integrated
data definitions for al ADP applications, so that
every element will be unique.

Controlson the accuracy of datarecords are
the fourth design objective. There are a wide
range of possible checks including keypunch

verification,  computer  matching  against
predetermined legal vaues for fields, sdf-
checking digits and control fields. Standard

design criteria should include the qualitative
controls to be included in any new application or
any revision of an old application.

Finally, quantitative controls where feasible
should also be installed during the design process.
These could include control totals, run-to-run
counts (hash totals), trailer records, dollar
controls, automatic check-points/interruption
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routines, verification of the output and input
record counts and the like.  Violation of
qualitative and quantitative controls should cause
error notifications maintained as an error suspense
file.

The need for quantitative and qualitative
controls should be determined by the risk
analysis. If the application is of high value, high
risk, or consumes a great deal of ADP resources,
these controls should receive more attention than
low risk, low visibility applications.

6.5.2. Program Installation

One of the most sensitive points in the
programming process is the release of an
application to the production system, and its
operation against a live data base. Installation of
a new program should occur only after thorough
program and system tests have been completed
and approved. The more organizational entities
participating in this approval, the better the
control. The programmer, a testing or quality
control function, operations, and users should all
participate in getting the program from design to
final acceptance test and into the live system.
However, care should be taken to see that
approval does not become a mere ritual. Each
program should receive detailed, independent
review. Larger ADP facilities may want to
consider establishing a separate program test and
control group. Smaller ADP facilities would
probably be served adequately by defining
specific procedures for the installation process to
be carried out by an existing group but with as
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much review and separation of responsibilities as
is possible.  Again, no program should be
accepted without adequate and complete
documentation which has been reviewed and
approved by an independent body. In case of
disaster or non-availability of key programmers,
the ADP facility could find itself quite vulnerable
to loss if the documentation is inadequate. Figure
18 shows a suggested set of documentation which
will provide the needed controls as well as
technical information.

6.5.3. Documentation of Controls

The procedural controls over data, operations,
system design, programming and acceptance
testing already described must themselves be
documented if they are to be fully effective. This
is often done by preparing documents called
procedures manuals, operations and user
handbooks, or similar titles. Responsibility for
producing the documents may be assigned to a
procedures group in a large ADP facility. The
small ADP facility may cal on individuas to
document their particular areas. In either case,
the ADP security planner should participate. He
should analyze the security objectives of the ADP
facility as discussed above to determine the role
of the practices or standards in accomplishment of
security goals. Based both on these security
objectives as well as on ADP management goals,
a procedures program should be formulated for
the ADP facility. An example of a table of
contents for a programming procedures manual is
included as Appendix C.

7. Security of Off -Site ADP Facilities

7.0. Introduction

There are four basic reasons for making use of
an off-site ADP facility:

1. The ADP needs of an agency are too
small to justify an in-house ADP facility. A
business whose routine data processing is done
most economically at a service bureau serves as
an example.
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2. The efficiency and economy of the on-
site ADP facility is enhanced by doing peak-load
processing at an off-site facility.

3. A gpecia service may be available from
an off-site ADP facility which cannot be provided
economicaly by the on-site facility. Use of an
interactive time-shared computer for specia jobs
is characteristic of this usage.

4. In the event of catastrophe or major
damage to the on-site ADP facility, critical ADP



tasks are moved to a preselected off-site facility
for back-up operation.

The first three represent routine on-going use
which is likely to increase over the years ahead.
The fourth use results from the working of a
contingency plan for an in-house ADP facility or
as back-up for an off-site ADP facility. What is
recommended here is that the basic security
considerations presented in these Guidelines for
on-site ADP facilities be applied equally to off-
site ADP. This chapter will address the problems
that the ADP security planner must face in
evaluating the security of off-site ADP.
Fundamentally, the user of offsite ADP is in a
position very similar to the depositor in a bank—
that is, the protection of one's assetsis turned over
to another organization. Unfortunately, the user
of off-site ADP does not have the protection
provided to the bank depositor: the law,
independent audit, and the FDIC. In fact, most
ADP service bureaus provide a uniform (and
often undefined) level of security at best for all of
their users regardless of individual user security
requirements. As a rule the typical ADP service
bureau does not guarantee any specific level of
security protection for users and does not accept
responsibility for the losses that the users might
incur because of data theft, processing delays or
other disruptions. For these reasons it is not safe
for the user to assume that work processed at an
off-site ADP facility is being protected by
adequate security measures. The conclusion is
this: the fact that an agency does some or all of its
data processing at an off-site ADP facility (the
operation of which the agency cannot control)
does not relieve the using agency of responsibility
for protecting its own data against loss or misuse
and for avoiding delays in processing which
interfere with accomplishing its mission. Indeed,
the fact that the using agency cannot control
security directly makes the analysis of security
even more important. Therefore, it is
recommended that an agency which uses off-site
ADP facilities, support an ADP security program
as described in this chapter.

If a combination of on-site and off-site ADP is
used, then the person responsible for on-site ADP
security planning probably should be responsible
for off-site ADP planning as well. If there is no
on-site ADP facility, then the ADP security
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planner might best be chosen from the office
responsible for vital records management, or the
major ADP user in the agency. The designated
ADP security planner should seek support and
participation from all ADP users in the agency
and advice and counsd from specidists as
suggested in section 1.3.2.

7.1.  Analysisof Security Requirements

While the basic techniques for risk analysis
described in section 1.3 apply, the following
approach may be helpful when off-site ADP
facilities are being used:

Develop a loss potential estimate for the
using agency as described in section 1.3.

Perform a threat analysis as described in
section 1.3.2 but note that instead of a single
environment (the on-site ADP facility implicit in
the discussion in section 1.3.2), one must, in
general, consider four different security situations
and environments as follows:

1. Protection of source documents, data
files, ADP documentation data entry and
output hardware, and related items while
they are in the custody of the using

agency.

2. Protection of data while in transit in
either direction between the using
agency and the off-site ADP facility.
Note that data may be transmitted either
electronically or physically (as source
documents, machine readable media or
output reports).

3. Security of using agency ADP operations
a the off-site ADP facility. The using
agency may participate in an existing
security program managed by the off-site
ADP facility or may prefer to develop
and maintain its own contingency plan to
protect its off-site ADP operations.

4. Protection of data, preprinted forms and
other materials stored at an off-site
location in support of the back-up
operations plan of the using agency.



Develop an annual loss expectancy
estimate as described in section 1.3.3. The basis
for the estimate will differ from the single site
situation in a number of ways. The using agency
does not suffer a loss from the destruction of
physical assets (other than its own tapes, disk
packs, etc.) at the off-site ADP facility. Similarly
destruction of data files and other materia at the
back-up site results only in the cost to replace
them. These considerations are summarized in
the table below for each of the five loss-potential
typeslisted in section 1.3.1. A Yes entry implies a
loss potential smilar to a full on-site ADP
facility, a No entry means that the loss
mechanism does not exist and the entry Minor
refers to aloss limited to the relatively minor cost
to replace data, documentation and related items.

The ADP security planner should test the
validity of the assumptions in the table for his
particular situation so as to be sure that his loss
expectancy estimates will include al significant
factors.

Loss Location
Potential On- In Off- Back-Up

Loss Type Site | Transit Site Site®
Physical Loss Yes® | Minor | Minor Minor
DataLoss Yes Yes Yes No
Data Theft Yes Yes Yes Yes
Indirect Theft Yes | No° Yes No°
Processing Delay | ves Yes Yes No*

The potential is probably much lower than for a full on-site
ADP facility since hardware is limited to remote terminals.

It is assumed that tampering with data in transit would not go
undetected.

It is conceivable that an embezzler might be able to tamper with
inadequately protected back-up files and then destroy on-site files to

force the use of the back-up files. However, this seems to be arather
farfetched fraud scenario.

If back-up materials were destroyed by the same event as the
operational site, i.e., at the same time, a processing delay would
occur. Hopefully, the back-up site has been selected to minimize the
probability of a joint disaster as might occur if the operational and
back-up sites were located on the same earthquake fault line.

Note that the using agency may elect to use its own facility to
store materials to back up operation at the off-site ADP facility.

7.2.  On-Site Security

Analysis of the security of the on-site portions
of ADP operations is conducted as has been
described in the preceding chapters of this
handbook. Obvioudly if processing is done off-
site, the ADP security planner need not concern
himself about protecting an expensive, complex
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ADP facility, but he will want to consider points
like these:

Physical protection, access controls and
data controls for source data at the point where
they are concentrated enough to become a target
for wrongdoers or where responsibility for data
integrity shifts from usersto ADP operations.

Protection of remote terminals against
threats such as misuse or sabotage (deterred by
physical access controls), damage caused by fire,
flood, etc., or delays in processing caused either
by physicd damage to the termina or by
interruptions to electric power or communications
circuits.

Physical protection for data files,
documentation and other back-up materials which
may be stored on site.

7.3. In-Transit Security
The security analysis should consider the
exposure while data and documents are in transit.
Except for interception of electronic data
transmission which is excluded from the scope of

this handbook, the following points should be
considered:

Physical loss of input. Where the cost to
reconstruct or the loss from delayed processing is
significant, steps should be taken to permit
prompt replacement of input which is destroyed
or lost in transit. Accidenta erasure of magnetic
media is unlikely and is easily protected against
by wusng magneticaly shielded shipping
containers.  Heat, x-rays, and radar are all
overrated threats which can be managed with
common sense precautions based on a technical
report by 3M Company [19] and an NBS report
[12]. However, there is always some exposure to
these threats and to the possibility that a shipment
will be misdirected or otherwise go astray.

Physical loss of output. Output which
will be in the form of printed or microfilmed
material is subject to the same exposures as
ordinary mail but it obviously can be protected by
the simple expedient of retaining the output data
file at the off-site ADP facility until delivery has
been confirmed. Alternatively, one might prefer



to trigger replacement on areport of non-delivery.
In other words, unless non-delivery (the less
common event) is reported by a specified time,
the off-site ADP facility assumes delivery has
occurred and need not retain the output file any
longer (although exception reporting in this case
carries greater risk than reporting each delivery).

Protection against disclosure. The loss
potential analysis may show that either input or
output are sensitive and must be protected against
wrongful disclosure. Presumably the degree of
protection required can be related to the value of
disclosure to potential perpetrators and to the
level of effort they are likely to use. Protection
techniques used for classified materials while in
transit can be used as guidelines for developing
protection techniques for unclassified but
sensitive information.

Protection against tampering. The loss
potential analysis may show that either input or
output is subject to tampering for fraudulent
purposes. Protection of input can make use of the
same controls, in general, as are applied to in-
house processing. However, one must take pains
to see that steps are taken to protect not only input
data, but control information as well. This is
because one might conceal input data tampering
by compensating changes to control data. 1deadly,
control information is kept on-site and output is
not released until it has been verified against the
on-site control data. However, if time constraints
require verification at the off-site ADP facility,
then control information can be protected while in
transit. One may depend on the deterrent value of
ultimate, if delayed, detection of tampering
through later on-site confirmation.

The ADP security planner should bear in mind
that in many instances frauds have been concealed
by substitution of altered output. For example, a
recent report described how diversion of funds
from dormant bank accounts was concealed by
sending altered statements to the dormant account
holders. The fraud was discovered when a delay
in processing prevented the embezzlers from
making the substitution.” This episode points tip
the situation where the fraud is revealed only by

" Dp Figures in Bank Loss of $128, 000," Computerworld, p. 1,
February 3, 1973.
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detailed output reports and so may be concealed
(for a time at least) by tampering with these
output reports. It seems likely that output which
is shipped from one dSte to another for
distribution, would be particularly subject to
substitutive tampering.

7.4.  Off-Site Security

The same technique is used to analyze security
a an off-site ADP facility as has been described
for an in-house ADP facility but with a variation
in emphasis as a result of variations in the loss
potential. For example, if we estimate that we
will operate 0.5% of the time at the back-up site,
delayed processing losses would likely be on the
order of 0.5% of their equivalent at the ADP
facility normally used. In other words, the less
likely we are to be operating at the back-up site,
the less significant its reliability isto us so that we
can place more emphasis on such factors as
availability,  process integrity,  technical
compatibility and convenience in evaluating it.

The emphasis for an off-site ADP facility
which is used regularly would be the same as for
an on-site facility, with the exception that one's
concern is obviously limited to one's own assets.
The ADP security planner can begin his security
analysis of the off-site ADP facility by reviewing
as much of the following documentation as is
available from the off-site ADP facility:

acopy of the latest risk analysis.

a copy of the contingency plan—when it
was last updated and the last time it was
tested.

a copy of the last security audit, its date,
and who performed it.

a copy of the security policy and
procedures.

a copy of al other ADP physical
security documentation.

On the basis of the available documentation,
an inspection and survey of the off-site ADP
facility, and his own estimate of his agency's loss
potential, the ADP security planner should be able



to draw one of the following conclusions about
the off-site facility:

1. The security program at the off-site ADP
facility is acceptable and no separate back-up
arrangements are required. Presumably, the using
agency will participate in and cooperate with the
security program at the off-site ADP facility.

2. Protection of using-agency data and other
materials is adequate, but reliability and
contingency planning are inadequate; i.e. the
exposure to processing delays is judged to be
unacceptable. If the using agency finds that it can
develop and maintain its own back-up plan, then
use of the off-site facility could be justified
despite the less-than-complete security program.
However, the cost of the independent back-up
plan  should be factored into the
price/performance evaluation of the off-site ADP
facility.

3. Security at the off-site ADP facility is
judged to be inadequate. In this case it may be
possible to arrange with the management of the
off-site ADP facility for either a general up-
grading of security, if that is what is needed, or
installation of specia measures for the using-
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agency, such as special handling of using-agency
data. However, when management is unwilling
or unable to upgrade security, the using agency
will have to look elsewhere for ADP services.
When the risk analysis has been completed
and an off-site ADP facility is selected for use,
the using agency must support its ADP security
program as described elsewhere in this handbook.
Specially, the following should be covered:

1. Security policy and procedures should be
documented.

2. Using agency personnel who have ADP

security responsibilities  should receive
appropriate  indoctrination,  training  and
supervision.

3. An ADP security audit program should be
established. The using agency may find that it
can place reliance on audits performed by the off-
site ADP facility for part, if not al, of its audit
needs.

8. Contingency Planning

8.0. Introduction

Each agency of the Federal government has an
assigned misson. Plans are prepared and
executed for the accomplishment of that mission.
These plans assume normal working conditions,
availability of the agency's resources and
personnel and a tranquil community atmosphere.
Even so, the ADP security planner recognizes that
despite careful use of preventive measures thereis
aways some likelihood that events will occur
which could prevent normal operations and
interfere  with accomplishing the agency's
mission. For this reason, he should include
contingency plans in the ADP security program.

Three different types of contingency plans are
required for an ADP facility:

Emergency response. There must be
procedures for response to emergencies such as
fire, flood, civil commotion, natural disasters,
bomb threats, etc., in order to protect lives, limit
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the damage to property and minimize the impact
on ADP operations.

Back-up operation. Back-up operation plans
are prepared in order to insure that essential tasks
(as identified by the risk analysis) can be
completed subsequent to disruption of the ADP
and continuing until the facility is sufficiently
restored.

Recovery. Recovery plans are made to permit
smooth, rapid restoration of the ADP facility
following physical destruction or major damage.

8.1. Preparation of Contingency Plans

Because good contingency planning is an
important contribution to stable ADP operations
and will require substantia effort, it is
recommended that a forma task force be
established with well defined goals and a budget
and schedule as a part of the security program
implementation described in  section 1.4.



Furthermore, it will be necessary to have the
participation of qualified people from other areas.
Figure 19 suggests how tasks might be set up and
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assigned. Of course, each ADP facility will want
to adapt to its own specia circumstances and
make full use of the resources available to it.

TASK FORCE MEMBERS
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Tasks section
1. Establish task force * * 81
2. Estimate recovery time * * * * 8.1
3. Failure mode analysis 8.1
ADP hardware * 4.0
Utility failures * * 3.0
Fire, flood, etc. * * * 2.0
4. Loss potential * * * * * 1.3
5. Emergency response plans |* * & * . 8.2
6. Selection of back-up modes| * . * * * * 83
7. Recovery plans * * * * . * 8.4

FieuRe 19. Organization and tasks for contingency planning.

The selection of modes of back-up operation
(Task 6) depends in part on two basic factors.
The time required to recover (Task 2) fixes the
maximum duration of back-up operation. The
loss potential associated with the individua ADP
tasks (Task 4) fixes the maximum duration of an
interruption to processing which will not cause a
ggnificant loss. If the disruptive event is
expected to last longer than this time, back-up
operations should be initiated.

The failure mode analysis (Task 3) enables the
ADP security planner to identify the events which
are likely to precipitate back-up operations.
Basically, the approach is to relate the threats
identified by the risk analysis to the three major
classes of effects: limited loss of capability,
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interruption to operations and major damage or

destruction. Tabulating the effects, as shown,
may be helpful:
Effect Typical Causes
Limited loss of ADP 1. Failureof key peripheral
capability. hardware unit (s).
2. Partia lossof air
conditioning, etc.
3. Communications
circuit(s) failure.
4. Failure of key programs,
files, preprinted forms.
5. Non-availability of key
personnel.
Interruption to ADP 1. Labor disputes,
operations, little or no demonstrations, civil
damage to facility. commotion.



2. Failure of electric power,
air conditioning.

3. Evacuation caused by
bomb threat, gas leak

4. Failure of mgjor ADP
hardware unit.

5. Computer room fire,
sabotage of ADP
hardware, localized
flooding.

6. Intrusion of smoke, dirt

or dust.

Major fire.

Earthquake, general

flood, tornado.

3. Bombing, explosion,
aircraft crash.

Major damage or destruction
of ADP facility and contents

N

The significance of each of the three effect
classes shown in the tabulation is as follows:

Limited loss of capability implies that only
some tasks will be affected. To evaluate the need
for back-up, the ADP security planner must relate
each cause to the affected ADP tasks. These tasks
will differ in time urgency and loss potential. For
example, consider the situation in which an
optical character reader (OCR) unit is used to
enter data from source documents. If the mean
time to repair were significantly shorter than the
cycle time of the task(s) using the OCR unit, one
would probably conclude that no back-up was
required, particularly if there was ample catch-up
time for al OCR jobs. On the other hand, if the
OCR unit operated three full shifts per day, the
need for an aternate data entry method would be
obvious.

Another example would be a partia air
conditioning failure. Assume that the computer
room has three identical air conditioning units, it
has been determined that the mean time to repair
is eight hours and the room temperature will
exceed dlowable limits in 30 minutes. If enough
ADP hardware and room lighting is turned off,
temperature can be stabilized at an acceptable
level. The ADP security planner should check the
list of tasks for which an eight hour delay will
cause losses to see if there is a subset of the
normal computer configuration having a heat load
which will alow these tasks to be completed.
Unless this is the case, an air conditioning failure
islikely to require back-up operation.

Interruptions to operations with little or no
damage implies that all ADP tasks will be
affected but that after the cause of the interruption
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is cleaned up normal operation can resume at the
facility. An examination of the list of typical
causes shows that the duration of the interruption
will depend either on the time to restore the
situation, as after a computer room fire, or on
external factors not under the control of the ADP
facility, as with civil disorder or power failure.

Major damage refers to situations where the
ADP facility is no longer tenable, back-up
operation is required, and repair or reconstitution
of the entire ADP facility is necessary to return to
normal. The ADP security planner should see
that back-up recovery plans are adequate to cope
with this extreme case.

In the case of magor damage or total
destruction, the decison to switch to back-up
operations will be obvious. In the case of limited
damage or interruption it may not be as clear what
to do. To make the decision wisdly, the ADP
manager will want to know what tasks are
affected, how long it is likely to take to return to
normal and who to call on for more information
and assistance in making repairs or otherwise
restoring the situation to norma. During his
analysis of such events, the ADP security planner
will have gathered much of the needed
information. With a little added effort, this
information can be documented to assist ADP
management in making its decison. The
documentation should include these elements for
each likely event:

factors which can be established in
advance to estimate the duration of the
interruption to normal operations.

persons or agencies who can provide
information to estimate duration of the
specific event more accurately.

persons or agencies who can be called
upon to restore the situation to normal.

Some examples follow of the way this
information might be assembled:

AIR CONDITIONING SYSTEM FAILURE

(1) Meantimeto repair:
Circulating pump—x hours
Chiller—y hours



(2) Repair time estimates:
Building Engineering—Mr. S. Smith,
Ext. 345

(3) Repair coordinator:
Building Engineering—Mr. J. Jones,
Ext. 567

ELECTRIC POWER FAILURE

(1) Mean timeto restore service:
Building service fault—x hours
Local service failure—y hours
Areawide failure—z hours

(2) Repair time estimates:
Building Engineering—Mr. S. Smith,
Ext. 345
Power Company Dispatcher—Telephone
—321-7654

(3) Repair Service:
Building Electrician—Mr. J. Jones,
Ext. 789
Power Company District Repair Office
—Telephone—567-6543

ADP HARDWARE FAILURE

(1) Meantimeto repair:
Central Processing Unit: x hours
Multiplexer Channel: y hours
Disk Storage Control: z hours

(2) Repair time estimates:
Vendor A Representative—Ext. 543
Vendor B Representative—EXxt. 789

(3) Repair coordinator:
ADP Operations Manager—
Mr. W. Brown, Ext. 555

These examples are merely intended to show
how the criteria might be organized. One might
include a brief discusson of the factors which
affect repair time, limitations on availability of
service personnel at night and on weekends and
alternate contacts. It is probably not necessary to
include information about events which are very
unlikely to cause critical delays.

8.2. Emer gency Response Planning
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The term emergency response planning is
used here to refer to steps taken immediately after
an emergency occurs to protect life and property
and to minimize the impact of the emergency.
The "Model Facility Self-Protection Plan [14] has
been designed for the general requirements of the
typica Federal building. The ADP security
planner should review his risk analysis to identify
emergency conditions which have particular
implications for ADP operations, such as
protection of equipment during a period of civil
commotion or loss control subsequent to a fire,
flood and the like. Where he finds such
situations, he should develop amendments to the
Facility Self-Protection Plan to meet the special
needs of the ADP facility.

He may aso want to consult "Management
Control of Fire Emergencies’ [31], which
suggests  useful  control  procedures and
"Emergency Rescue Training" [8], which contains
a resume of the Office of Civil Defense Rescue
Training program and includes a list of rescue
equipment.

Loss control can be particularly important to
the ADP facility. In a number of recent fires and
floods, the value of being prepared to limit
damage has been amply demonstrated. By
reviewing operations and the location of critical
equipment and records with Section Chiefs, the
ADP security planner can develop a list of
measures like these:

(1) Notify on-line users of the service
interruption.

(2) Terminate jobsin progress.

(3) Rewind and demount magnetic tapes;
remove disk packs; clear card readers.

(4) Power down ADP hardware and cover with
plastic sheeting or other waterproof covers.

(5) Put tapes, disks, card decks, run books and
source documentsin a safe place.

(6) Power down air conditioning equipment.

If evacuation of work areas is ordered or
likely, al personnel should be instructed to:

(1) Put working papers and the like in desks or
file cabinets and close them.

(2) Turn off equipment but leave room lights
on.

(3) Closedoors as areas are evacuated.



The loss control plan should define the steps to
be taken, assign responsibilities for general and
specific steps and provide any needed materials
and equipment in handy locations. In some cases
there will be ample time to take all measures, but
in extreme emergencies life safety will dictate
immediate evacuation. For this reason the loss
control plan should designate one or more
individuals in each ADP area who, in the event of
an emergency, shall determine what can be done
to protect equipment and records without
endangering life, and direct ADP staff members
accordingly.

In Chapter 2 measures are discussed to protect
the building against the effects of fire, flooding,
windstorm and smilar natural disasters. The
ADP security planner should review protective
plans with the building manager to assure himself
that any special requirements of the ADP facility
will be satisfied. At the same time, he should
brief the building manager of ADP plans to get
his advice and to insure good coordination. It
may also be possible to make use of building
management personnel to assist with ADP loss
control.

When emergency response planning has been
completed and approved, it should be documented
succinctly for easy execution, as in the example
for afire emergency shown below:

Fire Emergency Response

=

Report fire (list phone number).
2. Assesslife-safety hazard.

3. Evacuate facility if necessary.
4. Initiate loss control procedures.

8.3. Back-up Operations Planning

The risk analysis will have identified the
situations in which back-up operation will
probably be needed to avoid costly delays in
accomplishing the missions of user agencies. The
next step is to develop plans for back-up
operation which are economically, technically and
operationally sound. Details will depend on
circumstances at the ADP facility but some
general guidance can be helpful in considering the
alternatives.

Back-up operations may take place on-site
when there is only a partial loss of capability but
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may require one or more off-site locations when
there has been major damage or destruction. The
back-up procedures may replicate normal
operation or be quite different. Quite often ADP
management when considering back-up will find
that an exact replica of the on-site ADP system is
not available for back-up, or that the time
available per day is less than what is needed to
complete all assigned tasks. From this one might
conclude that back-up is impossible. On the
contrary, there are a number of things one can do
to make back-up resources available:

Postpone the less urgent tasks. The ADP
security planner should tabulate the ADP tasks in
descending order of urgency as identified by the
risk analysis. Having estimated the time to return
to norma following a disruptive event, ADP
management can quickly see which tasks can be
set aside. These include such things as program
development, long cycle (monthly, quarterly or
annual) processing and long range planning. As
long as adequate catch-up time will be available
after the return to normal, there should be a
number of tasks which can be safely postponed.

Substitute other procedures. If one can
accept increased cost or degraded service it may
be possible to use other procedures. For example,
one could use punched card input for a failed
OCR unit. If printer capability is lost, one could
carry print tapes to a back-up facility for off-line
printing. It might also be possible to substitute
batch processing for on-line processing
temporarily. In some cases where compatible
hardware is not available, it may be feasible to
maintain a second software package which is
functionally identical to the regular package but
technically compatible with the off-site ADP
hardware that is available for back-up use.

Modify tasksto reduce run time. To stretch
available back-up resources, it might be feasible
to eliminate or postpone portions of a task, such
as information-only reports or file updates which
are not time urgent. In some cases it might help
to double the cycle time for atask, e.g. run adaily
task every other day instead.

By considering all these possibilities for each
task, the ADP security planner will be able to
develop the specifications for the minimum back-
up requirements (ADP hardware, resources and
hours per day) necessary for adequate back-up.
These gspecifications can be used to evaluate



potential off-site facilities. Possible sites for
back-up operation include: other ADP facilities of
the agency, other Federa ADP facilities and
commercial service bureaus. In addition to intra-
agency contacts, the ADP security planner should
consult with the nearest ADP Sharing Exchange
to identify possible off-site facilitiess.  The
Government-wide ADP sharing program is
administered by the Office of Automated
Management Regulations of GSA [15].

To evauate aternate back-up modes and
dternate off-site facilities, the ADP security
planner should consider cost factors such as:

ADP hardware usage charges.
Transportation of personnel and needed
supplies and materials.

Maintenance of personnel at the off-site
location.

Transportation of input and output
between users and the off-site location.
Overtime pay for regular ADP staff
members and pay for temporary
personnel who may be needed.

He should also remember that some of the
regular ADP costs will be reduced during back-
up operation, e.g., €electric power, telephone
charges, hardware rentals.

As these factors come into focus—
identification of critical tasks, specific back-up
modes and usable off-site ADP facilities—the
outlines of the optimum back-up plan will begin
to emerge. In general it is wise to form several
back-up plans as follows: (1) a plan for back-up
operation which is not expected to extend much
beyond the cause of delay, which forces a shift to
back-up operation, viz., a minimum duration plan
which would probably include only the most time
urgent ADP tasks, (2) a plan for back-up
operation for as long as it takes to reconstruct the
ADP facility after total destruction, or the worse
case plan, (3) plans for one or more operating
periods between minimum duration and worst
case and (4) a plan for each mgjor partial failure
mode.

While the individual plans will be geared to
different objectives they can wusuadly be
constructed from a common set of modules. It is
often most effective to make a detailed plan for
total destruction since this is the most demanding
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Situation. Scaled down versions or individual
elements from this plan can then be used for the
less demanding situations.

Each back-up plan should cover these five
basic areas:

(1) Performance specifications. This is a
statement of the specific ways in which
performance of each task will depart from normal,
e.g., tasks postponed, changes in cycle times,
schedules, etc.

(2) User instructions. Back-up operation may
require that users submit input in different forms
or to different locations or may otherwise call for
altered procedures. These should be clearly
spelled out to avoid confusion and wasted motion.

(3) Technical requirements for each ADP task.
Back-up operation of an ADP task will require the
availability at the off-site ADP facility of the
following: current program and data files, input
data, data control and operating instruction
(which may differ from norma instruction),
preprinted forms, carriage control tapes, etc.
These requirements must be documented for each
task. Procedures also need to be established to
insure that the materials needed for back-up
operation are maintained off-site on a current
basis.

(4) Computer system specifications. One or
more off-site computer systems will have been
selected for back-up operation. The following
information should be recorded for each system:
administrative information about the terms for
and cost of back-up use, the location of the
system, the configuration and software operating
system, schedule of availability for back-up
operation, and the tentative schedule of ADP
tasks to be performed on the system.

(5) Administrative information. It is probable
that back-up operation will require special
personnel assignments and procedures, temporary
employment or reassignment of personnel, use of
special messengers and other departures from
normal. Details should be documented along with
guidance on obtaining required approvals.

It is quite likely that back-up requirements and
the vital records management program may
require retention of the same records. Therefore,



the two programs should be coordinated to avoid
duplication of effort.

When each of the back-up plans is completed,
it should include full documentation, one purpose
of which is to gain management approval. It may
well be that considerable duplication will exist
between individual plans, but it is recommended
that each plan be completely documented in order
to be sure that nothing has been overlooked. An
example of a possible format is given below:

I. Emergency Evaluation Criteria

Include here information which will help
ADP management to decide if back-up
operation is required, as described in section
8.1

I1. Back-Up Plan A-——Two Day Operation

A. Notification—include here functional
titles, location, telephone numbers and
information to be conveyed.

1. ADP Fecility Staff
2. Off-Site Location (s)

3. Supporting Agencies
Transportation, housing temporary
personnel, communications, efc.

4. User Representatives
B. Technical Plans

1. Summary description of tasks to be
performed, off-site facility, operating
schedule, tasks which will not be
performed, etc.

2. TaskA

a. Description of
particularly  departures
normal.

operation,
from

b. ADP hardware configuration and
daily run time requirements.

c. Progran  and data files,
preprinted forms and other
special materials, run books, etc.
required and the location(s) of
back-up copies.
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d. ADP staff assignments and
temporary personnel
requirements.

e. Specia instructions for users.

f. Procedures for return to normal
operations.

3. TaskB
.. etc.

In genera it will be effective to use a loose-
leaf format. Since not everyone will need all
material, it may be well to restrict each page to a
single topic. The page numbering system should
allow for easy insertion of additional materials.

8.4. Recovery Planning

The use of a back-up facility usually occasions
both extra expense and downgraded performance.
It is therefore worthwhile to give some thought to
recovery and to develop and maintain supporting
documents which will minimize the time required
for recovery. Furthermore, the ADP staff will be
hard pressed by back-up operations. If others can
handle recovery, the workload on the ADP staff
will be reduced during the emergency and the
process will undoubtedly be carried out more
effectively and economicaly. Recovery from
total destruction will require that these tasks be
completed:

Locate and obtain possession of enough
floor space to house the ADP facility with
a live load capacity as required by the
ADP hardware and suitably located with
respect to users and ADP staff spaces.

Perform  required modifications for
needed partitions, raised floor, eectric
power distribution, air conditioning,
communications, security, fire safety and
any other special requirements.

Procure and install ADP hardware.

Procure  needed  supplies, office
equipment and furniture, tape storage
racks, decollators, etc.



Verify that al needed hardware,
equipment and materials are on hand and
in good working order and then transfer
operations from the back-up site(s) to the
reconstituted ADP facility.

If the necessary documents have been
prepared in advance by the ADP steff, it should
be possible for al but the last task to be
completed by the agency's procurement division
with only minimum support from the ADP staff.
The following discussion suggests techniques for
planning and developing the needed
documentation and maintaining a rapid recovery
capability.

The first step is to develop sSite-selection
criteria. This need not be a magor effort. The
following information based on the characteristics
of the existing ADP facility should be tabulated:

A list of work areas by name, eg.,
computer room, tape library, input/output
control, specifying the minimum and
desired square feet, live load requirement,
desired proximity to other work areas,
number of persons assigned to the area,
major hardware and specia electrical or
air conditioning requirements.

General location requirements, eg.,
|ocation of users, convenient to ADP staff
residences, desired proximities (e.g.,
public transportation facilities,
communications switching centers or
other specia requirements) and desired
separations (e.g., avoidance of hazards
from fire, flooding) as described in these
Guidelines.

Procurement requirements (e.g.,
lease terms) which would apply.

cost,
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The site-selection criteria is then reviewed and
approved as appropriate. It is then used by the
agency's procurement divison or other
responsible authority to maintain a list of two or
three possible sites for reconstruction of the ADP
facility, and perhaps to maintain procurement
documents. Thus when disaster strikes,
immediate steps can be taken to obtain needed
space and modify it to accept the ADP facility.
Figure 20 shows a simplified PERT diagram of
such areconstruction effort.

The second step is to prepare draft
procurement documents for the ADP hardware.
As arule one would expect simply to replicate the
existing configuration(s) but there are two
possible exceptions. The first exception arises
when the hardware delivery time may be lengthy.
By consulting with the procurement division and
representatives of vendors, public utilities and the
like, the ADP security planner will be able to
estimate the time to complete each of the
activities shown in figure 20. If the estimate
shows that the critical path is ADP hardware
procurement, the ADP systems planners may
want to consder alternate configurations,
particularly if the estimated time to procure the
hardware is very long. Thiswill doubtless require
software modifications but may, in fact, be the
preferred aternative.  The other exception is
when a system configuration change (an upgrade
or new system) is anticipated aready. If it
appears that the time required for procurement of
the new configuration is about the same as for the
existing configuration, it may make more sense to
procure the new system rather than reconstruct
the existing configuration, only to switch to the
new configuration shortly thereafter.

The third step is to draft the procurement
documents for needed supplies and equipment.
Thiswill include such things as:



Procure

needed
floor
space

Install
electric power,
air conditioning,
etc.

Procure Procure

ADP supplies
hardware needed for

check out

——

Install ond Procure
check-out other needed

hardware and supplies

utilities

Transfer

operations
from

Back-up Site

FIGURE 20. Simplified PERT diagram of ADP facility reconstruction.

office furniture desks, chairs, tables, file

cabinets, etc.
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office machines: typewriters, dictating
adding machines, desk
calculators, time clocks, duplicators, etc.



special ADP supplies: magnetic tapes
and disk packs, a supply of forms and
punch cards, tape and disk pack storage
racks, card deck storage cabinets, tape
carts, decollating and bursting machines,
etc.

Note that enough preprinted forms for critical
tasks to last until a new supply can be procured
from the vendor should be kept in a location not
likely to be affected by a disaster in the ADP
facility. It is not likely that the time to procure
these items will constitute a critical path, but, if in
doubt, the ADP security planner should check
with potential sources.

The finad step is to confer with the
procurement division and other supporting
authorities about specific regulations and any
other requirements with which the ADP facility
will have to comply to initiate and complete the
reconstruction  effort. By tabulating these
regulations and the steps required to obtain
procurement authority, it may be possible to
identify the most time consuming steps and find
ways to minimize the time required. At the same
time responsibility for each reconstruction task
can be assigned provisionaly.

(1) Identify the critica path in the
reconstruction effort and if it is
unacceptably long, look for ways to
reduce it.

(2) Identify the tasks which must be
performed and the responsible agencies.
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(3) Provide each agency with the information
to proceed with its task with a minimum of
help from the ADP dtaff during the
emergency period.

8.5.  Testing Contingency Plans

Since emergencies do not occur often, it will
be difficult to assure adegquacy and proficiency of
personnel and plans without regular training and
testing. Therefore, it is important to plan and
budget for both. One can test for the availability
of needed back-up files by attempting to repeat a
particular task using on-site hardware but drawing
everything else from the off-site location.
Experience has demonstrated the value of such
tests in validating back-up provisions; it is not
uncommon to discover gross deficiencies despite
the most careful planning. One should verify
compatibility with the off-site facility regularly by
running one or more actua tasks. A number of
ADP facilities conduct such tests as a part of an
overall audit.

Similar tests of procedures for fire fighting,
loss control, evacuation, bomb threat and other
emergencies will give assurance that plans are
adequate and workable and will at the same time
provide an opportunity for training of ADP
personnel. Each test should have a specific
objective. A team should be assembled to prepare
a scenario for the test, to control and observe the
test, and to evaluate the results. This evauation
will provide guidance for modifications to
emergency plans and for additiona training. The
important point is to be sure that the emergency
plans have substance and do, in fact, contribute to
the security of the ADP facility.

9. Security Awar eness and Communications

9.0. Introduction

Throughout this handbook, many security
measures have been presented, but without the
dedication of the ADP staff and users in making
them work, the effectiveness of a security
program will be greatly diminished and some
measures may not work at al. People will be
more prone to feel dedicated to the security

program if they understand why there is a need
for a program, what their involvement will be
and, particularly, what their part is.

In order to bring about an early awareness of
the importance of the ADP security program, one
should begin communicating information
concerning the security program from its
inception by announcing the appointment of the
ADP security planner and a the same time



encouraging all personnel concerned to forward
their thoughts and ideas about ADP security to the
planner.

As physica  security measures are
implemented, the general environment in the
ADP facility will change. For example, access to
the computer room may be curtailed. It is likely
that most people will not be permitted to enter the
computer room without an escort. This new
security environment can have a negative
psychological impact on personnel. They may
feel their ability to perform their function has
been limited or that their honesty and integrity has
been questioned. A well developed ADP security
communications program will require the support
and participation of people from many
organizations outside the ADP facility. Fire
fighting, auditing, security, personnel, building
engineering, procurement and others should
participate directly. User representatives will be
called upon to supply the ADP security planner
with information needed to determine the loss
potential due to theft of information, indirect theft
of assets and delayed processing as it relates to
the user's files and mission.

The objectives of the security program should
be communicated to all these people as well as to
the ADP staff. In particular, protection against
injury or death and avoidance of episodes leading
to false blame, loss of professional reputation or
loss of jobs should be stressed.

9.1.  Senior Management

Active involvement and participation by senior
management, particularly in the chain of
command above the ADP facility, is vital to
developing an effective and efficient security
program. Without senior management's active
participation, it is doubtful that the security
program will be able to reach its fullest potential.
Ideally senior management's participation will
involve:

Instituting the ADP security program.

Reviewing and approving al ADP
security policy statements.
Reviewing and approving the risk

analysis and security plans.
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Determining who is responsible for
documentation of the security program.

Assisting in aobtaining cooperation from
those departments whose support is
needed in the ADP security program, i.e.,
plant protection, fire safety.

Assisting in motivating the user
departments to define their data security
needs.

Budgeting the necessary funds for the
ADP security program.

Evaluating the results obtained and the
performance of middle management.

Setting a personal example of willing
compliance with security rules.

9.2.  Communicating the Security Program

Because of the importance of communicating
the security program, a special ADP security
communications plan might be developed
utilizing the tools of modern communications. In
developing the ADP security communications
plan, the following should be considered.

9.21. Target Audiencefor the ADP Security Plan

All members of the ADP facility staff should
be exposed regularly to the ADP security
program. All members of organizations externa
to the ADP facility should receive information
about the program as it may affect them.

9.2.2. Content of Communication Plan

The information presented to the ADP facility
personnel should point out why it is their
responsibility to protect the assets which they
have under their jurisdiction and state the rules
and regulations which must be followed by ADP
personnel. In order for ADP personnel to better
understand the security program, and, even
possibly, to identify new threats or weaknesses in
the existing security measures, the types of threats
should be explained.

Users and personnel who support the operation
of the ADP facility should be made aware of the



impact a computer disaster would have upon the
ability of the agency to perform its mission. It
should be pointed out that if the ADP facility
were damaged or destroyed, ADP tasks could not
be run on time or, worse yet, vital records could
be lost. In order to help user representatives to
understand more clearly the information they
must supply to help the ADP security planner in
making the risk anaysis, the impact of events
such as those listed in section 1.2 should be
explained to them.

9.2.3. Method of Communication

Any one or more of the following can be used
to communicate the security program:

Job Descriptions. All ADP job descriptions
should include a clear explanation of
responsibility with regard to ADP security.

Employee Orientation. All new employees
should receive an ADP security orientation
lecture, either separately or as a part of the
existing new employee orientation. Consideration
should be given to using a form that the employee
signs, stating that the employee has received the
ADP security orientation and understands his
specific responsibilities and the importance of
ADP security to the agency. Likewise, when an
employee terminates, he might be requested to
sign a form stating that he will not communicate
sensitive information as its relates to the secure
operation of the ADP facility.

If the ADP facility is large and has many new
employees, it may be worthwhile to prepare a
booklet which describes the security program in
general terms. It might include brief descriptions
of critical area access controls, emergency
procedures, the property pass system,
identification cards, door key issue and other
topics of general interest. If the agency already
has an employee indoctrination booklet, a section
on security might be added to it.

It will be appropriate to have refresher
briefings on changes in the ADP security
programs for all employees or at least for those in
critical positions. These briefings can also be
used to communicate the results of tests, drills
and audits, and it should be remembered that it is
just as important to report favorable results asiit is
to describe shortcomings.
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Bulletin Board. A special security bulletin
board might be installed within the ADP facility
on which new security regulations are posted for
ADP personnel to read and initial.

Posters. Posters are not an effective means of
communicating detailed information because
people have a tendency to glance at them rather
than read them. But posters can reach a large
audience quickly with a smple message. A
number of posters on ADP security are available
from the Superintendent of Documents, U.S.
Government Printing Office.

News Media. If there is an employee
newspaper or magazine, articles on ADP security
could be published in it periodically. Pertinent
articles that appear in the technica or popular
press can be routed to members of the ADP staff
and appropriate users.

How-to-do-it Instructions. As discussed in
various other portions of this handbook,
instructions should be developed for using the
ADP security plan. Each individual with an
assigned responsibility for security should have
clear written instructions; in most cases these can
be extracted from the security documentation
described in section 1.4. For example, the
members of the ADP fire brigade (see. 2.1.4)
should have instructions for the actions they will
take when afireis detected.

Training. Various training tools such as films
and audio cassettes, round table discussions,
lectures, programmed instruction and seminars
can be used for security training. A film on ADP
fires is available from the National Audio-visual
Center, GSA: "Fire Loss Management, Part 11:
Computer Installations.” User groups should be
oriented to the importance of ADP security, the
impact that ADP security has on them and the
reason why it is important that they communicate
their specific requirements of the ADP security
planner. Lectures and round table discussions can
also be quite effective training methods since they
permit face-to-face discussons and upward
communication of ideas.

9.3 Summary

While it may not be easy for the ADP planner
to evauate the effectiveness and efficiency of the
ADP security communications plan, the cost is
modest compared with other ADP security



measures. At the minimum, a communications
plan is required comprising new employee
orientation and a training program for ADP
employees and users groups.

When developing the ADP security program,
it must be remembered that success depends on

10.

10.0 Introduction

The previous chapters have proposed a
methodology for the development of an ADP
physical security program. The final element
needed to complete the program is the review or
audit process. The report of the NBSACM
Workshop on Controlled Accessihility [47] defined
audit as

“An independent and objective examination of
the information system and its use (including
organizational components):

a. Into the adequacy of controls, levels of risks,
exposures, and compliance with standards

and procedures.

b. To determine the adequacy and effectiveness
of system controls versus dishonest.
inefficiency, and security vulnerabilities.”

The Words “independent” and “objective’ are key
to the definition. They imply that audit
complements normal management inspections,
visibility, and reporting systems, and that it is
neither a part of, nor a subdtitute for, line
management.

What can an audit be expected to accomplish?
First, it evauates security controls for the ADP
facility.  Second, it provides management an
opportunity to improve and update its security
program. Third, it provides the impetus to keep
employees and management from becoming
complacent. Last, if done effectively, it will tend
to uncover areas of vulnerability. Risks change
and new threats arise as systems mature.

Major factors to consider in determining the
frequency of internal audits include the frequency
of external audits, the rate of change of the ADP
system, the amount and adequacy of controls, the
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loyal and dedicated employees who comply
readily with the requirements of the ADP security
program. This cooperation can only be obtained
if the ams and importance of the ADP security
program are clearly communicated to each of
them.

Internal Audit of Physical Security

threats that face the installation, and the results of
previous audits. It is generally accepted that audit
activity should be a matter for the highest
management level which has jurisdiction over the
ADP facility.

10.1. Audit Preparation

One of the main principles in audit team
selection is that members should not be responsible
for ADP operations. This means that the audit
should be conducted by some department or
agency outside of the span of control of the ADP
manager. Team members should have some
knowledge of data processing and, if possible,
basic auditing principles. A programming or ADP
operations background is desirable but not
essential.  An experienced user of ADP services
might have the necessary qualifications. The role
of the team is not to develop security controls, but
to evaluate established controls and procedures.
Nor should it be responsible for the enforcement of
control procedures, which is clearly an ADP
management responsibility.

The character of each of the audit team
members is extremely important.  Judgment,
objectivity, ability, and a probing nature will all
affect the success of the audit. The leader of the
audit team must be able to organize the efforts,
prepare a good written report and communicate
findings effectively. If he is not technicaly
oriented, he should be assisted by someone whose
technical judgment and knowledge of ADP can be
relied upon.

The size of the team depends upon the size of
the installation and the scope of the audit. A large
installation should consider including specialists
from the following areas on the audit team:



Internal audit. The knowledge and
discipline to conduct an audit can be
provided through internal audit specialists.
Attributes of inquisitiveness, a probing
nature, and attention to detail are typica
characteristics of the professional auditor.
Even though the auditing profession
generally is not trained in data processing
technology, it should not be difficult to
find an auditor with some data processing
knowledge.

Security. Each audit team should have
some security expertise. A security officer
is a welcome addition to an audit team.
His role is discussed more fully in section
5.1

Data processing. Technical expertise in
data processing is required. Both
programming knowledge and operations
experience will be helpful. Perhaps the
data processing internal security officer
has these skills; if so, he should be the
prime candidate for the team. Using
someone from the ADP facility being
evaluated need not significantly affect the
objectivity of the audit process.

Users. Users have the most to gain from
an effective audit because of their
dependence on the ADP facility, yet too
often they have little or no interest in ADP
controls or security measures. To
encourage participation in the ADP
Security program, one or more users who
are concerned about sensitive data being
compromised, disclosed, or destroyed
should be encouraged to join the audit
team.

Building management and engineering.
Many of the physical security controls to
be audited—fire prevention and detection,
air conditioning, electric power, access
controls, and disaster prevention—relate to
building management and engineering.

Outside  specialists. Independent,
experienced viewpoints provided by
outside consultants can be very helpful.
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The composition of the team can be flexible.
One of the prime requirements is that it consist of
people who are objective. If only one ADP facility
is to be audited, the members of the team could be
assigned for the term of the audit and then returned
to their norma jobs. If there are many ADP
facilities under the jurisdiction of the agency, it
might be advisable to establish a permanent audit
team to review all installations on arecurring basis.
In any event, the composition of the team should
be changed periodically in order to bring in fresh
viewpoints and new and different audit techniques.

10.2. TheAudit Plan

In order to conduct an internal audit of security
properly, a comprehensive audit plan must be
developed. It should be action-oriented, listing
actions to be performed. It must be tailored to the
particular installation. This implies that quite a bit
of work will be required in its development.

The first step is to examine the security policy
for the ADP facility. This policy may apply to an
entire agency, department, or asingle ADP facility.
In any case, it should be reviewed and pertinent
security  objectives extracted for subsequent
investigation. The next step is to review the risk
analysis plan, identifying those vulnerabilities that
are significant for the particular installation. Third,
the ADP Facility Security Manual, the Operations
Manual and other such documents should be
reviewed in order to determine what the specified
security operating procedures are. And last, the
ADP facility organization chat and job
descriptions should be examined to identify
positions with specific security or internal control
responsibilities.  This background material will
form the basis for the development of the audit
plan. There are a number of general questions that
should be considered when formulating the audit
program:

What are the critical issues with regard to
security? Does the ADP facility process
classified or otherwise sensitive data?
Does the processing duplicate that of other
data centers, thereby providing some sort
of back-up or contingency capability, or is
it a stand-alone activity processing unigue
applications?  What are the critica
applications?  What are the critical



applications in terms of the audit

emphasis?

What measures are least tested in day-to-
day operations? For example, if the
computer fails every day at 4:15 because
of power switchovers, the immediate back-
up and recovery requirements are likely to
be well formulated and tested. However,
the complete disaster recovery plan
probably will not have been tested, unless
there is a specific policy to do so. Thisisa
key point. Security measures of this type
are often inadequately exercised.

What audit activities will produce the
maximum results for least effort? A test of
fire detection sensors under surprise
conditions will test not only the response

89

FIPS PUB 31

to aarms but aso the reaction of the fire
brigade and the effectiveness of evacuation
plans. Similarly, an attempt to get an
intruder into the computer center can test
not only the access control mechanisms but
aso the aertness of employees and
security of a particular area In
interviewing personnel, questions should
be designed to elicit comprehensive
answers. For example, the question "How
would you run an unauthorized job?' is
likely to elicit more information than "Are
job authorization controls effective?' The
most likely answer to the second question
isasimple and uninformative "Yes."

What are the security priorities? Because
of particular policy, a request for an
investigation, or an incident of loss,
interruption or compromise, the testing of
a particular security measure probably
should receive more emphasis than another
equally important but non-current topic.
One must, however, avoid irrational
concentration on any one aspect of the
program. Management over-emphasis as a
result of a recent security breach should be
tempered with a rational approach toward
investigating al aspects of computer
Ssecurity.

Another step in the process of developing an
audit plan is the review of previous audit reports.
Many times these will identify weaknesses or
concerns which should have been corrected, and so
should be an item of special attention in the current
audit.

Especialy in the initial audit effort, one may
also want to look over programs developed by
other agencies if they are available, or consult
publications on the subject such as the SAFE
Security Audit and Field Evaluation [18] and
AMR's Guide to Computer and Software Security
[3]. Portions of a sample audit program adapted
from the latter are  shown  below:
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Physical Facilities

A. Fire Exposure

1.

10.

11.

12.

13.

14.

15.

16.

Determine that the computer is housed in
a building which is fire resistant or
noncombustible.

Determine that the computer room is
separated from adjacent areas by non-
combustible fire resistant partitions, walls,
floors and doors and is isolated from
hazardous occupancies.

Determine that raised floors and hung
ceilings, including support hardware, are
noncombustible.

Determine that floor coverings, furniture
and window coverings ae non-
combustible.

Observe that paper and other supplies are
stored outside the computer area.

Observe that flammable or otherwise
dangerous activities are prohibited from
the computer room and adjacent aress.
Observe that smoking is restricted in the
computer area (input/output  room,
computer room and tape library).

Review training in fire fighting techniques
and the assigning of individua
responsibilitiesin case of fire.

Determine the adequacy and readiness of
the automatic fire extinguishing systems.
Observe that portable fire extinguishers
are placed strategically around the area
with location markers clearly visible.
Determine that emergency power shut-
down controls are easily accessible at
points of exit.

Determine effect of emergency power
shutdown.

Determine if a shut-down checklist is
used.
Determine
detectors.
Determine effect of activation of the
smoke detection equipment. Determine
that smoke detection equipment is tested
on aregular basis.
Review the fire drill
procedures.

the location of smoke

schedule and
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17.

18.

19.
20.

21.

22.

23.

Determine that an adequate supply of fire
fighting water is available.

Review fire alarm system. Determine
where the alarm is sounded.

Determine how the fire alarm is activated.
Determine the rating given to the local fire
fighting force by the American Insurance
Association's  Standard Fire Defense
Rating Schedule and review the effect of
thisrating on fire protection policies.
Inspect the supply of flammable materials
used in computer maintenance. It should
be in small quantities stored in approved
containers.

Review procedure allowing emergency
crews to gain access to the instalation
without delay.

Determine that a floor pane lifter is
available.

B. Water Damage Exposure

1

2.

Observe location of the computers. Are
they below grade?

Inspect for overhead steam or water pipes.
These should be for the sprinkler system
only.

Determine if there is in adequate drainage
system in the computer area, adjacent
areas, and the floor above.

Determine if the ceiling has any holes or
punctures through which water could leak.
Inspect electrical junction boxes under the
raised flooring. They should be held off
the dlab to prevent water damage.
Determine if exterior windows and doors
are watertight.

Determine what protection is available
against accumulated rainwater or leaks in
roofing cooling towers.

C. Air Conditioning

1

2.

Examine the air conditioning system for
the computer area.

Determine if the duct linings and filters
are noncombustible. Verify provision of
fire dampers at fire rate partitions.



7.

Observe the location of the compressor. It
should be remote from the computer
room.

Review the adequacy of the protection for
the cooling tower.

Discuss the air conditioning back-up
capability.

Examine the air intakes. They should be
covered with protective screening, located
above street level, and located so as to
prevent intake of pollutants or other
debris.

Examine methods for smoke removal.

D. Electricity

1.

Review the monitoring of line voltage. Is
a recording volt-meter used which will
display transients?

Determine if uninterruptible and alternate
power sources have been investigated.
Review emergency lighting system and
determine source of power and how it is
activated.

Determine if maintenance of electric
power equipment is adequate.

E. Natural Disaster Exposure

1.

2.

Determine if measures taken to protect
againgt natural disasters are adequate.
Determine if the building and equipment
is properly grounded for lightning
protection.

F. Access Control

1.

2.

Determine if exposure to vandalism has
been evaluated.

Discuss history of vandalism a the
installation.

Determine what access controls have been
placed on building entrances. (24 hour
and weekends.)

Discuss the round-the-clock watchman
service for the computer area.

Review photo badge system used for
positive identification of employees.
Determine which individuals are allowed
to enter each of the vital areas of the data
center.
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Observe and test requirement to wear
badges in the computer area.

Review the use of keys, cipher locks,
badge readers, or other security devices
controlling access.

Test the procedures used to challenge
improperly identified visitors.

Review procedures for controlling visitors
and tours of the computer area. Test the
procedure.

Determine procedure used to prevent an
individual from gaining access during off-
shift hours without the presence of a
security guard or another employee. Test
the system.

Discuss agency policy concerning
publicity of computer room location.

If access is via an electricaly controlled
system, determine if it can be operated by
standby battery power or overridden by an
accessible key.

G. Housekeeping

1.

Determine method used to prevent
accumulation of trash in the computer
area.

Review schedule for cleaning equipment
covers and work surfaces.

Determine who is responsible for washing
floors. Review the schedule with them.
Review procedure for cleaning under
raised floors. Examine the area.
Determine where wastebaskets are
dumped. To reduce dust discharge, this
should be done outside the computer area.
Examining carpeting and floor wax; they
should be anti-static.

Discuss policy on eating in the computer
room.

Determine whether or not low fire hazard
waste containers are used. Observe for
proper use.

Discuss smoking in the computer room.
Determine by observation that the
maintenance areas are kept clean and
orderly.

H. Other Facilities Considerations
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Determine that personnel know how to
handle telephoned bomb threats.

Review and evaluate liaison program with
local law  enforcement  agencies.

Organization and Personnel

1. Determine that security and operations
personnel have been briefed on how to
react to civil disturbances.

A. Organization

1. Review organization chart and related job
responsibilities.

2. Determine that critical functions are
separated.

3. Discuss  computer  security  with
department management.

4. Determine who is responsible for
managing computer security activities.

5. Review policy for computer security.

6. Evaluate the relationship  between

computer center and in-house service

departments, local agencies, or outside
consultants in each of the following areas:

a. Plant engineering and facilities,

construction, electrical ar
conditioning and site preparation.

b. Pant or building security (fire

protection, watchman, courier
Services, and government
requirements).

c. Vital records management.

d. Lega staff.

e. Personnd.

f. Auditor (system design, policy and

procedures).
B. Personnel

1. Determine policy on  performing
background checks of new employees for
sensitive positions.

2. Determine policy on  rechecking
employees periodicaly.

3. Review crosstraining of employees.
Determine whether all jobs have adequate
back-up.

4. Discuss the problems of disgruntled
employees. Determine how management
is informed and what procedures are
followed.

5. Review and evaluate policies for
containment or immediate dismissal of
employees who may constitute a threat to
the installation.

6. Determine that the department has a

continuing personnel education program
in computer security.

Back-Up and Recovery

A. Dataand Program Back-Up

1.

2.

Determine where critica duplicate files
are stored.

Review procedures for identifying critical
files and their retention periods.

Review the current inventory of critical
files.

Determine that programs are stored in low
fire hazard containers.

Test the ease and accuracy of the file
back-up system by performing a dry run.
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Determine if the department holds a dry
run periodically.

Determine how back-up files are created.
Review write-ups of back-up and recovery
procedures.

B. Back-Up Facilities

1.

Review plans for a back-up computer.
Determine where the ingtalation is
located, contractual agreements in effect,
periodic testing, and working
relationships.



Evaluate implementation plan for back-up
installation. This plan should be reviewed
and tested periodically.

Determine that spare parts are available
locally.

Evaluate physical security of data files
and other sensitive material stored at the
back-up facility.

Evaluate provisons for security during
emergency operation a the back-up
facility.

C. Written Contingency Plan

FIPS PUB 31

1. Evaluate written plan determining that all
significant items are covered.

2. Determine who is responsible for each
functional area covered by the plan.

3. Review and evauate the detailed
notification procedure for implementation
of the plan.

4. Review criteria for determining extent of
disruption.

5. Determine responsibility for retaining
source documents and data files for each
application.

6. Review contingency training programs for
EDP personnel.

Magnetic Tapes and Disks

A. Accountability

1.

Determine that the tape and disk
accountability procedures cover frequency
of use and authorized uses.

Determine authorization procedures for
removing tapes or disks from the vault
and/or computer center.

Determine how the location of individual
tapes or disks is accounted for.

B. Housekeeping and Storage

1.

2.

Review and evaluate the filing systems for
magnetic tapes and disks.

Review the schedule for cleaning tapes
and disks.

Observe that tapes are kept in their
containers except when used.

Determine how often tape containers are
cleaned.

Determine how often tape heads are
cleaned.

Review policy for periodic sample testing
of tapes for dropouts.
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Determine that frayed leader is removed

and discarded regularly.

9. Determine that storage vaults are designed
to adequately protect tapes and disk
packs.

10. Determine whether magnet detectors are
or should be used.

11. Determine whether adequate protection of
in-transit tapes and disks is provided.

12. Review the tape and disk rehabilitation or

re-certification program including back-up

media.

An action oriented audit plan will comprise
visual inspections, as well as examination of
records and emergency response tests. If it is an
initial audit, it will also include interviews with
persons concerned. A chart or matrix of security
involvements will help to identify the appropriate
individuals to be interviewed. Figure 21 shows a
simplified version for two security areas. Only a
rough audit plan should be prepared before these
interviews, as they should contribute substantially
to the final plan.
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Building Management x X X X X

Back-Up and Recovery

ADP Security Planner x X

Users b4 x

ADP Management x X

Operations

Applications Programming

FI16URE 21. Security responsibilities.

10.3 Conducting the Audit

There are advantages to be gained from using
both scheduled and surprise audits. A scheduled
audit should meet the general policy requirements
of the particular installation and most probably
would occur no less than yearly. This could be a
major audit conducted by an outside agency, an
internal audit (following the guidelines above), or
a spot check audit to review speciaized items of
interest, perhaps as a result of previous audit
reports of findings. The distinguishing
characteristic is that it is scheduled in advance,
with a resultant flurry of preparation by the data
centers. It will motivate cleaning up loose ends
but will limit what can really be learned from the
audit. A surprise audit, on the other hand, is
designed to test on a no-notice basis certain
elements of security and control. It can be
accomplished by the agency or an externa audit
team, and it can be used to test those € ements
best reviewed on a surprise basis, such as fire
response, access control, and personne
complacency.
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In conducting an audit, the first step will
normally be to interview ADP personnel,
although this would not be the case if any surprise
tests are required. Generdly, the first walk-
through would include interviews with the data
processing manager and appropriate personnel.
Searching, rather than leading, questions should
be the rule, and the best approach is to allow the
interviewee to talk as freely as possible. Ask
guestions to put the interviewee in the position of
probing for his answer. For example, "What is
your biggest access control problem?' not "Do
your people wear badges?" Ask how be would
accomplish illegal entry or sabotage. Don't
hesitate to ask the same questions of more than
one person. It is interesting how varied the
responses can be. The conduct of the interviewer
is important. He should strive to be open in
dealing with interviewees and should avoid
allusons to private information and obscure
references to other people or events or in any
other way cultivating an air of mystery or
superiority. It goes without saying that the use of
good human relations techniques is essentia to a
successful interview. Nothing can be gained by a



belligerent interviewer who antagonizes his
subject. The interviewer's conduct should be firm
and inquisitive but aso calm, sincere and open.
Any answer which appears evasive or defensive
should be probed in some detail.

The taking of notes is a matter of individual
preference. Some individuals take very adequate
notes at listening speed. Others must devote all
their attention to listening. If note taking is a
problem, the interview could be conducted by
two-man teams. Another alternative is to use a
portable tape recorder, making certain that the
subject knows in advance that the interview is
being taped. If none of the above is possible, the
interviewer should attempt to listen and absorb as
much as possible, then record notes and
impressions directly after the conclusion of the
interview.

The evaluation tests can be scheduled or come
asasurprise. Most security audits should include
a testing of the emergency, fire, evacuation, and
disaster recovery activities. Access controls
should also be tested on a no-notice basis. Tests
are best scheduled or conducted early in the audit
rather than after everyone is aderted to the
presence of the audit team. It is possible to test
the adequacy of programmed controls and data
authorization by submitting jobs that attempt to
bypass these controls. Care must be taken not to
destroy live data. However, if ADP management
believes that error detection and correction
controls realy work, then there should be no
objection to the introduction of deliberate errors
to test these controls.

The audit team should convene periodically,
preferably at the end of each day's activity, to
review progress and to compare notes. Areas of
weakness or concern should be highlighted, and
additional tests or interviews scheduled to
investigate further any particular areas of concern.
Copies of the audit working paper should be
classified, numbered, dated and organized for
ease of understanding, review, and comparison.

At the completion of the audit, a written report
should be prepared immediately while
impressions are still fresh. As a rule the audit
report should include: (1) executive summary, (2)
adescription of the audit—dates, locations, scope,
objectives, etc., (3) a detalled report of
observations made, (4) conclusions drawn from
the observations, and (5) recommendations for
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corrective actions as appropriate. The degree of
cooperation received should be noted and
favorable conclusions should be given the same
prominence as deficiencies. Tables, charts, and
matrices of results, satistica tests and
conclusions may be very helpful. In the planning
phase, agreement should be reached as to how the
final report is to be distributed to the ADP facility
and agency management.
10.4. Follow-Up

An audit is of little use unlessit is the basis for
improvement, correction, and management
follow-up. The responsibility for implementation
of such activity would normally reside with the
ADP facility manager. He must in turn assign
responsibilities for corrective action. The best
approach is to summarize each major deficiency
on a control sheet outlining requirements,
problem definition, responsibility, action taken or
required, and follow-up action. In addition an
indication should be made of the date that action
should be completed, or if it isto continue. Some
of the corrective action may require additional
funds and this should be noted.

Corrective action, follow-up, and disposition
of the deficiencies should follow a recurring
reporting cycle to agency management. Quarterly
reports are recommended for any audit control
items still open.

The final step is a frank and honest evaluation
of the audit itself by ADP facility management
and the audit team. A group discussion should be
held with the express purpose of improving future
audit procedures and process. The audit plan may
be amended as needed or the team composition
may need to be changed. The emphasis of the
audit should always be positive—one of helping
ADP management to improve the security and
control of the ADP facility.
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Appendix A. Glossary

Access control
Procedures, physical barriers and security personnel
provided to limit access to sensitive areas.
ADP security planner
An individual with responsibility for analysis and
planning of security for an ADP facility.
Annunciator
An audible or visible indicator of an alarm.
Back-up

Alternate means to permit performance of the

assigned mission despite magor damage or

destruction of an ADP facility.
Contingency plans

Plans for emergency response, back-up operations

and post-disaster recovery maintained by an ADP

facility as a part of its security program.
Emanation

Electromagnetic or acoustic energy radiation and

conduction from computer hardware (which may

permit unintended acquisition of data streams).

Fire area
All of that portion of abuilding contained within fire
barriers.

Fire classes

A classification of fires based on the nature of the

combustibles, relating directly to the efficacy of

extinguishing agents:

Class A—Fires involving ordinary combustible
solids (wood, cloth, paper, rubber and many
plastics).

Class B—Fires involving flammable or combustible
liquids and flammabl e gases.

Class C—Fires involving energized electrical
equi pment.

Class D—Fires involving certain combustible
materials such as magnesium and sodium.

Fire-rated

A designation given to any building component

indicating that it has been designed and tested to

resist the effects of a fire of given intensity for a

specified period of time.
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Fire safety
Procedures, practices and devices intended to
provide protection of life and property against fire.

Flame spread rate
The rate at which flame travels over the surface of
combustible materials. Ratings are compared with
red oak which is assigned arate of 100.

Fuel loading
A representation of potential fire severity expressed
in BTUs or in pounds of combustibles per square
foot of floor area. The total heat release potential for
all materials is equated to a number of pounds of
wood, where wood is considered to have hest release
potential of 8,000 BTUs per pound.

Intrusion detector
A device designed to detect an individual crossing a
line or entering an area.

L oss potential
The dollar loss which could result from physical
destruction of assets, loss or theft of data, fraud or
delayed processing at an ADP facility.

Proximity detector
A device which initiates a signa (alarm) when a
person or object comes near (the protected object).

Seismic detector
A device which senses vibration or motion and
thereby senses a physical attack upon an object or
structure.

Risk analysis
An analysis of threats and loss potential for an ADP
facility leading to an estimate of annual loss and
selection of remedial measures.

Threat analysis
An anaysis of the probability of occurrences and
consequences of damaging events to an ADP
facility.

Vibration detector
Seismic detector.

Zone
A division of an area protected by an alarm system.
A zone can have multiple sensors or detectors but
usually has only a single annunciator.
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Appendix C
Sample Table of Contents of a Programming Procedures M anual
CONTENTS
PREFACE
TABLE OF CONTENTS

GENERAL INFORMATION

201

202

Objectives of Procedures Manual

201-1 Introduction and Scope
201-2 Distribution and Control of Procedures Manual
201-3 Organization of Procedures Manua

The Procedures Program

202-1 Role of Procedures

202-2 Procedures Board: Function and Membership

202-3 Procedures Review Board: Function and Membership
202-4 Ad Hoe Committee

202-5 Procedures Documentation

202-6 Procedures Classification

PUBLISHED PROCEDURES

ADMINISTRATION OF PROCEDURES

401
402
403
404

405

406

407

Request for New or Revised Data Processing Applications
Estimating Job Costs

Project Control Number Assignment

Interface Responsibilities: User

404-1 Liaison and Inquiry

Interface Responsibilities: Operations

405-1 Liaison and Inquiry
405-2 Job Submission

Interface Responsibilities: Analyst

406-1 Liaison and Inquiry
406-2 Job Submission

Interface Responsibilities: Internal Services

407-1 Keypunch
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500

600

408

Training Responsibilities

DOCUMENTATION PROCEDURES

501
502

503

504

505

506

Program Issuance Control (PIC) Function
Problem Reporting

502-1 Program Problems
502-2 System Problems

Procedures and Systems Manual Forms Completion

503-0 Job Stream Flows

503-1 Job Stream Documentation
503-2 Job Documentation

503-3 Messages and Codes
503-4 Punched Output Card
503-5 Tape or Disk Data Set
503-6 Form/Report

503-7 Carriage Tapes

503-8 Record Format

Modules

504-1 Module Naming Conventions
504-2 Module Folders

Programs

505-1 Program Naming Conventions
505-2 Program Folders

Sample Forms

JOB CONTROL LANGUAGE (JCL) PROCEDURES

601
602
603
604
605
606

607

Introduction

JCL Coding Responsibility
Job Card

Execute Card

Data Definition Card

Job Delimiter Cards

606-1 Color Codes
606-2 Deck ldentification
606-3 Columns 1 and 2 Identification

JCL Conventions
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700

800

900

608  Operating System

609  Magor Subsystems

610  System Input Considerations

611  System Output Considerations

612  Job Accounting
612-1 Job Card Accounting Parameter
612-2 Usage of Account Number
612-3 User Billing Practices

613  Default Options

SOFTWARE PROCEDURES

701  Programming Languages Standards
701-1 System Generation Options
701-2 Programming Restrictions

702  Assembler Language Standards
702-1 System Generation Option Restrictions
702-2 Programming Restrictions

703  Standard Utilities

OPERATIONS PROCEDURES

801
802
803
804
805
806

Acceptance Procedures

Emergency Action (Fire, Power Failure, Etc.)

Remote Job Processing
Teleprocessing Procedures
Operations Restrictions
Scheduling

806-1 Priorities
806-2 Job Classes

DATA MANAGEMENT PROCEDURES

901
902
903
904

Data Set I dentification
Retention of Data Sets
Index Structure

Volume Labeling
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904-1 Direct Access
904-2 Tape

905 Partitioned Data Sets
906 Use of Multi-Volume Data Sets
907  Library Maintenance

907-1 New File Processing

907-2 Universal Data Set Copy Procedure

907-3 Confidential Data Handling
907-4 Emergency Procedures
907-5 Vital Records Protection
907-6 Tape Access Procedure

1000 CONTROL PROCEDURES

1001 Data Control

1001-1 Data Element Matrix
1001-2 File/Program Matrix
1001-3 Module/Program Matrix

1002 Quadlity Control
1002-1 Documentation Review
1003  Security Control

1003-1 Equipment Protection
1003-2 Data Protection
1003-3 Computer Room Access

1004 Testing

1004-1 Test Steps Description
1004-2 Dua Run Standards

9800 PUBLICATIONS CROSS REFERENCE

9900 GLOSSARY OF TERMS
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NBSTECHNICAL PUBLICATIONS

PERIODICALS
JOURNAL OF RESEARCH reports National Bureau of Standards
research and development in physics, mathematics, and chemistry.
Comprehensive scientific papers give complete details of the work,
including laboratory data, experimental procedures, and theoretical
and mathematical analyses. Illustrated with photographs, drawings,
and charts. Includes listings of other NBS papers as issued.

Published in two sections, available separ ately:

Physicsand Chemistry (Section A)
Papers of interest primarily to scientists working in these fields.
This section covers a broad range of physica and chemical
research, with maor emphasis on standards of physica
measurement, fundamental constants, and properties of matter.
Issued six times a year. Annual subscription: Domestic, $17.00;
Foreign $21.25

Mathematical Sciences (Section B)

Studies and compilations designed mainly for the mathematician
and theoretical physicist. Topics in mathematical statistics,
theory of experiment design numerical analysis, theoretical
physics and chemistry, logical design and programming of
computers and computer systems. Short numerical tables. Issued
quarterly.  Annual subscription: Domestic, $9.00; Foreign,
$11.25
DIMENSIONS/NBS (formerly Technical News Bulletin)—
This monthly magazine is published to inform scientists,
engineers, businessmen, industry, teachers, students, and
consumers of the latest advances in science and technology, with
primary emphasis on the work at NBS.
DIMENSIONS/NBS highlights and reviews such issues as
energy research, fire protection, building technology, metric
conversion, pollution abatement, health and safety, and consumer
product performance. In addition, DIMENSIONS/NBS reports
the results of Bureau programs in measurement standards and
techniques, properties of matter and materials, engineering
standards and services, instrumentation, and automatic data
processing.

Annual subscription: Domestic, $6.50; Foreign, $8.25

NONPERIODICALS
M onographs—Major contributions to the technical literature on
various subjects related to the Bureau's scientific and technical
activities.
Handbooks—Recommended codes of engineering and industrial
practice (including safety codes) developed in cooperation with
interested industries, professional organizations, and regulatory
bodies.
Special Publications—Include proceedings of high-level
national and international conferences sponsored by NBS,
precision measurement and calibration volumes, NBS annual
reports, and other special publications appropriate to this
grouping such as wall charts and bibliographies.
Applied Mathematics Series—Mathematical tables, manuals,
and studies of special interest to physicists, engineers, chemists,

biologists, mathematicians, computer programmers, and others
engaged in scientific and technical work.

National ~Standard Reference Data Series—Provides
quantitative data on the physical and chemica properties of
materials, complied from the world's literature and criticaly
evaluated. Developed under a world-wide program coordinated
by NBS. Program under authority of National Bureau Standard
DataAct (Public Law 90-396). Seealso Section 1.2.3.

Building Science Series—Disseminates technical information
developed at the Bureau on building materials, components,
systems, and whole structures. The series presents research
results, test methods, and performance criteria related to the
structural and environmental functions and the durability and
safety characteristics of building elements and systems.

Technical Notes—Studies or reports which are complete in
themselves but restrictive in their treatment of a subject.
Analogous to monographs but not so comprehensive in scope or
definitive in treatment of the subject area. Often serve as a
vehicle for final reports of work performed at NBS under the
sponsorship of other government agencies.

Voluntary Product Standards—Developed under procedures
published by the Department of Commerce in Part 10, Title 15,
of the Code of Federal Regulations. The purpose of the standards
is to establish nationally recognized requirements for products,
and to provide all concerned interests with a basis for common
understanding of the characteristics of the products. The
National Bureau of Standards program as a supplement to the
activities of the private sector standardizing organizations.
Federal Information Processing Standards Publications
(FIPS PUB)—Publications in this series collectively constitute
the Federal Information Processing Standards Register. The
purpose of the Register is to serve as the official source of
information in the Federal Government regarding standards
issued by NBS pursuant to the Federal Property and
Administrative Services Act of 1949 as amended, Public Law 89-
306 (79 Stat. 1127), and as implemented by Executive Order
11717 (38 FR 12315, dated May 11, 1973) and Part 6 of Title 15
CFR (Code of Federal Regulations). FIPS PUBS will include
approved Federal information processing standards information
of general interest, and a complete index of relevant standards
publications.

Consumer Information Series—Practical information, based on
NBS research and experience, covering areas of interest to the
consumer.  Easily understandable language and illustrations
provide useful background knowledge for shopping in today’s
technological marketplace.

NBS Interagency Reports—A special series of interim or final
reports on work performed by NBS for outside sponsors (both
government and non-government). In general, initia distribution
is by the National Technical Information Service (Springfield,
Va. 22151) in paper copy or microfiche form.

Order NBS publications (except Bibliographic Subscription
Services) from: Superintendent of Documents, Government
Printing Office, Washington, D.C. 20402.



BIBLIOGRAPHIC SUBSCRIPTION SERVICES

The following current-awareness and literature-survey
bibliographies areissued periodically by the Bureau:

Cryogenic Data Center Current Awareness Service
(Publications and Reports of Interest in Cryogenics). A literature
survey issued weekly. Annual subscription: Domestic, $20.00;
foreign, $25.00.

Liquefied Natural Gas. A literature survey issued quarterly.
Annual subscription: $20.00.

Super conducting Devices and Materials. A literature survey
issued quarterly. Annual subscription: $20.00. Send subscription

orders and remittances for the preceding bibliographic services to
the U.S. Depatment of Commerce, National Technical
Information Service, Springfield, Va. 22151.

Electromagnetic Metrology Current Awareness Service
(Abstracts of Selected Articles on Measurement Techniques and
Standards of Electromagnetic Quantities from D-C to Millimeter-
Wave Frequencies). Issued monthly. Annua subscription:
$100.00 (specia rates for multi-subscriptions). Send subscription
order and remittance to the Electromagnetic Metrology
Information Center, Electromagnetics Division, National Bureau
of Standards, Boulder, Colo. 80302.



