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Safety Evaluation of Bluetooth Class ISM Band
Transmitters on board Commercial Aircraft

Summary

Bluetooth isalow power communications device operating in the ISM frequency band between 2.4 and
2.485 GHz. It will be incorporated into many classes of Persond Electronic Devices (PEDs) and in
such form may be carried on board aircraft by passengers with the expectation of being able to use the
device while in flight. Unlike the wide range of Persona Electronics Devices currently alowed to be
used on arcraft during flight Bluetooth is classfied as an intentiona radiator. It is therefore required by
the recommendations in RTCA report DO 233 to be tested to determine that it is safe for use.

This report will describe the test methods used and will show the results obtained from such tests
demondirating that Bluetooth is safe for use in flight. Furthermore, by comparing our test results with
those contained in the RTCA report DO233, it will demondrate that the spurious emissions from
Bluetooth devices are sgnificantly lower than those of exiding PEDs within which the Bluetooth
communications module will be ingdled. Therefore Bluetooth devices will not degrade the safe use of
the PEDs themsdlves.

Measurements of path loss to external antenna from within the passenger cabin confirm the trend shown
in the RTCA report DO 233 in which the propagation loss increases with frequency. Other testson a
large sample of candidate antennas have confirmed that the Bluetooth antennas are resonart at, or close
to, 245 GHz. At the frequencies used by aircraft systems the Bluetooth antenna is very inefficient and
results in a minimum of 30dB, and typicdly 40 to 50 dB, suppresson of spurious emisson products.
These results were confirmed through the measurement of the Bluetooth spurious emissions.

Applying these results within the RTCA andysis methodology shows that the wordt- case interference
from Bluetooth devices to the VHF communications and navigation systems used by dl arrcraft usng
FAA approved VHF navigation and communications equipment is some 20 to 40 dB beow the
interference threshold for these systems. For the high sengtivity UHF systems, TCAS, GPS and
Satcom, the Bluetooth signd is just below the interference threshold; but, consdering the signd design
of Bluetooth and the signd processing of these systems, the effective safety margin is more than
adequate to prevent any disturbance to those systems.
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The theoreticd predictions from the RTCA andyss methodology were confirmed through (1) the use of
empirical EMI teging with the Bluetooth Signa boosted to 1 watt, well above the leve of Bluetooth
radiators, and (2) the additiona testing with a swept frequency CW signal aso emitted at a power leve
of 1 watt. During these tests, the antenna of the Bluetooth and CW source were placed in close
proximity to the aircraft syslems and cables.

Tests were conducted on a B747, the B727 ground based test aircraft at the FAA Technica Center in
Atlantic City and a Gulfstream V and to investigate the in-aircraft propagation characterigtics in the
frequency band 2.4 to 2.5 GHz. These wide body, narrow body and business Sze aircraft represent the
range of propagation conditions that can be expected insde aircraft and, asthere is awide safety margin
between the intended emissions from Bluetooth and the threshold of susceptibility of aircraft systems, it
is reasonable to extrapolate the propagation results to other aircraft.

The propagation measurements were then used to assess the Miability of this frequency band to support
in-aircraft services including RFID tags and wireless communications services based on the use of the
proposed open communications standard known as Bluetooth.

The results of test measurements strongly support the viability of using the frequency band 2.4 to 2.5
GHz for in—arcraft services. The propagetion is shown to exhibit strong multipath components
throughout the main passenger cabin. These multipath components facilitate communications even when
seats, overhead luggage bins and even mgor obstructions such as the gdley or the door to the flight
deck block the direct path. Furthermore, when averaged over the frequency band, the propagation loss
vaies little with the polarization of the antennas

As aresult of the multipath propagation deep nulls do exist a a number of oot frequencies. These nulls
are very much dependent on the path geometry and could cause communications falures for sysems
operating on a single fixed frequency. This could be overcome by asmdl change in the antenna location
or dternatively through the use of a diverdty antenna system. For systems such as Bluetooth, the
frequency-hopping mode alows communications to be supported over typicaly more than 80% of the
band and exhibits the required diversity to support reliable communications,

Within the checked luggage compartments, propagation conditions are essentidly identicd to the main
cabin and would clearly support the use of ground-based search for ID tags from the doorway to the
baggage hold. Propagation to the checked luggage compartments from the passenger cabin is dso
supported, dthough the path loss is increased by gpproximately 15 dB. This would dlow in flight
verification of checked baggage ID tags.

For further information refer to report “2.4 GHz Radio Propagation within Commercial Transport
Aircraft.”

Conclusions

When ground-testing aircraft for interference from Bluetooth devices operated at high power levels and
in word-case locations indde the arcraft, empirica testing on both large and smdl arcraft has not
indicated any cases of interference to the aircrafit sysems. Detalled andlyss of the emisson leves
propagation losses and arcraft system vulnerability to eectromagnetic interference show that the
intentional emissions and the spurious emissons from Bluetooth devices are at levels that are too low to
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cause interference to arcraft systlems. The analyses therefore support the ground-based empirical tests
and confirm that the Bluetooth device by itsdf does not cause interference and can therefore be
conddered safe for use in aircraft while in flight.

It is noted, however, that Bluetooth is designed to be incorporated into other electronic devices rather
than being used as a stand-aone device. The testing of Bluetooth emission levels show that these do not
degrade the emission leves of the dectronic devices into which Bluetooth is likely to be ingtalled. Based
on dl the testing conducted, this report concludes that Bluetooth is safe for aircraft use within other
electronic devices approved for use on arcraft. This includes Laptop computers and other PEDs
classed as non-intentiond radiators.

Warning: Before Bluetooth is used in other eectronic devices classed as intentiond radiators; the
intentiond radiators themselves must first be shown to be safe for aircraft use.

Recommendations

It is recommended that the current policies that apply to the use of Persona Electronic Devices (PEDS),
as recommended in RTCA Report DO 233, be modified to reflect the safe use of PEDs incorporating
Bluetooth. It is proposed that the RTCA recommendations be revised as follows for PEDs
incorporating Bluetooth devices:

1 The FAA should modify FAR 91.21 Portable Electronic Devices so that:

a Theuseof any PED, with or without Bluetooth, is prohibited in arcraft during any critical phase
of flight. (The intent is that the same use prohibition that applies to any PED during al criticd
phases of flight dso applies to Bluetooth, an intentiona emitter, but would alow the use of
PEDs with or without Bluetooth during non-critical phases of flight.)

b. The use of any PED which has the capability to intentiondly transmit eectromagnetic energy
other than that emitted by Bluetooth is prohibited in arcraft at dl times unless teting has been
conducted to ascertain its safe use. Note: such testing has been conducted with respect to
Bluetooth and it has been determined that it is safe for arcraft use.  Notwithstanding this fact,
the use prohibition during any critica phase of flight till applies

Safety of Bluetooth in Commercial Aircraft
Bluetooth/Aircraft Safety Page iii 23/04/2001



TABLE OF CONTENTS

1 INTRODUCTION ...ttt bbb bbb bbb bbb 1
B = 7 O €1 @ U N 0 SO 1
T O | O N TS O T 2
4 APPROACH ...ttt bR 2

41  AIRCRAFT MEASUREMENT METHODOLOGY -ereterertererseresesreessnsesesssessssessssessssessssessssssssssssssssssasssssssassessssssssssssens
411 Measurement of path |oss between Bluetooth devices..........cccevveevereeccennene.

42 MEASUREMENT OF PATH LOSS BETWEEN BLUETOOTH & AIRCRAFT SYSTEMS
421 Test Procedure.
422 Test Locations

4.3 AIRCRAFT SAFETY DEMONSTRATION -t tetertrtrtesierestesesessrsssesssessessssssssessssssesssessssesesssssesensssssesssssssssessssssesssssensesses
431 OBJECLIVES ..ottt s bbb R bbb
432 Test Equipment Used...
4.3.3 General test set up

434 = INLErfEreNCE ODSENVALION.........cececiteceeteeee ettt et a et s eee
44 AIRCRAFT AND SYSTEMS TESTED -euceeereresteersesersusssssesssessesessessssesssssssssssssssssestsssesssstasssssstsssesssstsssessssssssessssssssessssens
5 SUMMARY OF MEASUREMENT DATA ...ttt sttt sess s esse bbbt sssesns
51  BLUETOOTH SPURIOUS EMISSION .ctititiertertineinessensess st tsetssssessessesssssesess st sssssssssessesssssssssssssssssssssssens
52 N W T 0SS DN 1N
521 Sources of Error
522 Path Loss CalCulationsS........ccccceecriecssesscse s
523 Antenna Coupling Data ........cccovvevvvvvenierisssseses s
524 SEAL-T0-SEAL PALN LOSS......ccuceciiccte sttt sttt ea st
B AVIONICS SUSCEPTIBILITY .ottt sess s sess bbbt bbbttt sessaiees 14
6.1 SUSCEPTIBILITY REQUIREMEN TS eeutreuetreuetreusertusesteresteressisessssessssssssssssssssssssssssssssssssssssstsssstsssssessssesssssssessssssssans 14
6.1.1 Interference fromunmodulated Carrier SIGNAIS........ovv et sessssssesessseses 14
6.1.2 Interference froma modulated carrier signal
6.1.3 OUL-Of DANA TNEEITEI BNCE......ceeeeceeee sttt a e e s se et s s e s s snnnnnas
6.1.4 CO ChANNEl INEEITEIENCE ...ttt e st st ss e s s e nnnas
6.1.5 Forms of Co channel Interference.........coovvvevevecencssssccsssessnnns
6.1.6 Interference Coupling Mechanisms
7 DESIRED SIGNAL ENVIRONMENT ...ttt sess b st sesssseses sttt sttt sssssssssssesssssssssssnes 17
71 MINIMUM ICAO REQUIREMENTS  ucutttasitsasstsessssissssasssssssssssssssssssssssssssssssssss bbb s s sssssses
711 Signal Strength Variation............cccevverneeensessesesseseeesesessssesenens
712 ANLENNEA SNAAOWINQ -..vrevreeeereeer et es s bbb
8  ANALYSISOF INTERFERENCE RISK......ooooiieirieeetinerenesesessesesstsessssesssssssesssssssssssssssssssssessssssssessssssssssssssssssssssesssees
81 INTENTIONAL EMISSIONS. o teteierieteirisetiesisietesesessseseses e sese st se e st se e e e se e sesse s e seseesa e sssssenssessassnsssnsesenessesasensnen
8.1.1 Introduction..................
8.1.2 Field Strength Level
8.1.3 Antenna Coupled INLEMfEIENCE ...t s st
814 Cable Coupled Interference.........ccoovvennereessescsesessssesesesssesenens
82 EQuUIPMENT CAstE COUPLED INTERFERENCE
821 Discussion of Analysis of Interference due to Intentional EMiSSIONS.........ccccvveereererereenenenseeenenesenenenes 21
83  INTERFERENCE DUE TO SPURIOUS EMISSIONS COUPLED VIA THE AIRCRAFT'SANTENNAS....ccovvveitiinnnn. 21

Safety of Bluetooth in Commercial Aircraft
Bluetooth/Aircraft Safety Page iv 23/04/2001



84  ANTENNA COUPLED CO-CHANNEL INTERFERENCE - eutereesessessessessesssessesssssssssssssssssssssssssssssssssssssssssssssssssnns
84.1 Worst-case Analysis of Antenna Coupled Interference
84.2 RESUILS Of WOI SE-CASE ANAIYSIS......coceevisesecesesesie st esesesss s s st e s sssssssssssssssssesssesesssnssssessnssssesnen
843 SAFELY CONSIAEI ALIONS.......cecvrieeeiereiieei i

85 DiscussION OF WORST -CASE ANALYSIS RESULTS i

86 CaBLE COUPLED INTERFERENCE

8.6.1 Cable COUPIING...cciirririreeesiee ettt eseseseseens
8.6.2 Cable Coupled Interference ANalySiS.......ccocoevvevecenenesereeseseeesenens
8.6.3 Discussion of Results of Cable Coupled INtErfErENCe. ... seees
O CONCLUSIONS.......oooctreictreietrste st st sstss s st st s s s s esasbss s s s st ss s s st e s s s e s e b s se s s et e A b et e s an b e s et es st s b s aes s aesnses 29
10 RECOMMENDATIONS.......cootteuiirietresstsssssssssssssssssssessssssssssssssssessssessssasssssssssssssssssessssssssssssssssssssssssssesssesssassssassssssses 30
ANNEX A - GULFSTREAM EMI TEST REPORT ..ottt aessss bbb e s s ssssassessas 31
1 INTRODUCTION: ...ttt eeetessetesaesessees s essss st s s s s s s s e ssssessstesastesassasassasasssssessssesassasassessssassssssesastesassasastesassnans 1"
2  TEST EQUIPMENT/PERSONNEL :......ooiioiuiicteitctieteeeteeetesas e tesaebesae st ssseses s s ses s sessssessesssessstesastesastsassssassssassssanes 1"
21 PERSONNEL: KEITH TRUNDLE — GULESTREAM «.eceueutertertetaseasessessssessesssssssssssessssssssss e ssssnsssssssssssssssns 1
22  TeST EQUIPMENT: HEWLETT PACKARD SPECTRUM ANALYZER ESA SERIESEAA0ZB ... "
B TESTING. ..ottt sttt s e s e R bR b A s A s A A e AR b AR A b e b e b an b e s et st s ae s e R s tns 1"
4 EMITESTING: ..ooitcietsectseie et ssas s tss st ss st ss st es st esss e s s sesss s s s st as et st s e s s e s a s st s s s et et e ses et st s nnsas Il
41 ENGINE INTERFERENCE TEST S ttueututiiueueiiteisisisieseissssesssssssssssssss s s sssssssssssssssssssssssssssssssssssssssnsssssssssnsssssnes "
4.2 M AGNASTAR INTERFERENCE TEST S . ittitiietetitirtetisteiessissesessesssessesessessssessesesssssssessessssensesessessssensesessessstessesessensasens v
D ettt et ettt ettt s et e et e et e A b s e At et AR At e st esAe s e A e e R A e e s A e e Aee A A es A A en A et st et A st s et s At s At ee At s e eeasteeastes et s e et st s st et st s et s aneas VIl
51  TAKE COVERS OFF OF RADIO RACK ecuetreriuitetetiessesssssssessssssssstessssssesessssssessssssssstessssssssessssssstessssssssesessssssesssssesesens

52 PATH LOSS MSMTS FROM DIPOLE TO ACTUAL AIRCRAFT ANTENNAS

Safety of Bluetooth in Commercial Aircraft
Bluetooth/Aircraft Safety Page v 23/04/2001



SHeay of Bluetooth Class
|9V Band Tranamittarson
board Commaad Airadt

1 Introduction

Bluetooth is a low power communications device operating in the ISM frequency band between 2.4 and
2.485 GHz. It iswidely expected to be incorporated into many classes of Personal Electronic Devices (PEDs)
and in such form may be carried on board aircraft by passengers with the expectation of being able to use
the device whilein flight. Unlike the wide range of Personal Electronics Devices currently allowed to be used
on aircraft during flight, Bluetooth is classed as an intentional radiator. It is therefore required by the
recommendations in RTCA report DO 233 to be tested to determine that it is safe for use onboard aircraft,
see recommendation 1 b of DO 233.

This report will describe the test methods used, and the results obtained from ground tests will be used to
demonstrate that Bluetooth is safe for usein flight. Furthermore, by comparing results with those contained
in the RTCA report DO233, it will demonstrate that the spurious emissions from Bluetooth are significantly
lower than those of the PEDs within which the Bluetooth communications module will be installed.
Therefore it will not degrade the safe use of the PEDs themselves.

The Bluetooth RF design was developed for short range, near line-of-sight propagation in which
interference limited conditions are assumed to apply. The test results will also show that the Bluetooth
waveform will work satisfactorily in the aircraft environment using the proposed antennas with only modest
degradation due to multipath fading. As such the Bluetooth communications device could find significant
usage by airline flight crews aswell as by passengers.

2 Background

Asan intentional radiator, it is necessary to show that thereis no harmful interference to aircraft systems
before Bluetooth devices can be approved for use on aircraft.

Harmful interferenceisdefined by the I TU radio Regulation No 163 asfollows:

"Harmful Interference: interference which endangersthe functioning of a radio navigation service or
of other safety services or seriously degrades, obstructs, or repeatedly interrupts a radio
communications service operating in accordance with these regulations'.

Empirical evidence of interference from low power devices such as Bluetooth are not easy to observe. For
this reason any empirical test aimed at demonstrating a lack of interference to aircraft systems must be
supported by analysis and measurement data that verify that the probability of interference is exceedingly
low or non-existent. Thisisachieved through the controlled and repeatable characterization of :-

the worst-case propagation losses within an aircraft,

the worst-case emissions from Bluetooth and,

Bluetooth/Aircraft Safety Page 1 23/04/2001



the worst-case susceptibility of the aircraft systems

From the above the available interference margin, as required to avoid "harmful interference"”, is calculated
on an extreme worst-case basis.

Asan intentional radiator it is necessary to consider two classes of emissions and the various susceptibility
modes by which these emissions could possibly affect the el ectronic systems of the aircraft.

First are the relatively high level intentional emissions. It will be shown that the intentional emissions from
Bluetooth fall at precisely controlled frequencies and hence do not cause co-channel interference. It will also
be seen that they are too low to cause interference to the aircraft systems via other susceptibility modes
such as blocking, desensitization and receiver spurious responses.

Second are the low power spurious emissions, which can occur on almost any frequency, and have the
potential to cause co-channel interference at the input of the aircraft’s receiver systems. The low power
spurious emissions are similar to those generated by any electrical device, including the aircraft’s electronic
and electrical systems and FEDs. RTCA Report DO 233 showed that co-channel interference affects can
occur but, for PEDs, the probability is very low. It will be shown that the low power spurious emissions from
Bluetooth devices, which are much lower than the worst-case emissions fromPEDSs, are sufficiently low that
they will not create co-channel interference to aircraft electronics even when in the worst-case locations.
From the analysis of the intentional emissionsit is obvious that the low power levels of spurious emissions
will not cause frequency independent interference effects such as blocking and desensitization.

3 Objectives
As part of the overall program, the following objectives were set:

To assess the statistical variance in path loss between candidate Bluetooth operating locations to
aircraft systems.

To demonstrate that on the sample aircraft tested that there is awide safety margin between the
intended emissions from Bluetooth and the threshold of susceptibility of aircraft systems and that
it istherefore reasonable to extrapolate the results to other aircraft.

To demonstrate that cumulative affect of multiple Bluetooth devices does not cause interference to
aircraft systems.

To assess the statistical variance in path |oss between candidate Bluetooth operating locations
within large and medium size commercial aircraft and businessjets.

To assess the statistical variance in the fading bandwidth.

To show that the safety margins are independent of the antenna polarization.

4 Approach

To permit the demonstration, and supporting analysis, that Bluetooth devices do not cause harmful
interference it was determined that testing should be conducted on representative aircraft with the objective
of acquiring sufficient data to support the analysis of the risk of harmful interference. This involved the
following testing and data collection:

M easuring the emissions from Bluetooth systemsin a manner to allow direct comparison with other
PEDs.

Measuring and recording the path loss factor from within the cabin to the various aircraft systems
on a variety of in-service commercia aircraft over a wide frequency band. In the band 50 to 1200
MHz it was considered appropriate to reuse the data reported in DO233. The Bluetooth data
collection was therefore focused in the ISM frequency band 2.4 to 2.5 GHz.

Determine, through measurement or previously documented test results, the susceptibility of

avionics equipment to various modes of interference, and

Safety of Bluetooth in Commercial Aircraft
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4.1

41.1

4111

41.1.2

4113

4114

Demonstrate that high signal levels from Bluetooth, and comparable level swept CW signals, do
not cause observableinterferenceto aircraft systems.

To the extent possible, the approach used is the same as adopted in the RTCA investigation and reported in
RTCA document DO 233, Portable Electronic Devices Carried On Board Aircraft. The approach considers
the measured emissions from the Bluetooth devices, the worst-case propagation losses from inside the
aircraft to the aircraft’ s antenna systems and the lowest level of desired signals received from ground based
communications and navigation systems. From these various factors the worst-case interference margin is
calculated. This approach allows the safety margin to be calculated and extended to other aircraft types
based on easily repeated measurement data. However, it also extends the methodology to include a more
empirical EMI survey of the aircraft’s systems when operating in the presence of a high power Bluetooth
and swept frequency CW signal.

Aircraft Measurement Methodology
The measurement methodology is divided into three segments:
a) Quantitative measurement of path loss between Bluetooth devices at various locations throughout
the cabin
b) Quantitative measurement of path loss between Bluetooth devices and aircraft systems,
c) Aircraft safety demonstration

Measurement of path loss between Bluetooth devices

Test Equipment Used
. Spectrum Analyzer
Power Amplifier
Tracking Generator
Qty 2 sleeve dipole antennas cut to center frequency of 2.45 GHz
10 meter lengths of double screened flexible coaxial cable with matching connectors for Tracking
Generator, Spectrum analyzer and antennas

Calibration
(@) Connect spectrum analyzer input to tracking generator output viatwo lengths of 10 meter cable.
(b) Set spectrum analyzer to center frequency 2.45 GHz and frequency span of 100 MHz.
(c) Set tracking generator to maximum output typically +10 dBm
(d) Self calibrate spectrum analyzer to correct for cable losses or record response over the full
frequency span

Seat to seat aircraft path losses

(e) Inside of the aircraft place one horizontally aligned antenna on the chair back table of the port side
window seat. Place the second antenna on the chair back table of each seat in turn from the
adjacent seat to the starboard window seat using the same row as the first antenna. At each
location record the amplitude response over the 100 MHz frequency span.

(f) Repeat (g) with both antennas vertically aligned.

(9) Repeat (g) with one antennavertically aligned and the other horizontally aligned

(h) Repeat (g) (h) and (i) with the second antenna one row back

(i) Repeat (g) (h) and (i) with the second antenna three rows back

() Repeat (g) (h) and (i) with the second antennaten rows back

(k) Repeat (g) (h) and (i) with the second antenna at greatest range

Seat to luggage path losses( FAA B727 Aircraft only )
() Repeat (g) (h) and (i) with the second antenna in the overhead storage bin immediately above the
transmitting antenna.
(M) Repeat (g) (h) and (i) with the second antennalocated a various positions within the cargo bay.

Safety of Bluetooth in Commercial Aircraft
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4.2

421

4.2.2

Measurement of path loss between Bluetooth & aircraft systems
This test procedure defines the test equipment, test conditions, test locations, test set up, test monitoring

and reporting form applicable to the testing of in service aircraft as used by the RTCA but amended to
reflect the frequency band of Bluetooth.

Test Procedure

M easurements were made with all three antenna orientations each measurement being made from multiple
test stations

Step by dep tedt procedure:
Step 1 Remove aircraft receiver of the system for which path lossis to be measured.
Step 2 Set up test equipment in close proximity to the receiver of the system for which path loss

is to be measured. Connect spectrum analyzer input to the cable from the aircraft's

antennain place of the receiver that has been removed.
Step 3 Connect tracking generator to dipole antenna and set tracking generator level to +0 dBm.
Step 4 Set spectrum analyzer asfollows;

- Freg. scan, Start 2400 MHz. Stop 2500 MHz

- Resolution bandwidth, 10 kHz

- Sweep duration, 10 sec

- Referencelevel, -30 dBm

Step 5 Set spectrum analyzer to single sweep and erase trace. Trigger single sweep and record
trace. Record trace number on the report form.
Step 6 Place antenna at the test locations station. Set spectrum analyzer to single sweep and

erase trace. Trigger single sveep and record trace. Record trace number and seat
numbers against the system orientation and test |ocation on the report form.

Step 7 Repeat step 5 and 6 for all test locations and antenna orientations.
Step 8 Disconnect victim system antennalead from spectrum analyzer and replace receiver.
Step 9 Test 1 through 8 were repeated for as many systems as time permitted, typically not less

than the six systems considered to be the most susceptible to interference from Bluetooth.

Test Locations

The test locations were selected to be representative of locations in which passengers would most likely
operate Bluetooth systems while also giving alow path loss to the interference susceptible antenna. These
were considered to be:

- seats close to the emergency doors (locations 1& 2)

- seats close to the flight deck (location 3),

- seats close to the main cabin doors (location 4),

- seats close to the interference susceptible antenna (location 5), and
- seats close to the rear bulkhead (location 6) Gulfstream only.

Safety of Bluetooth in Commercial Aircraft
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4.3

4.3.1

4.3.2

4.3.3

434

Aircraft Safety Demonstration

Objectives

To demonstrate that under high signal level conditions and with multiple active devices the cumulative
signal from multiple Bluetooth devices does not cause interference to aircraft systems.

Test Equipment Used

Laptop PC with Bluetooth driver (EMI emission measurements only)
Palm Pilot with Bluetooth Driver

Bluetooth device with ceramic antenna

Power Amplifier

Tracking Generator

Sleeve dipole antennas cut to center frequency of 2.45 GHz

General test set up

Multiple Bluetooth devices were set to operate with 6 piconets each operating at a duty cycle of 75% or
greater. Thiswas achieved through the use of two devices per piconet each operating at a high throughput.

The devices were distributed throughout the aircraft with 50% of devices located in the forward cabin where
they were closest to the aircraft’s antennas and electronics. The distribution ensured a high degree of
physical overlap between piconets.

Tests were conducted at power level of 0 dBm into asleeve dipole with again of unity. Asafurther test one
piconet was operated at +30 dBm.

Pico nets were operated on a non-synchronous basis so that frequency collisions between nets occurred
randomly.

Aircraft tests were conducted while the aircraft was receiving weak signal levels applicable to each of the
aircraft’s communication and navigation systems. When available field test equipment was used to generate
the test signals for the aircraft’s communications. Otherwise aircraft receivers were tuned to a distant station
for which the signal level was just above the minimum useable.

For the high power tests, test locations were selected to be worst-case, which are not positions in which
passengers would normally be able to operate Bluetooth. These were considered to be:

- instrument panel on the flight deck
- at the front of equipment in electronics bay, and
- between cables in the electronics bay.

Interference Observation

With the all the aircraft’s systems operating normally and the Bluetooth devices turned off, the output
readings of the aircraft’s navigation instruments were noted. The Bluetooth devices were then turned on
and any deviations of the instruments noted as the Bluetooth antenna was placed at various locations on
the flight deck and in the avionics equipment bay. No deviations were observed; see test report in
appendices A and B.

The tests were repeated for all devices with one piconet being operated at +30dBm, and a swept frequency
source being substituted for the Bluetooth signal. The swept source was operated at 30dBm with a sweep
time of 2 minutes per sweep to allow for visual observation of instrument interference.

Safety of Bluetooth in Commercial Aircraft
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4.4

5.1

It is recognized that the test procedure described above only allows an assessment of harmful interference
due to signals coupled via the interference susceptible system's antenna, including its feeder cable. Direct
pick up into the receiver or via other associated wiring is also possible. To assess this possibility, the swept
frequency measurement was extended by placing the antenna against the cable assemblies within the
electronics bay.

Aircraft and Systems Tested

Using the test procedures as outlined above the aircraft and systems shown in Table 4-1 were tested.

System Wide Body Businessjet,
B747-400 Gulfgtream Gulf-Gv
DME T Yes Yes
DME 2 Yes Yes
ATC1 Yes Yes
ATC?2 Yes Yes
TCAS1 Yes Yes
TCAS2 Yes Yes
GPS1 Yes

Table 4-1 Aircraft Path Loss Measurements, Aircraft & Systems Measured

SUMMARY OF MEASUREMENT DATA

Bluetooth Spurious Emission

The Bluetooth emission levels shown in Figure 5-1 were measured. The measurements were conducted with
an unshielded Bluetooth device and antenna connected to a Laptop computer using the USB port. The
Laptop was operated from battery power. The Bluetooth device was mounted on an insulated stand 1 meter
in front of the measurement antenna. Other tests using a power brick were also conducted.

Safety of Bluetooth in Commercial Aircraft
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Figure 5-1 Bluetooth Emissions using Typical Aircraft EMI Test Procedures
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5.2
521

5.2.2

5.2.3

Path Loss Data

Sources of Error

The test procedure used for measurement of path loss was developed for use with in-service aircraft. It
includes two components of the aircraft, an antenna and interconnecting cable that are difficult to calibrate
in-situ.

In practice the same aircraft antenna and cable are used to receive both the desired signal and receive the
unwanted interfering signal from the Bluetooth device. Since the critica factor in determining whether
harmful interference will affect the avionics is the relative signal to interference ratio, not the absolute level
of interference, the loss or gain due to the aircraft's antenna and cable is completely cancelled out.

The path loss measurement also includes the cable loss due to the test cables. The loss due to the test
cablesis measured and used to correct the path loss.

Path Loss Calculations

A level of either +10 dBm (10 milliwatts) or +30 dBm (1Watt), at the output of the tracking generator, was
used for the measurements. The path loss in dB between the source antenna and the input to the
interference susceptible receiver isthen calculated simply as:
Path Loss = Output level (dBm) minus cable loss (dB) minus received power (dBm at the spectrum
analyzer).

This path loss may be converted to path loss factor, as required for calculation of harmful interference with
respect to the measured field strength from PEDs, by adding the antenna factor correction for the dipole
antenna. The dipole antenna factor correction is supplied by the antenna manufacturer and is shown in

Table 51
Frequency Antenna Factor
(MHz) (dB)
30 -1.8
60 42
100 86
125 105
150 121
300 181
400 206
900 217
1000 286

Table 5-1. Antenna Factors

Antenna Coupling Data

Safety of Bluetooth in Commercial Aircraft

Bluetooth/Aircraft Safety Page 8 23/04/2001



The data at frequencies 100 MHz to 1000 MHz was taken from RTCA report DO 233 and is summarized in
table 5-2. Test data collected during testing of Bluetooth at 2.4 to 2.5 GHz is shown in table 5-3.

Aircraft Type Large Medium Small
B747 L1011 B737 MD80 B757 A320 Gulf G4
System Parameter Path Loss Path Loss Path Loss | PathLoss Path Loss Path L oss Path Loss
(dB) (dB) (dB) (dB) (dB) (dB) (dB)

VHF 1 Minimum 40.5 56.2 52.9 57.2 49.7 51.5

90% minima | 58.0 65.0 61.0 64.0 62.0 60.0

Average 79.2 72.9 69.0 74.5 72.9 70.0

Std Deviation | 12.0 6.1 7.6 9.2 9.8 8.4
VHF 2 Minimum 63.2 58.4 64.9 38.0 62.1

90% Minima | 73.0 62.5 71.0 55.0 70.0

Average 86.2 74.2 81.7 64.7 77.6

Std Deviation | 10.8 9.3 10.0 8.7 6.7
VHF 3 Minimum 71.5 62.2 53.2 55.2 53.0 55.6

90% Minima | 83.0 71.0 63.0 62.0 62.0. 67.0

Average 92.9 77.2 76.2 81.7 79.3 76.2

Std Deviation | 7.4 4.2 9.6 13.3 8.7 7.4
ILS1 Minimum 64.8 60.7 72.7 51.5 48.8

90% Minima | 77.0 72.0 81.0 73.0 67.0

Average 93.9 85.2 90.7 86.1 85.7

Std Deviation | 12.7 9.4 8.8 11.4 14.8
VOR 1 Minimum 84.7 70.3 75.6 66.2 49.9 65

90% Minima | 91.0 77.0 82.0 73.0 75.0 80.0

Average 105 79.3 90.1 87.8 90.7 91.9

Std Deviation 51 15
GLS1 Minimum 54.6 64.4 68.8 63.5 57.5 64.6

90% Minima 67.0 70.0 77.0 77.0 71.0 72.0

Average 86.2 82.6 83.1 85.4 83.0 84.2

Std Deviation | 14.1 8.1 4.9 11.0 9.9 10.0

Table 5-2 Summary of Aircraft Path Loss measurements
Safety of Bluetooth in Commercial Aircraft
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Aircraft Type Large Medium Small
B747 L1011 B737 MD80 B757 A320 Gulf G4
DME 1 Minimum 70.7 69.1
90% Minima 83.0 81.0
Average 92.4 90.2
Std Deviation 7.4 12.9
DME 2 Minimum 74.3 68.2 60.9
90% Minima 83.0 74.0 66.0
Average 88.3 78.0 79.9
Std 6.6 3.6 12.2
Deviation
ATCT Minimum 67.1 61.3
90% Minima 75.0 69.0
Average 79.7 77.8
Std deviation 7.2 6.4
ATCB Minimum
90% Minima
Average
Std Deviation
TCAST Minimum 69.1 54.8
90% Minima 73.0 60.0
Average 83.2 74.6
Std Deviation 7.3 11.3
TCASB Minimum 63.0
90% Minima 70.0
Average 78.5
Std Deviation 7.1
GPS1 Minimum 82.4
90% Minima 87.0
Average 91.4
Std Deviation 5.7
Table 5-2 Cont’d. Summary of Aircraft Path Loss measurements
Safety of Bluetooth in Commercial Aircraft
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Aircraft Type Large Medium Small
B747 L1011 B737 MD80 B757 A320 Gulf G4
SATCOM | Minimum 87
90% Minima 90
Average 96.8
Std Deviation 5.0
MARKER | Minimum 76.2
Average 106
Std Deviation 6.0
Table 5-2 Cont’d. Summary of Aircraft Path Loss measurements
Victim Antenna (B747) Average Path | Victim Antenna (Gulfstream V) Average Path
Loss (dB) Loss (dB)
VOR antenna 1dipole at window 2 52.66 ATC (lower) Door Open 65.55
VOR antenna 1, dipole outside 52.69 ATC (lower) Belly level 4813
VOR antenna 2 52.93 ATC (Upper) Belly level 65.99
VOR antenna 3 52.56 ATC (Upper) Above door 63.06
TOP IFF with Dipole outside 38.44 ATC (Upper) door open 65.17
Top IFF with Vert dipole at window 2 52.62 DME (Front) door open 65.40
Top IFF with Hor wing Dipole 2 52.22 DME (Front) Belly Level 57.75
window 2
Lower IFF with Vert Dipole @ window 52.45 DME (rear) Belly Level 59.55
2
Lower IFF with Hor wing Dipole @ 5247 TCAS (lower) 1st Quad door open 65.50
window 2
TCAS (lower) 3rd Quad door open 65.45
TCAS (lower) 2nd Quad door open 65.47
TCAS (lower) 4th Quad door open 65.62
TCAS (lower) 4th Quad Belly 63.36
TCAS (lower) 2nd Quad belly 64.58
TCAS (lower) 3rd Quad Belly 65.11
TCAS (lower) 1st Quad Belly 64.28
TCAS (upper) 1st Quad Above door 65.62
TCAS (upper) 3rd Quad above door 65.52
TCAS (upper) 2nd Quad above door 65.51
TCAS (upper) 4th Quad above door 65.56
Table 5-3 Summary of Path Loss measurements at 2.4 GHz to Aircraft Antenna
Safety of Bluetooth in Commercial Aircraft
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5.2.4 Seat-to-Seat Path Loss

Seat to seat path losses were measured on the FAA B727, GulfstreamV and Lufthansa B747. It was shown
that the average seat-to-seat path losses across the frequency band varied closely in accordance with free
space path losses although multipath fading resulted in deeper fading over approximately 10% of the
frequency band. Figure 5.1 shows the path loss where the two antennas are located in adjacent seats for
different co-polarizations and cross polarizations.

B727 Path loss 1A to 1B
100.0
90.0
80.0 Fus-Fus
g ;88 | ——wing-wing
” : n | A Vert-Vert
g 200 }_ A A Vert-fus
£ 400 ' S .
& 300 A — St —— vert-wing
20.0 Empty
10.0
0.0 T T . .
2400 2420 2440 2460 2480 2500
Frequency (MHz)

Figure 5-1 Path loss between Dipole Antennas in Adjacent Seats

The polarizations used in Figure 5-1 were:

Co-polarized
- Fus-fus— horizontal aligned with aircraft fuselage
- Wing-wing — horizontal aligned with aircraft wings, and
- Vet-vert — vertical polarization

Cross polarized:
- Vertical to horizontal fuselage, and
- Vertical to horizontal wing,

All of the above were measured with an operator in the seat adjacent to the antenna. An additional
measurement was made with vertical polarization with the seat adjacent to the antenna being “empty”.

From Figure 51 the sharp nulls due to multipath cancellation can be easily seen and are most prominent
where both antennas are vertically polarized. The average values and standard deviation for each antenna
orientation are shown in Table 5-4. From this it appears that on average the lowest path loss occurs when
the antennais not in very close proximity to auser or passenger. This occurs when the antennais horizontal
or the seat is empty.

Safety of Bluetooth in Commercial Aircraft
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Polarization | Fuselage- Wing-wing Vertical- Vertical Vertical- Vertical-
fuselage vertical Fuselage wing vertical
Other Seat Seat Seat Seat Seat Seat
occupied occupied occupied occupied occupied empty
Average path | 35.80 34.88 41.14 41.64 36.39 34.88
loss
Std Deviation | 4.48 3.80 5.42 4,67 3.97 5.19

Table 5-4 Average Seat-to-Seat Path Loss

However it can be seen from Figure 5-2, the average values of path loss versus separation, that thereis no
consistently preferred antenna orientation for all antenna separations. From this it can be concluded that
Bluetooth operation inside an aircraft does not depend on antenna orientation and either co-polarized or

cross polarized antennas would have an amost equal probability of working

80

B727 Average Pathloss versus Separation
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Figure 5-2 Average Path loss versus Separation Distance for V arious Antenna Orientations
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6.1

6.1.1

6.1.2

6.1.3

6.1.4

Avionics Susceptibility

Susceptibility Requirements

The Federal Aviation Authority (FAA) and International Civil Aviation Organization (ICAQ) set standards
that provide minimum signal levels for ground based navigation and communications transmitters
throughout their intended coverage volume. The performance of navigation receiversis also specified in
terms of the maximum level of in-band and out-of-band interference. For in-band interference four different
thresholds are set depending on the nature and frequency of the interfering signal. These are shown for an
ILSlocalizer receiver asfollows-

Interference from unmodulated carrier signals

Typel - If an unwanted signal iswithin the ILS localizer receiver RF pass band and beats with the
localizer carrier signal to produce a difference frequency within about 0.5 Hz of the 90 Hz or 150 Hz ILS
sideband signals, the unwanted RF signal field strength must be as low as 46 dB below the localizer carrier
level in order not to exceed the 5 mamp limit. (5 namp, as measured at the output of the aircraft receiver,
represents the smallest observable deviation of an analog style meter on theinstrument panel of an aircraft)

Typell - If an unwanted signal iswithin the ILS localizer receiver RF pass band and beats with the
localizer carrier signal to produce a difference frequency within about 10 Hz of the 90 Hz or 150 Hz ILS
sideband signal's, but not within the Type | tolerance, the unwanted RF signal field strength must be as low
as 26 dB below thelocalizer carrier level in order not to exceed the 5 namp limit.

Typelll - If an unwanted signal iswithin the ILS localizer receiver pass band with sufficient
strength, there will be aprogressive "capturing” of the receiver. Inthis case the unwanted signal field
strength must be aslow as 7 dB below the localizer carrier level in order not to exceed the 5 ramp limit.

Interference from a modulated carrier signal

TypelV - If an unwanted signal contains a carrier with 20% amplitude modulation by a 90 Hz or 150
Hz component, the unwanted RF signal field strength must be aslow as 13 dB below the localizer carrier
level in order not to exceed the 5 mamp limit.

Out-of band interference

For out-of-band interference, RTCA DO-160 requires that degradation due to non co-channel ( out of band)
interference should not occur with an interfering signal 80 dB above the wanted signal. The analysesin
section 8.1 concentrates on non co-channel interference.

Co channel Interference

From the susceptibility levelsidentified above it is evident that the receivers are most susceptible to in-band
interference. Thisiscommonly referred to as co-channel interference. The analysesin section 8.2 and 8.3
concentrate on co-channel interference.

6.1.5 Forms of Co channel Interference

Several forms of co-channel interference are possible and each is considered separately. These are:

Safety of Bluetooth in Commercial Aircraft
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6.1.5.1 Broadband noise.

6.1.5.2

6.1.5.3

6.1.5.4

Broadband noise is uniformly distributed across a wide band and therefore, if of asufficient level, will cause
harmful interference to the interference susceptible receiver independent of the frequency to which the
receiver is tuned. The probability of harmful interference due to broadband noise is therefore directly
proportional to the spurious emission level emitted from the Bluetooth and inversely proportional to the
path loss to the aircraft's antenna. Broadband noise causes degradation in the receiver signal to noise and
hence resultsin aflag rather than any instrument deviation.

The effects of broadband noise due to multiple Bluetooth devices can be cumulative and for the same path
losses and Bluetooth emission levels the total noise would double for each doubling of the quantity of
Bluetooth devices. The aircraft tests show however that the path loss is distributed in a Rayleigh like
manner. For Rayleigh distribution, cumulative broadband interference will be less than 8 dB above the mean
interference for 99.9% of thetime. A margin of 8 dB above the broadband noise due to a single worst-case
Bluetooth broadband noise level is therefore considered as an appropriate starting point at which to perform
the harmful interference probability analysis.

CW Interference.

CW emissions from Bluetooth are non uniformly distributed across the frequency band and hence, for low
level CW signals, the probability of harmful interference to the avionics is dependant on the number of CW
signals and the bandwidth of the avionics receiver as well as the emission levels and path loss. The
frequency of the CW emissions from a variety of Bluetooth will, in general, be uncorrelated. The total
number of CW signals will therefore increase as the number of Bluetooth is increased but the level of the
CW signalswill be independent of the number of Bluetooth devices.

Low-level CW signals could cause harmful interference to voice communication circuits or increased error
rates on data circuits.

For high level CW signals, 80 dB or more above the wanted signal, broadband effects such as receiver
blocking can occur but these are not applicable for the case of the intentional emissions from Bluetooth
which are not high level and are modulated so that the energy is spread rather than being CW.

Modulated signals.

Several navigation receivers are dependent on measuring the phase difference between an AM modulated
signal component and an FM modulated signal component. Any interfering signal that has a modulation
component at the same frequency as either of the two components of the desired signal could combine with
the desired signal to give an apparent shift of phase. Since the modulation component is very low in
frequency, 30 Hz, 90 Hz and 150 Hz, the frequency stability of the modulation need not be high in order to
obtain a steady deviation of the navigation instrument. This possible mechanism was explored in RTCA
report DO 233, and, unlike the CW case, can result in a deviation of the ILS instrument. The deviation was
however unstable showing that even a small difference between the modulating frequency with that of the
modulation frequency of the desired signal will produce an unstable condition. This unstable condition
could be recognized by the pilot or by a flight control computer. The probability of harmful interference
resulting in a steady deviation rather than a flag is however likely to be extremely low. It requires the
Bluetooth to generate a spectral signal at a frequency close to the frequency of the desired signal, typically
within 40 Hz, for the signal level to be close to the signal level of the desired signal and for the signal to be
modulated at the appropriate frequency. This is extremely improbable with a fast frequency hopping time
division multiple access system such as Bluetooth.

Impulsive signals.

The energy of impulsive sgnals is distributed over a wide frequency band depending on the pulse width
and pulse shape. The energy falling into a receiver channel is less than the energy due to an equivalent
level of broadband noise or CW signal and any effect, even high level, dueto asingleimpulseisat worst a
short transient. In the event of multiple pulses due to one Bluetooth or due to multiple Bluetooths it can also
be shown that the effect is will not be of concern. For non-pulsed receivers, VOR, ILS etc., the effect is the

Safety of Bluetooth in Commercial Aircraft
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6.1.6
6.1.6.1

6.1.6.2

6.1.6.3

same as broadband noise and given a high enough impulse rate it could at worst result in the generation of a
flag on the display so that the pilot could not use an erroneous instrument reading. It should however be
noted that the DME, RADAR and ATC all generate very high levels of RF impulse and cause no problem to
the VOR, ILS or GL S receivers, or to other pulse type receivers, DME, ATC or GPS. Typically the design of
these systems is such that they can withstand an interfering impulse duty cycle of up to 10% without
degradation. The effect of impulses due to the frequency hopping signal of Bluetooth will be much lower
than due to any of these other systems.

Interference Coupling Mechanisms

Antenna coupled interference

Potential harmful interference, i.e. interference that prevents the avionics systems from receiving and
displaying the correct navigational or attitude information, could be caused due to any combination of high
emission levels from a Bluetooth occurring at the frequency of the avionicsreceiver, low path loss from the
Bluetooth to the susceptible avionics system or due to a low signal from the desired navigation ground
system.

The path loss from the Bluetooth is dependent on the location and orientation of the antenna used to
represent the Bluetooth and to a lesser extent on the number and position of other movable objects or
persons within the aircraft.

The frequency and level of the wanted signal will vary according to the aircraft's location and attitudein
the airspace considering the additional path loss due to shadowing by the aircraft’s fuselage or wings,
seepara.7.1.1.

Cable Coupled Interference

Cable coupled interference here relates to any wires or cables connecting to the receivers or associated
equipments other than the antenna cables. Interference received by means of the antenna cablesis already
accounted for in the all-inclusive measurement of path loss to the antennas since the measurements were
made at the receiver end of the antenna cables and does not need to be considered separately.

Cable Coupled Interference Thresholds

The cables of an aircraft can be segregated into some 6 categories depending on the classes of signal or
power that they carry. Susceptibility to conducted interference on power lines is defined in DO 160.
Susceptibility to interference on signal lines is dependent on the nature of the signal, the nature of the
receiving device, the dynamic range of the system and any interference suppression devices used in the
receiving circuit. The estimated worst-case interference threshold for the signal types normally found in
commercia aircraft is shown in Figure 6.1. Where applicable these susceptibility thresholds have been
derived from the relevant standards, e.g. Mil Std 1553 DataBus. Elsewhere they have been derived from the
typical operating levels and dynamic ranges applicable to the signal types as contained in the manufacturers
data sheets, e.g. nominal audio level 0 dBm dynamic range 60 db. The in-band susceptibility threshold is
assumed to be 10 dB below the noise floor and the out of band susceptibility threshold is assumed to
increase at 6 dB per octave. This would be the typical reduction in gain due to increase in frequency as
would apply to acircuit with no deliberate filtering.

Safety of Bluetooth in Commercial Aircraft
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Figure 6.1 Interference Threshold on Different types of Aircraft Signal Cables

Desired Signal Environment

7.1 Minimum ICAO requirements

For linear receivers, as required for operation with amplitude modulated signals used in VHF navigation aids
and communications, the desired signal to interference ratio is constant over a wide dynamic range
independent of the desired signal level. For aircraft operating within the intended coverage volume of a
navigation aids or communication transmitter the guaranteed signal level specified by the International Civil
Aviation Authority (ICAQ) isasshown in Table 7.1. These levels are typically 20 to 40 dB greater than the
receiver threshold sensitivity, consequently it will be possible to receive the signal outside of the intended
coverage volume and at such times lower level interfering signals could result in disturbance to the avionics.

The minimum signal levels for commonly used navigation and communication systems in the US and
Canada are shown, together with the radius of the service volume, in Table 7.1 These signal levels and

coverage volumes are in compliance with those permitted by ICAO Annex 10.
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System Guaranteed signal Coverage Volume
(dbUV/m)
ILS +32 +/-35°to 10 NM,+/-10° to 18 NM

VOR +39 System tailored with amaximum range at 30000 ft of 160
NM

GLS +46 +/-8t0 10NM

DME +56 System tailored with a maximum range at 30000 ft of 160
NM

COMMS +37 Extended range systems up to 150 NM

GPS +33 Global coverage

ATC +65

7.11

7.1.2

8.1

Table 7.1 Minimum Signal Strengths and Coverage Volumes

Signal Strength Variation

The signal strength will vary depending on the aircraft's location with respect to the signal source. Thiswill
be most significant for local area and directional systems such asILS and GLS. In these cases the signal
strength will vary along the approach path in accordance with the well known 1/R rule. Hence for the final
50% of the approach (9 NM) the signal will be 6db or more greater than the minimum and for the final 25%
(4.5 NM) the signal will be 12 dB or more greater than the minimum.

For omni directional systems such as VOR, VHF Communications and DME it is necessary to consider the
coverage area. In this case 25% of the coverage area will have a signal 6 dB or more greater than the
minimum and only 6.25% of the coverage areawill have asignal level more than 12 dB above the minimum.

For satellite based systems there are only small differencesin signal level throughout the intended coverage
area.

Multipath signals can result in signal enhancement as well as cancellation. Based on Rayleigh fading
probabilities significant signal enhancement will occur only very infrequently and it is considered safer to
use the minimum signal levels as defined by ICAO Annex 10 asshown in table 7.1.

Antenna Shadowing

The signal at the receiver isthe product of the field strength times the effective antenna factor. This signal
may however be reduced by any shadowing loss due to the aircraft's orientation with respect to the source.
During level flight the shadowing loss will be minimal for antennas mounted on the belly of the aircraft but
considerable-shadowing loss could be experienced for top or vertical stabilizer mounted antennas. A
maximum shadowing loss of 10 dB is used in the subsequent calculations to determine the interference
susceptibility.

ANALYSIS OF INTERFERENCE RISK

Intentional Emissions

Safety of Bluetooth in Commercial Aircraft
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8.1.1

8.1.2

8.1.3

8.1.4

Introduction

To determine that the intentional emissions from Bluetooth do not cause interference it is appropriate to
consider the specific frequencies and levels of the intended emissions. It should be noted that the
intentional emissions are co-coordinated in frequency such that they should not cause interference on the
receive frequency of the aircraft's avionics receivers. Therefore the subsequent analysis will focus on the
frequency insensitive susceptibility due to signals coupled into avionic equipments by means of the
aircraft's antennaand the aircraft’ s cabling.

Field Strength Level

Typical radiated power levels due to Class 1 Bluetooth devices is a maximum of +20 dBm ( 0.1 watt). To
permit easy comparison with the analysis of unintentional emissions from Bluetooth this is converted to
field strength in dB nvolts per meter using the following equation applicable to a short dipole antenna:

E (field strength)=(49.2* Transmitter Power)**/Distance in meters.

Hence for atransmitter power of 0.1 wattsthefield strength at 1 meter is:
2.2 volts/meter, or
126 dBnV//meter

For a Bluetooth Class 2 device operating at 0 dBm (.001 watts) the levelsat 1 meter are:
0.22 volts/meter, or
106 dBnV//meter

which agrees closely with the measurement data, see Figure 5-1

Antenna Coupled Interference

At 24 GHz the intentional emissions at a level of 106 dBnV//meter are attenuated by the path loss to the
external aircraft antennas by more than 60 dB depending on distance from the Bluetooth device to the
antenna. This distance is generally greater for wide body aircraft than for narrow body aircraft. The
resulting signal level is therefore no greater than 46 dBnV/meter. Thisis 40 dB below the susceptibility to
non co- channel interference as defined in DO 160. Note: The antenna factor of the receiving antenna on the
aircraft is deliberately excluded since its value is unknown and any error is cancelled out when calculating
the signal to interference ratio since the aircraft antenna is common to both the interference and the signal
paths

Cable Coupled Interference

In the case of the intentional emissions they are limited to a narrow band of frequencies in the band 2.4 to
248 GHz. At these frequencies Figure 6-1 shows areduced susceptibility for many of the signal types used
on cables in aircraft. The results of the interference analysis when using these emission kvels and
susceptibility thresholds are shown in table 8.1.

Safety of Bluetooth in Commercial Aircraft

Bluetooth/Aircraft Safety Page 19 23/04/2001



Signal PED Emission Path Loss Antenna Path Loss h InLerlfgredné:e Mzré:]in

Type Level (dB) Factor Factor reSSOOOh( e (dB)
(dBnV/m) (dB) (dBnV/m) ms)

Audio +145 39 265 65.5 +108 285

Video +145 39 265 65.5 +104 245

Data +145 39 265 65.5 +108 285

Bus

Logic +145 39 265 65.5 +117 375

Synchro +145 39 26.5 65.5 +117 375

Table 8.1 Cable Coupled Interference Analysis Intentional Radiators
8.2 Equipment Case Coupled Interference

The permissible radiated susceptibility of aircraft electronics systems is defined by RTCA specification DO
160D. Various categories of susceptibility are defined depending on the criticality of the device to safe
operation of the aircraft. For many older aircraft the more stringent susceptibility requirements are generally
not applicable and when considering the potential interference from Bluetooth it is necessary to consider
the least stringent requirements, these are defined as CAT A. The CAT A, B and C levels of susceptibility
are shown in Figure 8-1. Also shown in 8-1 arethe levels of Bluetooth emissions at the case of the avionics
system or on itsinterconnecting cables as afunction of distance to the Bluetooth emitter. It can be seen that
distances greater than 15 cms, Bluetooth intentional emissions are below the threshold of the most
susceptible device. For spurious emissions the level is below the threshold susceptibility at all distances
greater than 1 cm. These separations are clearly too low to be possible for passenger operated Bluetooth
devices. For later generation aircraft that are fully compliant with DO 160D there is zero risk of interference
to critical systems from Bluetooth independent of the location of the Bluetooth device.

Safety of Bluetooth in Commercial Aircraft
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Bluetooth Radiated Emissions versus DO 160

Categories A,B,& C
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Figure 8-1 Bluetooth Radiated Emissions relative to DO 160 Susceptibility Requirements

8.2.1 Discussion of Analysis of Interference due to Intentional Emissions

8.3

8.4

It is concluded that harmful interference due to cable coupling from Bluetooth intentional emissionsin the
passenger cabin is sufficiently below the threshold susceptibility that interference due to Bluetooth will not
occur.

For older aircraft, poor screening of a avionics system could result in direct coupling of interference levels at
or close to the susceptibility level of the equipment through its case foe the unlikely case where the
Bluetooth device is closer than 15 cms. For aircraft meeting DO 160 D no interference should be experienced
regardless of the location of the Bluetooth device.

Interference Due to Spurious Emissions coupled Via The Aircraft's Antennas

The approach used to analyze the overall probability of harmful interference from Bluetooth is based on a
worst-case analysis. The objective of this worst-case analysis is to determine which, if any, conditions
could lead to possible adverse harmful interference. The worst-case analysis is conducted assuming least
path loss, highest level Bluetooth emissions either CW or modulated that fall at the most susceptible
frequency of the avionics receiver. It will be seen from the analysis that there is no harmful interference
under the worst-case conditions for the known receiver / source locations / source configuration, and it is
therefore concluded that there will be no harmful interference for all the combinations of Bluetooth devices
and locations within the aircraft passenger cabin for the particular receiver system and aircraft type.

Antenna Coupled Co-Channel Interference

Safety of Bluetooth in Commercial Aircraft
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8.4.1 Worst-case Analysis of Antenna Coupled Interference
8.4.1.1 Methodology

The test method does not specifically measure the worst-case (least) path |oss but by scanning awide range
of frequencies from a number of locations selected so as to have a low path loss, the worst-case value
measured islikely very close to the true worst-case.

The path losses, which are measured as the difference in radiated and received power, are converted to path
loss factors by adding the calibrated antenna factor of the source antenna used for the path loss
measurements. This is necessary since signal strengths and emission levels are defined as field strengths.
Hence,

Path loss factor = Path loss + Antennafactor
Nate: The antenna factor of the receiving antenna on the aircraft is deliberately excluded since its value is
unknown and any error is cancelled out when calculating the signal to interference ratio since the aircraft
antennais common to both the interference and the signal paths
No allowance is made for cumulative interference levels due to multiple Bluetooth since, in the worst-case,
the interference due to the worst-case emissions from the worst-case location will override the interference
due to any other location.

The interference level at the receiver input is deduced by subtracting the worst-case (lowest) path loss
factor (in dB) from the worst-case (highest) expected Bluetooth radiated field (in dBmV/m). Hence,

Interference level = Bluetooth Emission level - Path |oss factor

Thisresultsin the following levels at the antennas of the most susceptible systems:

-->VHF (100-150 MHz) band: 59dB mV/m
--> UHF (300-350 MHZ) band: 57 dB mV/m
--> "L"(925-975 MHZz) band: 42 dB nV/m

Note: For illustration purposes only the FCC Class B limits at 1 meter (corrected to compensate for the
FCC requirement to measure the field 3 meters fromthe PED) are as follows:

-—> 49,5 dB nV/m for the MKR band,
-> 53 dB m/mfor the VOR, VHF and ILSbands,
> 55,5 dB nV/m for the GLSand DME bands.

The analysis to determine the required signal level was performed for each aircraft type and avionics system.

The calculation is based on the worst-case signal at the edge of the coverage volume using the minimum
signal field strengths as defined in ICAO Annex 10. An allowance for shadowing of the aircraft antenna of
either 3 dB, for belly-mounted antennas, and 10 dB (except GPS) for top mounted antennas, was included in
the calculation. Hence,

Required Signal = ICAO Field Strength - Shadow L oss
and
Signal to Interference ratio = Required Signal - Interfering Signal

The safety margin is then determined by subtracting the Minimum Signal to Interference threshold, as
discussed in paragraph 2.4, from the worst-case signal to noise at the receiver.

Hence,
Safety Margin = Signal to Interference - Signal to Inference Threshold

Safety of Bluetooth in Commercial Aircraft
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A positive value for the safety margin indicates the margin by which the signal to interference ratio exceeds
the required signal to interference ratio for proper system operation. A negative value indicates the amount

by which the interference exceeds the level permitted for proper system operation. The parameters used in
the analysis are shown in the example Table 8-2.

8.4.2 Results of Worst-case Analysis

Theresults of all of the worst-case analysis are summarized in Table 8-3.

Safety of Bluetooth in Commercial Aircraft
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DETAIL BROADBAND INTERFERENCE WORST-CASE ANALYSISB747
ANT FACTOR PATH Bluetooth Bluetooth ICAO Fied Antenna g Minimum Safety
LOSS EIRP(dBw) radiated strength Blanking (dB) g Margin
(dB) emission (dBnv/m) (dB) (dB) (dB)
nV/m
VHF1 105 405 -108.7 0.00002 37 10 25.75 15 10.75
VHF 2 105 63.2 -108.7 0.00002 37 3 55.45 15 40.45
VHE 3 105 715 -108.7 0.00002 37 3 63.75 15 48.75
ILS 9 64.8 -111.2 0.000015 32 3 56.04 40 16.04
VOR 9 84.7 -111.2 0.000015 39 10 75.94 40 3HHA
GLS 19 54.6 -100.79 0.00005 46 3 39.39 40 -0.6
DME 28 70.7 -88.75 0.0002 56 3 44.45 8 36.45
ATC 28 67.1 -88.75 0.0002 65 3 49.85 8 41.85
TCAS 28 -88.75 0.0002 65 3 NA 8 NA
GPS 31 -80.79 0.0005 3 0 NA 8 NA
SATCOM 31 87 -80.79 0.0005 31 0 27.79 15 12.79
Table 8-2 Example spreadsheet showing parameters used for the worst-case analysis
Safety of Bluetooth in Commercial Aircraft
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Summary Interference Safety Margin Below ICAO Minimum Signal Level All Aircraft Types
AIRCRAFT\ B757 B737 L1011 MD80 A320 B747 GULF Worst-case
SYSTEM Over All
Aircraft
VHFE1 10.95 23.15 26.45 2745 21.75 10.75 NA 10.75
VHF 2 15.25 35.65 NA 42.15 39.35 40.45 NA 15.25
VHF 3 30.25 3045 3945 3245 32.85 48.75 NA 30.25
ILS 2.75 2395 1195 NA 0.05 16.05 NA 0.05
VOR 115 26.85 2155 17.45 43.15 35.95 NA 115
GLS 229 1359 9.19 8.29 28.99 -0.61 NA -0.61
DME NA 34.85 NA 21.75 26.65 36.45 NA 26.65
ATC 36.05 41.85 NA NA NA 41.85 NA 36.05
TCAS 43.85 NA NA NA 29.55 NA NA 2955
GPS 4.79 NA NA NA NA NA 17.19 4.79
SATCOM 26.79 NA NA NA NA 12.79 NA 12.79
Table 8-3 Results of Worst-case Interference Analysis Interference
Safety of Bluetooth in Commercial Aircraft
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Worst Case Interference Safety Margin All Aircraft Types

Bluetooth PEDS
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Figure 8-2 Worst-case Comparison of Interference Margin Bluetooth and PEDS
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8.4.3 Safety Considerations

8.5

8.6

8.6.1

From a safety of flight perspective it is necessary to analyze the worst-case measurement data. If, in the
worst-case analysis, there is no potential for harmful interference to the avionics, then it is reasonable to
conclude that the use of Bluetooth would not be harmful to the safety of flight. However if the worst-case
analysis indicates that there could be harmful interference then it is necessary to assess the probability of
harmful interference and to determine the impact of such interference at various stages of the flight.

Based on the measurement data obtained, a worst-case analysis, see Table 8-3 and Figure 82, shows that
potentially harmful interference DOES NOT OCCUR IN ANY CIRCUMSTANCES.

Discussion of Worst-case Analysis Results

The worst-case analysisindicates that:

1

DME, ATC and TCAS CANNOT be disturbed by Bluetooth emissions, whatever the location of
the PED inside the aircraft. Taking into account worst Bluetooth emission levels, worst coupling
configurations and the highest susceptibility level of the receivers, a safety margin greater than 20
dB has been demonstrated. This result is due to a combination of the high path loss and low
emission levels at the higher frequency ranges applicableto DME, ATC and TCAS.

The typical worst-case results for the ILS-Localizer, VOR and GLS show a 11 to 43 dB safety
margin. However specific results for certain aircraft types exhibit a reduced margin of —0.6 to 1.15
dB. However this interference frequency must fal in a very narrow band at the modulation
frequencies. When the necessary signal to interference ratio is adjusted to reflect the ICAO
required susceptibility at the full RF pass bandwidth of the receivers, i.e. 7 dB (from ICAO Annex
10), the resulting signal to interference ratio is strongly positive and harmful interference cannot
occur.

VHF Communications also exhibit a large safety margin of 10 to 30 dB over al aircraft types
measured.

There is insufficient data available to provide conclusive evidence for the potential of harmful
interference to GPS but the combination of higher path loss and lower PED emissions at the L band
frequencies together with the specific data available for the Gulf G4 indicates that a margin of
greater than 10 dB should exist.

Cable Coupled Interference

Cable Coupling

Annex E illustrates the typical variation of path loss to an 8 meter unshielded wire laid on the cabin floor.
The three curves represented different polarizations of the source antenna. It can be seen that on average
the path lossis only loosely dependent on polarization.

The worst-case coupling to representative cablesinside the aircraft is shown in table 8-4.

Safety of Bluetooth in Commercial Aircraft
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Location Frequency B757 A320
(MH2)

2 meter 8 meter 8 meter 8 meter

Unshielded Unshielded Unshielded Shielded
L1 100-150 58 dB 48 dB
L2 100-150 34dB 36 dB 39dB 62 dB
L3 100-150 72dB 53dB 64 dB 91dB
L1 300-400
L2 300-400 41dB 52dB
L3 300-400 67 dB 73dB
L1 925-975 56 dB
L2 925-975 39dB 43 dB 58 dB
L3 925-975 77dB 71dB 84dB

From Table 81 it can be seen that the worst-case path loss is strongly dependent on the location of the
source antenna but shows only a small variation with frequency and cable length. The average path loss
within each frequency band is however dependent on cable loss and shows a decrease of 6 dB when the
cable length is shortened from 8 to 2 meters. The effect of screening is greatest at low frequencies where the
path lossisincreased by 22 dB. At 400 MHz the additional path lossisonly 11 dB

Table 8.4 Cable Coupling

8.6.2 Cable Coupled Interference Analysis

The potential for harmful interference to be coupled to the avionics via cables is determined through the

following analysis.

The results of the worst-case analysis for emissions at afrequency of 100 MHz are shown for representative

aircraft signal typesin Table 8.5

Bluetooth/Aircraft Safety
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Signal PED Path Antenna |F:>ath Loss Interference Margin
Type Emission Loss Factor actor Threshold (dB)
Level (dB) (dB) (dBnV/M) (dBnV@
(dBnV/M) 500hms)
Audio +60 35 105 455 +47 325
Video +60 35 105 455 +67 525
Data +60 35 105 455 +97 825
Bus
Logic +60 35 105 455 +117 1025
Synchro +60 35 105 455 +117 1025
Table 8.5 Cable Coupled Interference Analysis
8.6.3 Discussion of Results of Cable Coupled Interference
It can be seen from Table 8.5 that there are significant safety margins with respect to each category of
signal. It is noted that the worst-case analysis assumes unshielded cables and very little reduction in
susceptibility as for interfering frequencies outside normal frequency band of the signals. In actual systems
the safety marginswill usually be significantly greater.
It is concluded that harmful interference due to cable coupling from Bluetooth is not likely to occur.
9 Conclusions

When testing aircraft for interference from Bluetooth Class devices operated at high power levels and in
worst-case location empirical testing on both large and small aircraft has not indicated any cases of
interference to the aircraft systems. Detailed analysis of the emission levels, propagation losses and aircraft
system vulnerability to electromagnetic interference show that the intentional emissions and the spurious
emissions from Bluetooth devices are at levels that cannot cause interference to aircraft systems. The
analyses therefore support the empirical test and confirm that Bluetooth by itself is safe for use in aircraft
whilein flight.

It is noted however that Bluetooth is designed to be incorporated into other electronic devices rather than
being used as a stand-alone device. The testing of Bluetooth emission levels show that these do not
degrade the emission levels of the electronic devices into which Bluetooth is likely to be installed. It is
therefore concluded that Bluetooth is safe for on aircraft use within other electronic devices approved for
use on aircraft. This includes Laptop computers and other PEDs classed as non-intentional radiators.
Before Bluetooth is used in other electronic devices classed as intentional radiators the intentional radiators
themselves must be shown to be safe for aircraft use.

Safety of Bluetooth in Commercial Aircraft
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10 Recommendations

It isrecommended that the current policies that apply to the use of Personal Electronic Devices (PEDS),
asrecommended in RTCA Report DO 233, be modified to reflect the safe use of PEDs incorporating
Bluetooth. Itisproposed that the RTCA recommendations be revised as follows for PEDs
incorporating Bluetooth devices:

2. The FAA should modify FAR 91.21 Portable Electronic Devices so that:

a. The use of any PED, with or without Bluetooth, is prohibited in aircraft during any critical phase
of flight. (The intent is that the same use prohibition that applies to any PED during al critical
phases of flight also applies to Bluetooth, an intentional emitter, but would allow the use of PEDs
with or without Bluetooth during non-critical phases of flight).

b. The use of any PED which has the capability to intentionally transmit electromagnetic energy
other than that emitted by Bluetooth is prohibited in aircraft at al times unless testing has been
conducted to ascertain its safe use. Note: such testing has been conducted with respect to
Bluetooth and it has been determined that it is safe for aircraft use. Notwithstanding this fact, the
use prohibition during any critical phase of flight still applies.

Safety of Bluetooth in Commercial Aircraft
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21

2.2

INTRODUCTION:

The purpose of this test was to determine if the Bluetooth technology would
function inside the cabin of the Gulfstream and if the devices or the frequencies
would interfere with the GV avionics. We tested the interference possibilities
using both, a Bluetooth device and a sweep generator at the frequency span of
the Blue Tooth devices, either, connected to a power amplifier transmitting to
avionics in the Right Electrical Equipment Rack (REER), with the cover off and
to the Flight Deck. The testing was accomplished in Savannah, GA on 11 May,
2000 at the Gulfstream facility, the west ramp of the service center by the
entrance to the airport Taxiway B.

TEST EQUIPMENT/PERSONNEL:

Personnel:

Keith Trundle — Gulfstream

Larry Wilson — Gulfstream
Joseph Ramirez — Gulfstream
Jeff Schiffer — INTEL

Al Bettner — INTEL

Travis Bonifield — INTEL

Alan Waltho — INTEL (contractor)
Margo Lynch — Teledyne

Tong Chen — Teledyne

Test Equipment: Hewlett Packard Spectrum Analyzer ESA Series E4402B

TESTING:

Using the APU setup and began propagation measurements.

Charts are attached as Appendix | (Plot Report.doc), to this document. No
perceived propagation anomalies were noted. Due to the spectrum analyzer
setup there were no readings below —70dBm to show the actual noise floor
versus the Bluetooth Signal.
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4 EMITESTING:

Started both engines and applied normal aircraft power per G-V maintenance
manual procedures. See the EMI Matrix charts at the end of this section for the
standard report pages.

Swept from 2.4 to 2.5 GHz at +20 dBm in cockpit using HP tracking generator +
pre-amp + 3ft sma cable into dipole. Dipole antenna moved throughout cockpit.

#1 FMS CDU,

Pilot Audio, CP Audio

#1 FMS CDU, #2 FMS CDU

Standby instruments

Center Overhead

Overhead CB panel center

HUD system

Autopilot engaged radiating adjacent to the Flight Guidance Panel, (FGP).

Removed covers from RH Radio Rack REER.

Swept from 2.4 to 2.5 GHz at +20 dBm in the REER using Hp tracking
generator + pre-amp + 3ft sma cable into dipole. Dipole antenna moved
throughout radio rack radiating.

Transponder, NAV, DME

COM, ADF, Audio (Two sweeps)

Right radio, back harnessed, back shelf

Between RH fault warning symbol generator
Ground Prox and IAC (Two sweeps)

Anti Skid Controller and APU Generator Controller
Cabin Press ECU and MDAU

Right Generator and Right Buss Power Control Unit
Right Hand Radio CB Panel

Cabin CB panel

Third shelf, RH Radio Rack outboard wiring harness
Fourth shelf, RH Radio Rack outboard wiring harness
Above main entrance door (Three sweeps)

Now using actual Bluetooth signal into preamp.
Marginal signal inside,
Level from generator is —73.5 dBm, breaking squelch. Bluetooth
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4.1

transmitting outside (by cabin door) +20 dB. No noted interference
Bluetooth transmitting next to top antenna and bottom antenna of aircraft, no
interference noted.

Engine interference Tests

Tests to determine if Bluetooth or CW signals 2.4 to 2.5 GHz have any effect on
engine operation

Tests using CW signal 2.4 to 2.5 GHz at +20dBm
Baggage compartment EER

Top shelf

Flap controller

Security system battery pack

Emergency Light Battery

APU Electronic Control Unit

No Interference was noted.

Tests using Bluetooth signal.
Baggage compartment EER.
Flap controller

Security system battery pack
Emergency Light Battery
APU Electronic Control Unit
No Interference noted.

Tested throttle quadrant for interference placing the antenna around the throttle
guadrant using 20dBm swept 2.3 to 2.5 GHz CW signal.
Gust lock right of throttle

Middle between the two throttles

Left side throttle

Middle advanced throttle

Horizontal to the throttle

Left throttle horizontal wing

Vertical middle throttle

Forward vertical

No Interference noted.

Tested Nose Wheel Steering using 20dBm swept 2.3 to 2.5 GHz CW signal.
No Interference noted.

Tested throttle handle interference placing the antenna around the throttle
guadrant using 20dBm Bluetooth signal.
Gust lock right of throttle
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Middle between the two throttles
Left side throttle

Middle advanced throttle
Horizontal to the throttle

Left throttle horizontal wing
Vertical middle throttle

Forward vertical

No Interference noted.

Also tested Nose Wheel Steering using 20dBm Bluetooth signal.
No Interference noted.

4.2 Magnastar Interference Tests:
The Magnastar was not transmitting or receiving due to the lack of a ground

station at this location. The RSS values of the Magnastar were acceptable.
No anomalies were noted.
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1. Tested preamp (HP8449B) 30 db gain. 25’ cable has 5 db loss. 3’ cable
has 1 db loss. It has +20dbm output before saturation.

2. Configuration: 10 db / 6 db atten to tee then to preamp to ant. Then Ant. on
analyzer. BT at other end of the atten.

3. Set tracking gen to -5 dbm 5 db cable loss connected to the preamp.
Preamp output to dipole and sweep in cockpit. Freq. Range 2.4 — 2.5 GHz.

4.+20 dBm in cockpit using Hp tracking generator + pre-amp + 3ft SMA cable
into dipole. Dipole antenna moved throughout cockpit.

Tests:

LH FMS CDU,

Left Audio, Right Audio
Right FMS, Left FMS
Standby instruments
Center Overhead
Overhead CB panel center
HUD system

Autopilot

51 Take covers off of radio rack

Transponder, NAV, DME

COM, ADF, Audio (Two sweeps)

Right radio, back harnessed, back shelf
Between RH fault warning symbol generator
Ground prox and IAC (Two sweeps)

Anti Skid and APU gen

Cabin press control and MDAU

Right generator and right buss power control unit
Right hand radio XCD control panel

Cabin CD panel

Circuit Breaker

Third shelf, RH radio rack outboard harness
Fourth shelf, outboard

Above main entrance door (Three sweeps)

Now use actual Bluetooth signal into preamp
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5.2

Marginal signal inside,

Level from generator outside aircraft is —73.5 dBm, breaking squelch;
Bluetooth transmitting outside (by cabin door) +20 dB. No noted interference
BT transmitting next to top antennae and bottom antennae of aircraft

Path Loss Measurements

Two cables (one for each antenna) back to back.
File name tst00049.csv.

Dipoles @ 6 inches apart in center cabin.
Filename is tst00051.csv (00050 is scrap)

Vertical to vertical cockpit to front cabin center (window 2) 00052
Horizontal wing to cockpit 00053
Horizontal fusilage to cockpit 00054

Vertical to vertical cockpit to rear cabin center (window 4-5) 00055
Horizontal wing 00056
Horizontal fusilage 00057

Path loss (cont)

Vertical vertical cockpit to rear of cabin 00060 (00058 bad)

Horiz Horiz parallel to wing cockpit to rear of middle cabin 00061(00059 bad)
Horiz Horiz pointing to front &parallel to fusalage 00062

Vertical vertical cockpit to rear of aircraft 00063
Horiz Horiz parallel to wing cockpit to rear of aircraft 00064
Horiz Horiz pointing to front &parallel to fusilage 00065

Path loss msmts from dipole to actual aircraft antennas

Vertical dipole in front cabin window to Nav receiver (coax #1) 00066
Vertical dipole outside bottom of aircraft to Nav (coax #1) 00067
Same test as above but with coax #2 00068

Same test as above but with coax #3 00069

IFF receive/transmit antenna top 00070 (with dipole outside)
Same as above but dipole in seat 2 vertical 00071
Same as above but dipole horizontal pointing forward 00073
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IFF lower antenna with dipole in seat 2 vertical 00074
Same as above but dipole horizontal pointing forward 00075

Did not do DME since it would likely be the same (antennas nearly the
same)qgaqq

Could not get multiple Bluetooth devices to continue operation inside the aircratft.
Needs further investigation to determine whether there are multipath effects,
interference from aircraft systems or a software problem in the Palm Pilot

Engine interference tests

Tests to determine if BT or CW signals 2.4 to 2.5 GHz have any effect on engine
operation.

Tests using CW signal 2.4 to 2.5 GHz at +20dBm
Back of the airplane

Top shelf

Flap controller

Security system battery pack

Emerg Light Battery

APU Elec Control Unit

Tests using BT signal

Back of the airplane: APU
Top shelf

Flap controller

Security system battery pack
Emerg Light Battery
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APU Elec Control Unit
Did Magnastar tests: No effect

Tested front area engine interference using 20dBm CW signal
Tested front area engine interference using 20dBm BT signal
Gust lock right of throttle

Middle between the two throttles

Left side throttle

Middle advanced throttle

Horizontal to the throttle

Left throttle horizontal wing

Vertical middle throttle

Forward vertical

Left console and moved steering
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Testing May 11,2000

-20

dBm -50

-60

-70

-80
2.40 241 2.42 2.43 2.44 2.45 2.46 2.47 2.48 2.49 2.50

Frequency In GHz

File 51.csv— Dipoles 6" apart in fwd center of the cabin.
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Testing May 11, 2000
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Testing May 11, 2000
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Testing May 11, 2000
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Testing May 11, 2000
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Testing May 11, 2000
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Frequency In GHz
polarity, axis along the wing.
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Testing May 11, 2000

-20
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polarity, axis along the fuselage.
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Testing May 11, 2000

-20

-30

-40

dBm-50

-80
2.40 2.41 2.42 2.43 2.44 2.45 2.46 2.47 2.48 2.49 2.50
Frequency In GHz
File 60.csv — Flight deck (aft pedestal area), antennavertical polarity transmit to the Aft cabin center, antennareceive, vertical polarity.
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Testing May 11, 2000
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Testing May 11,2000

-20

-30

dBm-50

-60

-70

-80
2.40 2.41 2.42 2.43 2.44 2.45 2.46 2.47 2.48 2.49 2.50
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VHF NAV RX #2 located in the Right Electrical Equipment Rack (REER) with the receiver removed and the analyzer connected to the #2 coaxial insert.

Bluetooth/Aircraft Safety Page 26 - 4/23/2001



Testing May 11, 2000

-20

-30

-40
dBm-50

-60

-70 A'A/\A\VA—/\_V MAANAA AN N A‘I\A./\'AA/V'\ Aa AN N N Morrarn LAV MIMAANN

-80

2.40 2.41 2.42 2.43 2.44 2.45 2.46 2.47 2.48 2.49 2.50
Frequency In GHz
v INAVV W\ TTa TVUUGAAGU T U ie o \Isl I oLl e I_\.1UI HI [RL RIS AN VAN \I Nl \I VVIiLIT LI IVULI VUL TUllIuvVou L iuv uiv e lwyl_\al VUL TUULLU LU LU TTA WUUNTWLD TG L.

Bluetooth/Aircraft Safety Page 27 - 4/23/2001



Testing May 11, 2000

-20

-30

dBm-50

-60

-70

-80
2.40 2.41 2.42 2.43 2.44 2.45 2.46 2.47 2.48 2.49 2.50
Frequency In GHz

Bluetooth/Aircraft Safety Page 28 - 4/23/2001



Testing May 11, 2000

-20

-30

-40

dBm-50

-60

70 PAAa s A hnpame, M fon 1 MM AA oA i PNV W AANAN AMAL NN a Nr A A N AN A

N ~IT W v

-80
2.40 2.41 2.42 2.43 2.44 2.45 2.46 2.47 2.48
Frequency In GHz

FHEe 1L.LOV — lHid it dieiidd # 7 Oedl #4 DYy LIS WITIUUVW pusSILiviiceu verualy. meeeive rallis vl uie i rir lop da el iia

Bluetooth/Aircraft Safety Page 29 - 4/23/2001

2.49

2.50



Testing May 11, 2000

-20

-30

-40

dBm-50

-60

-70 edpy A AN /) A,J\Mv PN AN h Mo tedprs AN SA S ANt A NI AP AN NN NN AAAMA A A prtrra

-80
2.40 241 2.42 2.43 2.44 2.45 2.46 2.47 2.48 2.49 2.50
Frequency In GHz

= ——— R R e o

Bluetooth/Aircraft Safety Page 30 - 4/23/2001



Testing May 11, 2000

-20

-30

dBm-50

-60

RO VOUIVIVEDSW NV IY-UOVN BV NNV, Y. WEWN IOV AN A AW A A AL A NANNANM A M

-80
2.40 2.41 2.42 2.43 2.44 2.45 2.46 2.47 2.48 2.49 2.50
Frequency In GHz

File 73.csv — Transmit antenna at # ?/H Seat #2 by the window positioned horizontally axis aligned with the fuselage, pointing foward. Receive Path
isfrom the IFF top antenna.
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isfrom the | FF Bottom antenna.
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